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We build the world's most advanced PCs.

Experience a new level of performance with an award-winning Digital Storm PC.
Built with the latest technology, highest quality components and backed by lifetime
support. Visit our website and build your dream PC today.

DIGITALSTG RM LEARN MORE: WWW.DIGITALSTORM.COM
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The Electronic Frontier Foundation is the leading nonprofit
organization defending civil liberties in the digital world.
Founded in 1990, EFF champions user privacy, free expres-
sion, and innovation through impact litigation, policy
analysis, grassroots activism, and technology development.
We work to ensure that rights and freedoms are enhanced
and protected as our use of technology grows.

Protecting Rights and Promoting Freedom on the Electronic Frontier
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editorial

NO GPU? NO PROBLEM!

IM TH1S 1SSUE of Maximum PC, we've
dared ta think the unthinkable in
performance PC building. Namely, can
we build a garming PC that doesn't have
a3 dedicated GPU? Of course, the GPU
market has gone bananas over the last
few years, and what was not so leng ago
the price of a top-end graphics card
[$500] has now become the entry price
for a decent unit. Intel has tried to plug
the gap at the entry-level $200-350
price point with its Arc A750 and A770
cards, and while they got off to a shaky
start, the former card is now good
enough to feature in our budget buitds
lsee page 74,

AMD, though, has another idea to
appeal to budget gamers—a new CPU
beasting enough gaming grunt to play
rmodern games al 1080p, eradicating
the need for a discrete graphics
processor at all. Our master burlder
Zak, coming hotoffa three-issue streak
of builds using Mvidia's high-end RTX
SUPER cards, has been brought down
to earth by the challenge of building a
gaming PC that costs under $800. The
chip al the heart of this machine is the
new Ryzen 5 B&00G, which packs in
dedicated gdraphics processors that
even Include ray accelerators. As Zak
says in the feature, it's “effectively 25
percent of an RX 7400 packed inside
a traditionally sized CPU, which opens
up lots of interesting possibilities for
eSports players, or those who just want
to do some casual gaming every now
and then.

This belng Zak, he didn't just build
a budget machine and try a bit of
Overwatch 2 though; he also built
machines running a Ryzen 5 7&00X
paired with an Intel Arc A750 GPU Istill
for under $1,000], and another with an
RX 7400 XT [$1,100), He then ran over 80
benchmarks to see which offered the
mest frames per dollar, and therefore
the best value for money. The results

submit your guestions to:

are really interesting—our cover
fealure starts on page 16,

As I'm sure you're aware, artificial
intetligence’ is the buzz term of 2024.
It's made Mvidia one of the maost
valuable companies in the world, and
consequently, practically every press
release that hits my inbox features "Al
throughout. This issue, we cut through
the naise in our feature Al PCs: What
You Need Te Know [page 32|, Are these
PCsworth buying, what can they do for
you, and most importantly, how much
are they going to cost? We also talk you
through the best of Photoshop's new Al
teatures [page &0), so you can sericusly
improve your phete editing and graphic
design skills without having to pay
hundreds of dollars to go ona course.

We also have a couple of security
focused features this issue, from how
not to get hacked [page 54| to building
your own VPN Ipage 48|, I've learned a
lat from them both, and will na longer
be quite so blasé when | connect to the
internet at a coffee shop ar airport.

Last of all, we have our review of
the RX 7900 GRE, or 'Golden Rabhbit
Edition' [page 74], @ model that has
escaped captivity in China, where it was
previously exclusive. t'sa small spailer
to say that our GPU specialist liked
what he saw, with AMD bringing some
real competition to Nvidia's similarly-
priced RTX 4070, So obviously, nexl
issue’s build will be with the GRE card;
pitted againstan RTX 4070 build from a
previous issue. | can't wait!

Enjoy the issue!

gugwrkw

Guy s Maximum PC's  editor-in-chief,
He buill his first gaming PC in 1997 to
play Tamb Raider on 3dfx, and has bean
ohsessed with all things PC ever since.
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Intel announces
oth Gen Xeon brand

Xeon Scalable’ becomes the Xeon 6 series

THIS YEAR at Intel's Vision®
gvent in Phoenix, Arizona,
the lech company focused
gn bringing business and
technolagy leaders together to
tearn about Al advances.

It also announced that the
&th generation Granite Rapids
and Sierra Forest processors
will be branded “Xeon &
dispensing with the ‘Fifth-
Gen Xeon Scalable’ naming
convention, In Intel's words,
the “evelved” Xeon & branding
will “tell 3 unified Intel Xeon
story,” “facilitate customer

CED Pat Gelsinger displays wafers of hoth
Xeon é Processors,

On the ‘performance
signals’ front, however, the

possibly providing
space and power
savings for dala
centers, Sierra
Farest supports
bath single- and
dual-socket
systems, and Intel
claims the chips
will have a TOP
as low as 200W.
It is schedulad for
the second half
of 2024.

Granite Rapids architecture
is the successor to ‘Emerald

Floating point performance
has also been upgraded
through maoving from 4- and
S-cycle FP operations to 3
eycles, boosting IPC. It alse
employs software-optimized
prefetches, plus an enhanced
branch prediction engine.

The number of Granite
Rapid processor cores
hasn't been confirmed, but a
supposedly leaked slide from
Intel had the core count as
128, It also claims the chip
will have a TOF of 500 Walts,
These would make Granite

ngvigation”, and “amplify  Sierra Forest data center Rapids’. Both wvariants will  Rapids the first Intel server
performance signals” chip will be the first to be  have the same chiplet-based CPU architecturs to outstrip
Intel’s  product stack  built solely with efficiency  design, sockets, and firmware.  AMD's EPYC [Genoa| series.
cansists of 32 models divided cores |[E-cores), which are  They also house DDR3-4400 The chips will also support
into six lanes for clowd, optimized for cloud-nalive  memory controllers on both  the MXFP4 data format. This

networking. and so on, plus
the Bronze, Gold, Silver, and
Platinum tiers. &t the time of
writing, it's not clear how the
introduction of Xeon & Sierra
Forest processers will clarify
the current lineup of CPUs,
Intel first unveiled its 288-
core Xeon CPU in September
2023, In late February 2024, it
began previewing it for the Al
processing industry,

and scale-out  workloads.
The cormpany claims this will
hoast perfarmance of 56
workloads by 2.7 times per
rack, as well as 2.4 times per
watt relative to Znd generation
Xeon processors.

This means 72 Sierra
Forest server racks could
provide the same performance
as 200 racks with older 2nd
Generation Xeon CPUs,

Both variants will have the
same chiplet-based design,
sockets, and firmware

B | wmmug | JUN 2024

ends of the die, offering up to
12 channels [1DPC or 20PC] of
pither standard DOR memary,
or the latest MCR, providing
30-40 parcent more bandwidth
than standard DIMMs,

Granite Rapids chips
will use only performance
cores [P-Coresl. They will
he more of a traditional
dala center processor, given
that the P-Cores are capable
of maximum performance
using the company's
fastest architectures,

Each P-core comes with
ZME of L2 cache and 4MB of
L3, Intel has announced 3 new
architecture dubbed Redwood
Cove for these that comes
with an L1 cache of &4Kb.

can reduce next-loken latency
by up to 4.5 times, compared
to 4th Gen. The company also
claims the processors are
capable of running 70 billion
parameter Llama-2 models,

Granite Rapidswill have 2. 8x
memaory bandwidth compared
to previous generations, as
well as an improved core
count and cache. The platlorm
supports up lo eight sockels,
However, the 500 W TOP raises
gquestions about  whether
caoling systems can keep up,

Though no official date has
been announced, Intel says
Granite Rapids is due to arrive
‘spon after’ Sierra Forest, with
an estimated release date of
late 2024fearly 2025, -ND

BINTEL
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RDNA 2 GPU

STOCKS LOW

6950 XT, 6900 XT, &
6800 XT SPARSE

wiTH aMD's RDNA 4 GPUs rumored for ™
the end of 2024, there's little room far AM D DNA 2
AMD's previous-gen ROMA 2 cards
The series launched in 2020, and the 1468 AMD Radeon RX 6800 XT was considerad
one of the best graphics cards of its time. Unfortunately, it was almost impossible to
purchaseatits original retail price. In recent weeks, history seems to be repeating itself,
Used RONA 2 series graphics cards are still available via auction sites, though in
some cases for well above the original retail price. Lower-end GPUs like the Radeon RX
&T50 KT are also still available for around 5330. AMD's higher-end RX 7000-series, such
asthe RX 7900 GRE and RX 7900 XT, are also still available at reasonable prices. <ND

SAMSUNG BUILDS STH
GEN V-NAND CHIPS
Samsung begins producing
next-gen memory chips for SSDs

SAMSUNG HAS BEGUN mass-producing Its 9th-generatlon triple-level cell
[TLC] vertical NAND memory chips for high-performance/high-density solid-
state drives. They are smaller and have an Improved bit-densityof 50 percent
comparedto the Samsung 5 Bth-generation V-NAND. They will alsa have 290
active layers—a 20 percent improvemant on previous generations.

This should enable Samsung to increase recording density of its 30
NAND devices. According to 2 report by Hankyung Media, Samsung plans to
build on this by introducing a 10th Generation ¥Y-NAMD chip in 2025 with 430
layers. It also says that Samsung has achieved this through a 'string stacking
production technigue’. building a2 CMOS Layer with Logic, a 145-layar 30 NAND
memuory array on lop, then successive identical layers on top of that.

Othen MAMD manufacturers have been quick Lo exploit new technigues. SK
Hynix will bagin production of 321-layer chips in early 2025, with 430 layer
versions due later the sama year. <ND

Tech Triumphs and Tragedies

A monthly snapshot of what's good and bad in tech

1

approved a ban, citing privacy
and security concerns.

BE META QUEST

YouTube videos via Meta Quest
are now better quality, due to the
app supporting BK streaming.

BATTERY CHARGES UP
European researchers have
developed a charging salution to
make l-ion batteries last longer
by altering how the charger
delivers current to electrolytes.

TRIUMPHS TRAGEDIES
| TIKTOE BAN PASSED MESSAGE APPS REMOVED
The US government has Apple has remaoved WhatsApp,

Telegram, Signal, and Threads
in China at the request of the
Chinese government.

MITRE ATTACKED

Hackers have used lvanti
devices to access one of
MITRE's unclassified netwaorks.

MA.JOR WINDOWS FLAW
Anattack relies on ‘Magicdot’
paths, where funttions convert
DOS 1o WT, sllowing hackers
access to Windows machines.

LG ANNOUNCES
GAMING OLED

The panel can alter refresh
rates and resolutions

LG MsSPLAY has developed the first ever
gaming panel with a switchable refresh
rate and resolution. This is achieved
through  the company's Dynamic
Frequency and Resolution [OFR] feature.

Mass production is already underway.
In theory, this will allow users lo choose
between a high refresh rate |posited by
LG as FHD-480Hz) and a high-resolutian
mode [UHD-240Hz].

The company says that given a high
refresh rate allows the panel to display
more images per second, this is most
useful for games where speed and screen
changes are particularly important.

The UHD high-resolution mode is
designed for graphically rich content like
4K mavies, given the more pixel-perfect
vides and image guality. At 480Hz, LG
claims the panel has the fastest response
tirme [0.03ms| of any panel on the market.

LG has also incorporated a number of
other improvements to image quality in
their latest gaming panel. This includes
META Technology 2.0, which is based on
the company’s Micro Lens Array [MLAJ.

According to LG, this “maximizes the
emission of light from erganic materials
to elevate image quality.” In ather words,
it makes the OLED panel brighter. This
offers some of the advantages of LCD tech,
given that OLED produces less blue light.

Although thiswillfirst be deployed in the
31.5-inch made [most Likely the "Ultragear’
series]|, LG plans to mass-produce ather
sizes, including 27, 34, 39, and 45 inch.

LG's OLED panel is also buillt into the
32-inch ASUS ROG Swift PG32UCDP
WOLED monitar [showcased at GES), with
a provisional release date for 2024

Asus has also claimed that thanks to
LG's WOLED panels, its upcoming monitor
canreach 1,300 nits peak brightness—a 30
percent increase on their previous OLED
monitors peak of 1,000 nits, Pricing and
availability are still to be confirmed =ND
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EX-ARM CHINA
CEO FOUNDS
RISC-V

Firebrand Allen Wu
courts controversy in
his latest venture

ARM CHIMA'S EX-CE0 Allen Wu shot to fame
after refusing to step down despite being
fired by the company in 2020 and again
in 2022, His actions meant that parent
company SoftBank Groupcouldn't perform
financial audits for around two years.
Eventually, a combination of corporate
maneuvering and tacit assistance from
the Shenzhen government resulled in Wu
being ousted in 2023,

Accarding to WeChat account ‘Chip
Inside’, Wu is founding a company
named 'Zongzhi Chip’. This is rumored
to be actively recruiting both RISC-V
professionals and Arm China employees.

According to ‘Chip Inside’, ZongZhi
Chip's purpose will be ‘technology
innavations focused on RISC-Y processor
IP and computing platform solutions.”
Markel Llracker TrendFerce has also
reported rumors that the company will
act as a representative for Al and RISC-V
startup Tenstorrent” in China.

Although this has not been officially
confirmed, the company has a history
of forming partnerships to ship new
products, One recenl example is its use of
Samsung's SF4X technology for its Quasar
chiplet for machine-learning workicads.
The chiplet is tailored to run Al workloads
and containsa minimum of 80 Tensix cores
based on the RISC-V instruction sat.

According to TrendForce, Zongzhip Chip
hasbacking from “abundant resourcesand
shareholders with strong competence”,
and even partnerad with several “stellar
global RISC-V chip companies”

TrendFarce claims the company Is
maintaining aneutralstance ontechnology,
which it believes will support the growth of
Chinese damestic applications.

Wu throwing his hat into the ring with
Arm’s ‘archrival” may give the tech gmant
cause for concern. Still, the current
reports don't  detail which specific
partnerships have been formed and which
specific RISC-Y products Zongzhi Chips
plans to floator back, -ND
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Fire risk triggers recall of cat robots
seoa Tovs released its line of "Kimit' toys in February 2024. The cat robots were
suppesedly trained on the data of over 100 cats, and can mimic typical feline behavior,
This innovation, which cost ¥33 000 [around $215), seems mare expensive than
adopting a cat, but Sega Toys was aiming at customers who were aliergic to the real
thing. This is quite a problem: a survey by Tokyo-based LG Electrenics Japan in 2023
revealed that 12.5 percent of cat owners have an adverse reaction to their own pels,
A series of adverts in Japan showcased the robots’ ability to make their eyes glow
as users cuddled and petted them, The ragdell” cats were also shown to be warm to
the touch, with realistic-looking tur, which is apparently what triggered the recall
According to various outlets, Sega began recalling the Kimit models in response
to customer feedback that they could smell burning. The cause was traced to an
internal control motor, charring fabric that came into contact with the motor cover.
Sega has pointed out that there are ne documented cases of the cats catching
fire, nor has anyone been injured. However, all models have been recalled, and
customers who previously purchased a Kimit cat have been refunded in full.
Disappointed buyers can console themselves with the fact that Japan is home to
over 300 cat cafes, where they can pet feline friends while they enjoy a beverage. -ND

The Kimit commercial
shows cats being
nonplussed by the toy.

Russian grou
exploits Windows
print spooler bug
Microsoft Threat Intelligence
researchers have claimed that a
malware code named 'GooseEgg’
is being used by cyber espionage
group APT28 [aka 'Forest
Blizzard'] to expleit a Windows
print spooler bug.

GooseEgg exploits
vulnerability CVE-2022-38028
in the Print Spooler service to
maodify a Javascript constraints
file, then execute it with SYSTEM-
level permission, Although itis
asimple launcher application, it
can launch other programs.

Microsoft's Security blog
states that the GooseEgg
vulnerability has been patched
since October 2022, Two more
patches have since been released
far print spooler flaws.-HD

Al could consume
25% of all US
electricity

Arm’s executive Am| Badani

has warned that generative Al's
“insatiable demand” far electricity
could hamper its growth.

Speaking at the Fortune
Brainstorm Al Conference, Badani
stated that chatbots account for
two percent of global energy
consumption, and require,

“15 times mare energy thana
traditional web search.” At this
rate, she says that by 2030, Al will
consume a guarter of all power in
the USA,

Arecent Al success storyis
Sora, which can create 60-second
video clips based on text prompts.
It's also an excellent illustration
of Badani’s warning, given that it
takes 100,000 Al chips working at
full capacity to train, -ND
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Jarred Walton

Intel Raptor Lake Core 19
Instability Problems

y

The result, according to numerous accounts on
forums, has been out of VEAM errors and other
instabilities. My particular PC has also experienced
problems. While my own CPU issues date back over
a year, |t seems a number of games are triggering
‘out of VRAM' error messages. particularly on
Mvidia GPUs. But the graphics card has nothing to
do with the ngames crashing to desktop.

RAD Tools, which provides software libraries,
released a slalement aboul crashing problems:
"RAD has becomne aware of a problem that can
cause QOodle Data decompression failures, or
crashes in games built with Unreal. We believe that
thisis a hardware problem which affects primarily
Intel 13900K and 14700K processors, less likely
13700, 14700 and other related processors as
well. Only 2 small fraction of those processors
will exhibit this behavior, The problem seems to
be caused by a combination of BIOS settings and
the high clock rales and power Usage of these
processors, leading to systemn instability and
unpredictable behavior under heayy load.”

Perhaps most importantly, it doesn't affect all
Raptor Lake CPUs. If you were to swap between
two Core i?-14700K chips, one might work fine
while-another crashes. Some have suggested that
Intel released "faulty” chips, but that'snot the entire
story. There are multiple workarounds, including
underclocking, voltage tweaks, imiting the power
and/or current the chip can draw, and more.

.. has heated up in the past few years
as Ryzen processors have becmme mcreasmgly competitive. The amount
of headroom for overclocking has shrunk in response, and it seems
motherboard vendors may have tweaked settings a bit too aggressively.

Intel’s 13th and 14th Gen i9 CPUs
have faced stability problems.

MNearly all fixes invalve digging into
your motherboard BIOS settings,
which can be intimidating for the
uninitiated. The problems exist
even with the default BIOS settings.

My CPLU and matherboard have
generallyworked well with the CFLU
power limited te 325W, combined
with a maximum thermal setting of
20 C. | may have lost performance,
but games that would otherwise
crash during shader compilation
were fine, Impacted games include
Hogwarls Legacy, Horizon Zero
Dawn, Metro Exodus Enhanced
Edition, and mare.

Some users suggested looking
into Load Line Calibration [LLE],
LLC works to prevent instability
with changing voltages. As
chips alter their freguencies, it's
possible for voltages to drop below
the necessary level for a fraction
of & second. This appears to be

what's happening  with certain
Raptor Lake chips. The default MSI
settings In my case use a value
of 50 far 'CPU AC Loadline’ that's
buried in the BIOS. Chanaging this
to 70 causes more voltage 1o be
delivered in certain situations,
which also seems to fix things.
How widespread the issues
are (snt clear—some suggest
potentially thousands of chips
are affected. That might seem
like a lot, but for & company that
shups millions of CPUs a month,
its @ drop in the bucket. Since
there's some luck involved, simply
RMA‘ing the CPU might be easiest.
But if you'd rather nol deal with
that, you may need to dig around
through your maotherboard eptions
Lo look for the LLC settings.
Ultimately, this has felt a bit like
the auto-overclocking features
used in motherboards for many
years. In theory, gelting higher
performance sounds geod, In
practice, if it's not fully stable,
most people would rather lose &
tiny ameount of performance than
redlining a chip. It'd be nice if all
the involved parties here, Intel and
the motherboard vendors, would
stop the shenanigans and ship with
default settings that just work.

Jarred Walton has been a
P2 and gaming enthusias
for aver 30 years
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'HE BEEST GAMING LAPTOPS

HE LATE it of mobile GPUs and CPUs
are now well established. That means prices are
down from their peak, when all the hardware was
new, At the same time, it'lL likely be a year before
any signhificant chip updates arrive, This means that
now is a great time to grab a great gaming portable
at a sensible price, without having to worry that it
will be hopelessly outdated a
few months later.

WY PREORYOIR | PREDATOS

Considering this laptop is
quite a bit cheaper
than its RTX 4080
competition, it
doesn't fesl
that pared back
forit. In fact,
this laptop has one of the most gorgeous
screens we've seen on a mobile device yet,
powered by mini-LED and running at 240Hz.
The overall gaming performance is a little off
the pace of the rest of the pack, but thisis stilla
high-end laptop that can deliver immense frame
rates. Even if the chassis construction ic a little
plasticky, it's still a very sleek, stylish machine
with plenty of ports,
51,949, www.acer.com

If @ 15-inch machineis too big for your lap,

then this is the natebook for you. It's a lovely
little device with a gorgeous screen, solid specs,
and tons of connectivity. The new design for 2024 s
absolutely gorgeous, too. The new all-metal build
feels great, looks great, and trims down the footprint
of the Zephyrus G4 to an even more travel-friendly
1.63cm at its thickest
paint, Oh, and the
OLED screen is killer
with an excellent
breadth of color
and contrast,
plus an increased
resoclution of 2, 880
by 1,B00. $2,000,
Www.asus.com
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The Blade 15 is that
holy grail of gaming
laptops, with MacBook
aesthetic meeting desktop
gaming prowess, They're
lovely things of anodized black aluminum, with
some seriously powerful gaming hardware
Dur pick for the best gaming laptop. the 1&-inch
Lenovo Legion Pro 7, is about $200 cheaper than
the RTX 4070 SKU of the Blade 15, but comes with
amuch faster RTX 4080, If vou can afford it, this is
one sweet portable. $1,999, www.razer.com

By simply dropping either the
RTX 4060 ar RTX £050 into
its last-gen chassis, Gigabyle has
created the mast affordable, most
powerful budget gaming laptop
ground. It’s a great mix of
value and gaming silicon,
There's plenty of good
things to say about the
screen on the G5, too
[U's vibrant and responsive,
and while 1080p aver 15.6 inches
doesn't make for the best pixel density, it's
still & happy median for frame rate, reselution, and
size. This is definitely tough to beat for the accolade
of best atfordable gaming laptop to buy right now.
%1,100, www.gigbyte.com

machines this generation. It's also the best
14=-inch notebook, which is our new favorite form
factor, with the best screens we've seen in modern
laptops. It comesin at a price that makes the rest
of the high-end RTX
&fl-saries look a bit
ridiculous. It's the
RTK 4080 model that
really impresses,
offering the sort of
gaming perfarmance
that will have you
questioning why
anyone would want
an RTX 4090. $2,099,
www.lenovo.com
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Jeremy Laird

What exactly is

an Al PC?

, all at once. That, in a nutshell, is what's happening to
the computtng mdustry The PC, inevitably, is not immune. Later this
summer, you'll be able to buy a machine that officially qualifies as an ‘Al’
PC, according to no lesser an authority than Microsoft. But you might be

surprised at who's making it.

The whale Al industry is, slightly ironically, tricky
to compute. What does ‘Al" actually mean? When
do a few clever algorithms and a dash of pattern
spotting actually become artificial intelligence in a
meaningful sense?

Right now, there's debate over the possibility of
sentience of the latest chatbots. Personally, | don't
think text prediction amounts to intelligence, much
less sentience. Large language models are meant
lo do a convincing job of predicting texl, and do just
that, which is not cause to impute some mysterious
higher function emerging out of nothing.

That may happen eventually. In the meantime,
we have the term Al” plastered all over everything.
Later this year, that wallinclude the PC. Microsoft is
obviously one of the most important playersin PC
tech, so what it determines should make for an Al
PCwill become something of a de facto standard.

Unsurprisingly, Microsoft has decided that an
Al PC needs to be running its Copilot Al assistant,
Somewhat fatuously, an Al PC, according to
Microsoft, will also need to have a physical Copilot
button on the keyboard. Perhaps a sticker over the
right-hand Alt key and a quick rermap will do.

Also, a Microsoft-endorsed Al PC must have
an NPY or Neural Processing Unit with at least
45 TOPS (Trillion Operations Per Second] of
processing power. IUs nol clear where that Higure
comes from, but it's likely it wasn't reached without
consulting with the likes of Intel and AMD,

It is therefore precizely no
surprise at all that Intel's next-
gen mobile CPU, codenamed
Lunar Lake, and due out by the
end of the year. will offer—you
guessed it—precisaly 45 TOPS
frem its second-gen NPL. Intel’s
latest Meteor Lake laptop CPLUs
also have a dedicated NPLU for Al
processing, but it only offers 11
TOPS of performance.

As for AMD, its Hawk Point has
a slightly more powerful NPU at 14
TOPS5, but that's stitt well short of
what's required to qualify as an Al
FC. And wouldn't you know it, AMD
says its upcoming Strix Point chip
for laptops will have three times
the MPU performance of Hawk
Point, putting it just over that 45
TOPS target. What a coincidence,

Howevyer, there’s a
good chance that the
first PCs to qualify
fer Microsoft's Al
definition might
well be powered by
a chip from

neither Intel nor AMD. |nfact, the
first Al PCs rrught not be traditional
x84 PCs at all, Instead, they'll
be powered by Qualcomm’s new
Snapdrageon X Elite Arm SoC.

Can you guess how many TOPS
the NPU.in the X Elite cranks out?
| bet you can. Once again, it's the
magic 45 TOPS figure. The first
laptops with the X Elile are due to
go an sale in Jupe, That's delinitely
long befora Intel will have any
Lunar Lake laptops on the market,
Intel says Lunar Lake is a 2024
praduct, but odds are it'lL barely be
available by the end of the year,

By my reckoning, those X Elite
portables are likely to beat AMD's
Strix Paoint to market, too. Anyway,
| suspect Micrasoft will want to
make a big splash with the arrival
of those first ‘A" laptops, which will
make for nice PR fer Qualcomm,
| think it's unlikely that the X Elite
will be a smash hit. but it could
stitl turn out to be a key inflection
point for the PC's transition from
x84 to Arm, If so, chalk that up as
yet another achievement for AL It's
writing your emails, planning your
meetings, faking your photos, and
now, it's turning your PC into an
Arm machine.

Sixraw 4K panels for breal
fast, laced with extraot

of %xB6.. Jeramy Laird eats
and breathes PC technology.
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Alternative

N100 board

In your article on building

a NAS system in the April
2024 issue, two passible
WN100I motherboards were
mentioned. In doing ressarch
on the companents in the
systemn. | came across a third
possibility, the [Kuai 05 N100
ITK motherboard. Looking at
the specifications, it seems
like a much better fit for your
MAS build. Some advaniages
gver your choices are that
the [Kuai0Ss has six SATA
ports, four Ethernet ports,
and two M.Z ports built into
the maotherboard. It does
lack audio output, but | don't
think this is @ problem for a
MNAS server. Using the iKuai
0S board would seem to
eliminate the neead for the

M. 2 SATA card, the Ethernet
card, and the SATA 550 drive
{fan M.2 550 would replace it
and there'd still be another
M.2 slot available). An extra
SATA port would be available
for an optional SATA S50
drive if desired.

Currently, the iKuai 05
MN100 ITX motherboard is
available fram both iKuai's
wehsite and Walmart for
$138 and $135 respectively,
IKuai alse offers a package
deal of the board plus a 16GB
RAM chipanda 1TB M.2

THIS MONTH THE DOCTOR TACELES..

> Better NAS mobo?

>

Explorer crashes

> Speed up Handbrake

SSDtor 5276, I don't know
the brands of the RAM and
M.2 55D included, My
gueslion is: would this
motherbaard work
with your design and
be a better and cheaper
fit than your choices? How
about popping one into your
April NAS build, testing it,
and letting us know
the results?

—James Snell

THE DOCTOR RESPONDS: The
iKual0s board you refer to s
manufactured under another
brand name—BHKHD—

with the product name
1264-NAS-MB. You can
access (ts official website

al www.bkipc.com/en/
product/12464-NAS-MB. html
for a detailed description
and access ta both a manual
and a single BIOS update,
dated December 21 2023.

On closer inspection,
both iIKuaiD5 and BKHD are
brand names for Guanfeng
Network Technology
[Shenzhen] Co Ltd, a Chinese
company operating out of
Shenzhen in mainland China,
This is an important caveat,
as we don't know much
about this manufacturer—
what suppert is offered, and
whether it offers a US point
of contact, should you need

The BKHD 1264-NAS5-MB
featuressix SATA ports.

it. These considerations
should be factored in hefore
taking the plunge.

That said, the spec is
certainly impressive, and
had the Doctor been aware
of this board when building
the NAS forthe April 2024
iszue, he'd have almaost
certainly given it serious
consideration, As you
say, this board simplifies
the building ofa NAS by
eliminating the nead for
the additional componants
wa added to our build to
double network throughput
and add exlra SATA poris
for storage. We also Like
the 1264-NAS-MB's layout,
asitfitsthe Jonsha N2
design much betler than our
ASUS PRIME—the power
connector is right over by
the PSU, eliminating the

need for a long 20+4-pin
cable, The SATA ports are

alzso logically placed within

easy reach of the SATA
backplane along the
right-hand side of the case,

The DDRS S0-DIMM slot is
also a step up from the DDR4&
slots found on both ASUS
and ASRock boards, but the
Daoc feels the four 2.5Ghps
Ethernet ports are overkill
and betray the board's
more obvious appeal to
the industrial market. That
sajd, Iit's clearly capable of
powering a hame server/
NAS, and online comments
seem to bear this out.

Reading through these
reveals some more caveats
to consider. One user
reports being unable ta boot
from a standard SATA 55D
drive, so you'll have to fit at
least one M.2 drive. Others
report dissatisfaction with
the CPU fan control, which
they say runs at full speed
despite their best efforts
to set it dynamically in the
BID5. We also wonder |
the onboard CPU Tan isn't
overkill, given how guiet and
cool our ASUS PRIME board
runs laround 40-45C mast of
the time]—do you need that
extra noise?

Ultimately, it comes
down to personal choice.

N sub1

0t Yo

I guestions

doctor@maximumpc.com
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The Doc is happy with his
ASUS PRIME setup, which
has been running smoothly
and guietly for a manth now
with no apparent ill-effects.
However, we'll see If we can
track down one of these
boards to review in a future
issue. Watch this space.

Explorer keeps
restarting
I've been plagued with a
strange thing whereby if
| atternpt to access File
Explorer then it keeps
crashing and restarting,
taking the Taskbar and some
other desklop elements
with it. I've looked in Event
Wiewer, and can see lots of
Application errors relating
to ‘Faulting application
name: explorer.exe’. They
also reference a module
name—many refer to ntdil.
dil, bul one atsao references
NCContextMenu.dll_
unleaded. Can you help me
determine what the cause (s,
and how to fix 1t?

—Jeremy Devito

THE DOCTOR RESPONDS:
MCContextMenu.dll can

be traced to the Nextcloud
client, and a quick Google
search reveals L to bea
known bug in Nextcloud
3.12.2. Nextcloud has now
issued an update [3.12.3],
which resolves that
particular crash, sothe
obvious solutlon is to update.
Had we still been walting on
this update, the Doc would
have advised either rolling
back to the previous version,
or using ShellExView
[www.nirsoft.net/utils/
shexview.html] to disable all
Nextcloud entries:

If a culprit hadn't been
identified, we'd have
recommended using
Autoruns to identify what
extensions are loaded with
File Explorer. Download
and run the tool as an
administrator from https:f/
learn.microsoft.com/en-us/
sysinternals/downloads/
autoruns and then switch
to the Explorer tab. You'll
likely see loads of entries
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You ean directly edit Handbrake queues as .json files.

related to various programs
you've installed. You could
try disabling the lot to see
what effect that has on File
Explorer’s stability—you'll
notice it's a bit more
responsive, if nothing else,
but you might also fix the
underlying problem. [fit
did, you'd have to re-enable
itemns one at a time or in
clusters until the crash
resurfaced, allowing you

to identify the cause and
take action. That might he
looking for an update or
fix, removing the program,
or leaving it disabled if the
problems don’t run deeper.

Handbrake
shorteut please
While Handbrake is fabulous,
| find it lacking in one area:
being able to set templates
far audio and subtitle track
names: When I'm ripping
large numbers of files with
identical audio and subfitle
selups, it's frustrating having
ta enter the title [such as
‘Sterea’ for a mixed-down
5.1 Surraund track, or
‘Director’s Commentary’
for a commentary track] for
every title. |s there away to
apply ene set of audio and
subtitle settings lincluding
track titles] to all titles in
the queue?

—William E Lewis

THE DOCTOR RESPONDS: If
you're willing to play around
with JS50N files, you can
develop a technigue that
over time will prove quicker
land less likely to induce
madness!| than manually
inputting the same details
over and over again.

Startin Handbrake, Add
your source and set it up as
normal, naming the audia
and suptitle tracks as you
want them to appear, Click
‘Add to Queus’. Now, press
Ctrl + Alt + A to add the
other tracks to your queus,
clicking Yes to skip the track
you |ust sel up, and add
the rest, Mow, click Queue,
where you can confirm the
first track is set up correctly,
but the others haven't been.

Click the Options button
and choose ‘Export Queaue’.
Save the file with a .json
extension. Now, open & text
editor that supports multi-
line search, such as EditPad
Lite [www.aditpadlita com].
Load your .json file and you'll
see [1's basically a long line
of scripted code, Next, select
‘Search > Multi-Line Search
Panel to open the panel.

Scroll down a few hundred
lines into the code [anywhere
from 300 to 600), whera
you should find a section
beginning ‘AudioTracks',

This is where the track
information for the first title
you set up can be found. Each
audio track takes up around
50 lines of code and ends
with '}, Use the "TrackMame'
identifier in this code to
confirm the track |s the one
you want to use. Copy and
paste this block into the
Replace box on the right of
the Multi-Line Search panel.

Mow, scroll down to
find the equivalent track
from your second title—it's
around BOD Lines below
the first block. It should be
identical in every way, except
for the tell-tale TrackName
identifier. Copy the same

block from here into the
left-hand pane. Click inside
the main EditPad window to
deselect the text, You should
find it highlighted in yellow to
indicate it's a mateh.

Once you've verified that
the Search and Replace
panes are ldentlcal, except
for the all-important
TrackName identifiers,
click the "Count Matches
button [the blue magnifying
glass fcon with 123], which
should confirm that the
number of found matches
are the number of titles in
your queue, minus the first
one. To make the changes,
click ‘Replace All" [thered
magnifying glass with the R
letter inside it].

Onece dane, press Ctrl +
S to save the file. Return to
Handbrake, click Options,
followed by ‘Clear All and
Yes. Click Dptions again,
but this time choose ‘Import
Queua to import your
amended .json file. You
should be able to go through
the queue and confirm
that each title now has the
carrect audio and subtitle
track names assigned to 1.

It feels like a copvoluted
shortcul, but ance you're
familiar with it, you'll realize
it’s a process that takes Just
a minute or two, and is much
quicker and less arduous
than processing large
queues by hand.

Joplin so sluggish

Why does my portable
installation of Joplin take
solong to load? After opening
the shortcut, it takes up to
aminute before it suddenly
BREENS, —Robert T Mills

THE DOCTOR RESPONDS;

This is traced to the way the
portable application works:
it must decompress and
unpack Joplin into memory
from the portable app file,
which is why it's slow to
starl. Try installing it instead
and seeing if that improves
things—you should find it
now launches in a matter of
seconds; if not, get back in
touch and we'Ll dig :Ieeper.‘ll.i
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the battle of the builds [ ™

THE BATTLE OF THE BUILDS

DEDICATED
INTEGRATED

GPUs

We put AMD's latest Ryzen 5 8600G to the test

PCGAMING has come a long way in the last
20-30 years. Let's be fair—it has never
been a cheap hobby. Consoles have and
alwayswillbe cheaperthanany PCyoucan
buy or build, no matter what generation. In
fact, aver the years we've tried numerous
times to forge the ullimate budget rig,
anly for it to still be more expensive than
its console counterparts, and lacking
performance somewhat as well lalthough
admittedly that's because PCs have better
graphical fidelity as standard].

It'sa tale asold as time. But lately, with
the cost of hardware climbing upward, it
feels like getting your foot in the door for

adecent PC gaming experience is starting
to become almost impessible. Once Upon
a time, our budget builds were $400-500.
Mow, they average close to $1,000, if not
mare when including a dedicated GPL.
Take a look back at the GTX 900 series—
the %80 debuted at an RRP of $550, and
the latest RTX 4080 hit the market at
$1,200. That's a 118 percent increase in
the flagship GPU price in just eight years.

Isitall lost, then? Is humble PC gaming
nowout of reach for a large majority? Well,
it got us thinking, and with AMD launching
its latest batch of Ryzen BOOD series
CPUs, complete with radically impressive

integrated graphics: performance, we
decided to put its most entry-level chip to
the test in a somewhat budget $700-800
gaming PC grudge match.

All of this would be fairly moot without
agood comparison, though. To really take
this build and feature to the next level,
were including twe “alternate endings’
By stripping back our budget build,
integrating one of our favorite CPUs, and
combining thatwith two of the best budget
GPUs around, Intel’s Arc A750 and AMD's
R 7400 XT, we're pitting the two styles of
syslern against one another to see what
that extra GPU investment might net you.

CORE PARTS INTEL GPU ALTERNATIVE
I T
cPuU AMD Ryzen 5 8600G $229 cru AMD Ryzen 5 7600X $208
Mobo Gigabyte B450M Gaming X AX $225 6PU Acer Predator BiFrost $200
OC Arc AT50
CPUCooler | Be Quiet! Dark Rock Elite %100
TOTAL 771
A 14GB [2x8GB] Kingston Fury 76 ¥
Beast DDRS @ 4000 C34 AMD GPU ALTERNATIVE
Ban M.2 PCle 3.0 55D L [ ]
cPU AMD Ryzen 5 T600X €208
Case Phanteks XT Pro Mid Tower $50
&PU Gigabyte Gaming OC $330
pPsU Corsair CV4A50 80+ Bronze G485 RX 7600 AT
TOTAL $791 TOTAL $1,101

16 | g | Jun Zo24
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the battle of the builds

AMD Ryzen 5 86006

5229, www.amd.com

AMD's Ryzen seres has, without a
doubt, been an absolute hit. Its tap-tier
performance, incredible afficiency
ratios, and stellar companentry
has made it an absolute shoo-in for
one af the best CPU architectures
to date. It has pushed Intel’s own
processors to the absolute Limit
from a competition front, and really
helped AMD claw back even more
market share.

The BOODQ series, recently launched
as an alternative to AMO's Ryzen
7000 series desklop line, comes
with dedicated iGPU componentry,
specifically designed with gaming
in mind. The 7000 line does have
integrated graphics, utilizing two
CUs pulled from the RONA 2 GPU
architecture, but it's incredibly limited
ata 2.2 GHz boost. The 8400 and 87006,
on the ather hand, bath benefit from
eight and 12 ClUs respectively of RDNA
3.0 {the same architecture found on the
latest 7800 series GPUs and above],
clocking up to 2.8 and 2.7 GHz.

In the other mainline specs, the
8500G packsina total of six CPU cores,
12 threads, a maximum clock speed
af 5 GHz, and 16ME of L3 cache an top.
On the GPU side, you get eight CUs,
featuring b12 shader cores, 32 TMUs,
and 16 ROPs, and it even comes with
16 ray accelerators, as well as eight
Al accelerators, giving it ray-tracing
and Al upscaling capacity, too. It's
effectively 25 percent of an RX 74600, but
with added CPU cores attached. The
only downside is a lack of dedicated
PCle lanes for the GPU., as bath chips
only corme with x8—nat %14, as you'd

find an the desktop,

18 | s | uw 2024

amsung

Pf.__.re ._a.(] SSD

$bb, www.samsung.com

It feels like an eternity since we've
seenany new high-speed M.2
550s come out of the Samsung
foundries, but that hasn't stopped
them developing some incredibly
effective budget solutions. This s
the Samsung 980, Mope, there's
no Evo or Pro branding here—
just 500GBs of pure M.2 PCle

3.0 performance.

Debuting in 2021, it's a hit
of a curious drive, It's based
off Samsung's 128-layer TLC
Y-NAND, and features Samsung's
Pablo controller, all on the PCla
3.0 platform. It also doesn't have
a traditional DDR cache, either,
but instead uses an SLC buffer
cache toamp up the speeds. It's
not a huge cache by any means,
however, and the controller's not
graat either. Once the cache is
full, performance doas tend to fall
off a cliff a bit, soif you're looking
attransferring large data sets,
this might not be the drive for you.

That said, it’s still a super-
affordable budget PCle 3.0 drive,
capable of delivering up to 3.1
GB/sonseqguential reads and 2.4
GB/s on sequential writes, and
comes with a 300TEW endurance
rating and your standard five-
yearwarranty.

S500GE isn't a huge amount,
but glven we're not exactly
expecting our 8600G to be
breaking frame-rate records
in COD Warzone or Warld of

Warcraft, the games you're likely
ta be playing should have smaller
file sizes, anyway.

Be -[ju.ir:zt!
Dark Rock Elite

$100, www.bequiet.com

We are going Lo preface this by saying
that you do not need this cooler for this
huild. As standard, the Ryzen 5 84006
cames with AMD's Wraith Stealth cooler
[the BY00G comes with the Spirel,
The reason we've included it is that
frustratingly, the Ryzen 5 7600% lour
subbed dedicated GPU chip of choice]
doesn’t come with a cooler out of the
biox, This is mildiy annoying, considering
it initially launched at an RRP of $300. 1
mean, yes we gel it, It's an X chip—that
means overclocking, and to bring your
own cooler, but again, it's a budget
price, at least chuck in & $20 unit, AMD?
Nonetheless, we've grabbed one
heck of an air tower to keep those
temperatures under control, no matier
what, in the form of be guiet!'s Dark
Rock Elite. This chunky unit comes
with an intelligent maounting system,
RGB, support for Intel and AMD, seven
high-performance heat pipes, and twin
t35mm Silent Wings PWM fans, as well
as an on-board switch, allowing you to
swap from quiat to performance mode,
depending an your needs. It's big, beefy,
and more than enough to keep either of
our chips cocl under pressure.




HGH x8GB)
Kingston Fury Beast
DDRS @ 6000 C36

G976, www kingston.com

For memory, we're actually keeping
things quite simple in comparison
to some of our other picks. The
brief was simple—wa know AMD’s
Infinity Fabric improves performance
considerably, and that its operating
speed is tied to the clock speed that
the meamory controller is running at.
We also know that bolh the 86006
and the 7400X are running off a
single-core complex, so going above
the memory sweet spot for speeds
isn't going to give us massive gains on
the FPS perfarmance for either chip.
With that in mind, and in an
effort to keep pricing low [at the
time we priced up this build, we
hadn't seen Corsair's Vengeance
32GB kit drop to just $79), we
grabbed one of the few 14GB kits
that supported our 6000 MT/s

HlMEDeTON
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requirements at as low a price as
passible, and herewe are.

This is a bit of a weak spot for the
86006, and the one area we'd Like
to improve upon first, Effectively,
because the CPU doesn't have the
capacity to house additional memaory
chips onit guite like a dedicated
GPU dees, your RAM pretty much
becomes a substitute for VREAM

In this scenario. We'd always
recommend you hold onto around
14GB of VRAM, zat bare minimum. This
ensuresany modern system running
games and your 05 won't run into
problems, so having 16GB to act not
only as graphics memaory, but also
systern memory, Is pushing the limit
somewhat, and could rather rapidly
become a bottleneck.

If you do intend to build a rig like
this, we highly recommend grabbing
32GB of 4000 MT/s RAM instead,
agpecially ifit's at the same price, or
close toit.

Gaming X AX

5225, www.gigabyte.cam

Gigabyte BE50M

We knew going into aur budge! build
shenanigans that picking the right
motherboard would be key, We didn't
need all the overclocking bells and
whistles, nor tons of M.2 ports, ora
ridiculous amount of an-board 1/0 with
massive RAM overclocking capacity,
so instead of opting for an X470 mobo,
we decided to grab something a little
mare low key.

In this case, we picked up Gigabyte's
Ba50M Gaming X AX, and boy is this
thing a beauty. It is slightly more
expensive than some BA5D aplions
outthere, Infact, you can find decent
boards for around half the price,
saving you even mere cash if you

wanted, but this is well werth
the investment.
The rear /0 in particular
comes with ana HOMI 2.7,
two DisplayPort Las, two USB
2.0s, threa USB 3.2 Type As, one
USB 3.2 Type C, 2.5Gbe Ethernet, WiFi
4E, [somewhat hilariouslyl a Combo
PS/2 port, 8-channel HD Audio, and a
QFlash button, too.

Combine that with PCle 4.0
connectivity [including M.2|, and decent
support for DRAM, and honestly, this
thing is almost better equipped than
sorme far more expensive X570 boards.
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Phanteks XT Pro
50, www.phanteks.com

We knew we needed a budget chassis
that wasn't going te break the bank,
but had solld alrflow, modern bulld
features, decent cooling, and plenty
of roam to hold all of our components
fread: seriously big CPU tower’].

The beauty of this thing lies in that
cooling compatibility, though. You could
fit up ta nine 120mm fans in it. It's also
got support for a 360mm radiator in the
roof, a 260mm in the front, or a 120mm
rad in the rear, along with plenty of
cable management options.

The front panel and roof come In
a mesh finish, plusthere’s a chunky
power supply cover. We've picked up the
cheapest version of the lot, the Satin
Black XT Pro, but you can get a slightly
more expensive RGB version instead
[the XT Pro Ultral, that's available in
black or white.

Interesting fact: it also supports
Asus's BTF motherboard form-factor’,
where all the ports onthe motherboard
are pointing out te the rear af the
chassis in the cable management
department, rather than out front.

Corsair Cv4b(0 80+ Bronze

S48, www.carsair.com

As this is a budget build, we're going no-holds barred
when [l comes te saving cash, so have picked up this
slightly aging Corsair CV450 P5U. You can find these
in the wild from some retailers for around $45 ar so,

although Amazon and Corsair webstore stock s imited.

If you've got a bit of extra cash spare [literally $5
or $10), we highly recommend picking something up
around a similar wattage and price, if you can. ldeally,
you'd be better off getting something at the 550W mark
orabave, such as a Corsair CX&50, the EVGA 650BF, or
tha MSI MAG AGS0BN, all of which retail for between
%55 and $&0.

Regardless of your decisions, s always worth
remembering the golden rule when it comes to picking
a power supply for your system: always make sure you
gowith a well-known, respectable manufacturer, and
that your PSU comes with a good warranty, both from
the store you bought it from and the brand itself.

Otherwise, there's not a huge amount te go over with
our C¥450. It's an 80+ Bronze unit, has 450W of power
delivery, is nan-modular, and has just the right amount
of 12¥ EPS and PCle power connectors that we need to
make this build tick
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Acer Predator BiFrost
OC Arc A750 8GB

$200, www.intel.com

It might come as a shock, but Intel
has the high ground on the entry-level
GPU battlefield. At just $200, the
Intel Arc AT50 runs rings around the
compelition, particularly for those on
the hunt for & decent 1080p GPU,
BMO's R 760005 $70 more
expensive at $270. That's a lot of cash
when you're playing around with such
a tight budget. In our testing, the 7400
averaged Béfps at 1080p across all our
titles, while the Arc AT50 manages
Tifps—that's a 12fps difference,
Howevar, whan you compare to that
to the contrast in price, you're talking
a 26 percent increase in price for only
14 percent more frames per second,
That's not bad, considering Intel’s
Alchemis! architecture is its first
proper dedicated GPU architecture.
Otherwise, Acer's Predator BiFrost
OC card design is interesting. It seems
Lo be a mishmash of both a blower
designand a dual-fan setup, with a
smidge of RGE built in. It works just
fine, keeps the GPU perfectly cool, and
delivers some epic clock speeds in the
process, but it lacks the certain suave
style of its competing AIB partners in
the industry. Still, for our needs, it'll do
just fine

A Vam
estieaile gl

AMD Ryzen 5 /600X

$208, www.amd.com

The reason we've picked this over
the B600G is simple: 14 full-fat PCle
£.0lanes. Unfortunately, the BA00G
only has the x8, and although that
doesn’t impact the 7600 XT, intel’s
Arc A750 does utilize all 14 of those
PCle 4.0 lanes for its data transfer.
The 7400X comes with six cores,
combined with multi-threading for
12 threads, a base clock speed of
£.7GHz, and a 5.3 GH: max boost
clock. AMDO's also got 32ZMB of L3
Cache, managing all this ona 105W
TOP and a single core complex.
While you could opt for the
Ryzen 5 7600, the major differances
come with lower clock speeds, TOP,
and slightly worse performance in
computational benchmarks.

| B i \ o =

Gigabyte Gaming OC
RX 7600 XT 16GEB
$330, www.amd.cam
The RX 7400 XT is a bit weird, far lack
of a better word. It's effectively a GPU
refresh that's added an extra BGE
onto the base RX 7600, with the caveal
that only clock speeds have changed
between the two. That's right—the
GPU is practically identical to the RX
7600. The only thing that's changed is
the TOP going up from 143W ta 170W,
and the clock speeds up by 100 MHz,
which is fairly moot, given most RX
7600 cards are averclocked, anyway.

So, why did we pick it? In our
testing, at 4K the BGB 7400 failed,
with a few Litles crashing or not
completing their benchmark runs due
to a lack of VRAM, while the 7600 XT
sailed through. That deesn't sound
important, particularly as these cards
aren t averaqing big &K numbers, but
there's one AAM title that monsters
GPU VRAM: Cyberpunk 2077 At 10B0p,
the 7600 XT averages around 25fps,
while the 7400 manages just 11

For our 7600 XT, we've gone for the
Gigabyte OC variant. It's a triple-fan
cocler, and surprisingly efficient, too,
at least compared to the &rc ATS0, so
let's see how it does in competition
with the plucky blue underdog.
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LENGTH OF TIME: | hour
DIFFICULTY: Easy

BUILDING A BUDGET RIG is always
an interesting process. Unlike the
glamorous, rnidiculously  illuminated,

fantastical 4K gaming PCswe oftentend to
make, a budget build brings us back to the
roots of what it is 1o build a PC. Although
modern advances have made PC building
camparatively easy nex! to what it was
in the simpler times of the early 2000s,
the basic premise—the feel of Ht—is the
same. [t may not be as complex. asthere's
ng liquid cooling or 200 RGB cables to
manage, but there’s some excitement
around it, nonetheless; anticipation an
how it's going to perform.

Budgel componentry is far more
intriguing at its corg, Naot only is it,
ironically, increasingly challenging to
secure the samples for these kinds of
builds [no company wants to send out &
bronze PSU these days|, but seeing how
the performance of that Titan, Core i%, or
Ryzen ? makes ils way down into the more
mainstream and accessible componentry,
and hew it performs in that scenarig,
15 incredibly interesting. After all, nof
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everyone has 54,000 to spend on a gaming
setup. Yet the thing that we all share in
commaon is that passion inour hobby; that
desire and excitement around seeing what
performance we'll get out of the build that
we've spent our hard-earned cash on.

Choosing  the right components
and making the correct investments,
particularly when you don't have a huge
amaunt of spare cash around, is hugely
impartant. That's what we're looking to
clear up here. The value of the dollar
changes, depending on how much of it
you have. Making sure that you're not
wasting money on a dedicated GPU when
an iIGPU will do lanswering questions like
this 15 the whole reason Maximum PC
exists as it does todayl. So let's dive in,
and see whether our builds sink or swim
in this sea of dedicated and integrated
graphical confusian.

Chassis teardown

This is going to be a very granular
bulld log. As we mentioned, budget
builds, particularly when they lack a GPU,
are far easier to put logether. There's not
a lot to worry about here. That's great
if you're just starting out on your PC-

building journey, and of course, you can
always add a graphics card later, or a set
of fans, ora liguid cooler. That's the beauty
of this habby; the reom to tinker is vast
in COMpPAarison.

As always, we start with the humble
chassis strip-down. Qur Phanteks XT Pro
is a fairly easy thing lo tear apart. Pop
the front panel off by pulling carefully
from the uwnderside of it. The rear
panel and glass windows come off with
thumbscrews, Likewise, you can also
remove the dust filter on the roof [it's
magnetic, so simply lifting it off will do the
jobl. There's also a hard drive caddy that
has all of the accessories that we'll need
tor the chassis.

To actually remove the cardboard box
with all thal in, you have to lake off the
entire HOD cage. It'salittle bitimpractical,
but nothing to worry about. Underneath
the PSU shroud, near the back of the rear
panel, you'll find a thumbscrew holding
it in place which you can unfasten. You
can then remove the cage, and you're all
sel HEEEEE It's actually gquite the
interesting design, as you can mount
two 2.5-inch drives directly on top of it,
ar [ust the one, and of course a 3.5-inch



underneath it, or on lop of it as well. It's
impressive what a few screw holes will Let
you da.

2 Motherboard preparation

Here, we hawve our pride and
joy, Gigabyte's B&5OM Gaming X AX
motherboard, and boy does it look

stunning. Thatarmaer finish is sublime, and
looks even betterin person than in photas
Itis MicroATX, so a little on the small side,
but shouldn't look teo out of place in the
XT Pro. Take your motherboard out of its
box, remove it from its electrostatic bag,
and then place it on top of the cardboard
box [EIE3E Don't place it on the bag, as
the outside i1s conductive, so anything that
has an electrical charge in it that touches
the bag will run straight into your beard.
Mot cool.

First up, we're going to get that 84006
installed. AMO is utilizing an LGA socket
for all of its Ryzen 7000 series chips and
above, so if you've ever spent any time
araund an Intel socket in the last decade
or more, you'll be golden here. To install
your chip, move the retention arm on the
right-hand side out ta the right and up out
of the socket holder Once youve done

that, you'll be able lo move the retlention
bracket up, revealing the delicate socket
and its pins below it

With the bracket up, take your CPU and
carefully align it with the socket itself.
You'll see in [E{33E] that there's a small
golden triangle en the top left of the CRU
bracket. The CPU itself has one on it as
well, That's gaing to help you align the
CPU with the sacket. Carefully place the
CPU inta the socket, slawly drapping it
into position. Once it's in securely, give it 3
little wiggle with your finger to check that
it's secure, then reverse the process by
repositioning the CPU retention bracket
into place, andthen the retentionarm back
under its lock, Once down and secura, the
plastic cover will pop off. If it doesn't, you
should be able to simply remove it with
your fingers.

3 Memory goes in

Oncethe CPU s in, it's onte our DORS.
The BESOM Gaming X AX has four slots
in total, You want to install your DIMMS
in the first slot lclosest to the CPUJ, and
the third slot away BIIEEA This does two
thimgs: it gives us a bit more clearance
trom the CPU if we're installing any targe

walerblocks or air ceolers, and sets the
ORAM up in their respective channels,
giving us maximum performance. |f
you're ever in any doubt, or are using a
bit of an odd motherboard, always check
the manual. It will tell you exactly which
slots you should install your dual channel
kit into.

To install the sticks, Lift the latch up at
the top of the motherboard in the correct
slats, line up the noteh in the stick with
the bump in the board, and carefully push
your RAM into position. The latch will click
back down into place, and your memory
should be flush and level across the
tength of the slot.

It's important that you get this bit right,
as it the memory is incerrectly installed,
in the best-case scenario it won'l
register on the system, and the worst
case, your machine won't koot at all. You
could spend the next two hours trying o
troubleshoet 1t, panicking that your CPU
or motherboard’s fried. Always double-
check your RAM,

4 A single SSD

Mext on the to-do list is our M.2
S50, Our M.2 slat is hidden away under
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thal small ar mor plale located below the
topmost PCle slot, To remove it, grab
a trusty Philips head screwdriver, and
unfasten the three screws on the plate.
Theyre retainable, so you dont need
to remave them all the way. With them
loosened, you can then lift up the armaor
plate, revealing the M.2 slots underneath.

Although it doesn't matter in this case,
you almostabwayswant to use the topmost
slat for your DS S50 lor fastest drive), The
closer it isto the CPU, typically the higher-
spec the M.2 slot will be, usually taking
advantage of direct PCle lanes ratherthan
going via the chipset. Also, although fairly
unproven in today’s age, there is some
argument that the closer the M.2 is to the
CPU, the less distance data has to travel
over motherboard traces, which improves
latency, albeit incredibly marginally.

To install your M.2 S50, lift up the tab
on the far left of the M.2 slot near the
CMOS battery, then carefully slide your
M.2 550 into position. Theres a notch
cutout in the drive, similar to the RAM we
installed earlier, and a notch on the M.2
slat itself as well, ensuring you can only
install it one way. However, a good rule of
thumb to remember 15 that the branding
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loge will almoest always be facing upward.
Oncein, pushitinto position, It Lkely pop
up a little bit at an angle—that's normal.
Push it dewn, and szcure it in place with
the latch we released earlier BlEEE, then
resecure the armor heatsink we removed
earlier, making sure to rermave any plastic
film from the thermal pad underneath.

Shhhh!

It's time to get be quiet!’s maunting
paints installed, When it comes to AMD
chips, the motherboards always came
with a fairly hefty stock backplate, so you
wan'thave towerryabout needing onewith
the cooler: In aur case, we've remaved the
bottorn plastic bracket that comes with
the motherboard and replaced it with the
ones provided by be quiet!, ensuring that
the angle on the bracket itself is facing
the correct direction. There are small
plastic spacers that also need putting into
position on top of the backplate before the
bracket is added and screwed back into
position

With the last of our prepwork done, it's
time to get our B&50M into the chassis.
Lay the case down onits side so you've-got
qood access to the interior, then carefully

place your fully prepped motherboard into
the build, Align the rear I/0 with the cutout
and place it co it sits above the included
stand-offs in the chassis itself.

Once the motherboard s correctly
aligned, you can then proceed to secure
it with the correct screws. The case will
typically come with a manual telling you
whal screws you need to use—in the XT
Ultra’s case, that's its 550 + Mainboard
screws [there’'s 30 of them in the kit,
so you'll have plenty]. Make sure you
secure them correctly, and that there's
plenty of them, as they'll help earth the
motherboard to the chassis,

Onee you've successfully secured all
the screws, you can flipthe case back onto
its feet again to admire your handiwork

ISTEP 7}
6 Supplying that power

Okay, so the motherboard's in, and
we've not got a GPU to manage, or any
fancy cooling solutions to worry about.
Mext up is the power supply, As this is a
non-modular unit, there are a few things
we can do to make this process go a little
smoother. First up, we're going to slide
the entire unit into the case from the



rear. We've decided Lo opt for the fan Lo
be facing up and into the chassis jtself.
Because we've got a limited number of
fans in this build, adding this as an extra
exhaust 15 going to help. If you do have
mare fans and are controlling your airflow
mare efficiently, it's often better to 1solate
the power supply entirely, and have the
intake fan facing down, drawing cool air
through the floor if the case supports it,
Anyway, ence it's slid in, secure with
the included screws, then get fo work
organizing your cables Far this
build, you're geing to want 3 single 8-pin
EPS cable for your CPU power, located
an the top left of the matherboard EIE3
W a Z4-pin ATX power to go into the
right=hand side ot the motherboard,
and, er, thal's it. Run these through the
correct cable heles, install them into the
matherboard, and you'll be good to move
an to the next step, If you're going down
the dedicated GPU route, you're going to
need PCle power, too. In our case, we're
pre-threading ours just underngath the
culoul, ready to swap oul later. With the
rest of them, bunch them together. strap
a few cable ties around them, then wedge
them under the PSU shroud. Job done.

Mex!l up are the lew cablss we have lo
install. Your power switch and LEDs are
going to be handled by a bleck connector
Phanteks has built into the XT—locate
the correct headers on the motherboard,
and slide that into position. You can also
connect your fan to a system fan header
lin our case, Sys Fanll.

Lastly, the USB 3.0 cable far our front
I/0 ports can be pluggedinto the header on
the board as well. You can be a bit sheaky
and actually tuck some of these through
a grommet, around a motherboard
standoff, and up inte position to keep them
tidy in & build where yeu're not taking
advantage of all the space. It saves them
trom looking a little out of place, trailing
all over your rig ElIEER

As for any unused cables, Like our PSU
cables, bunch them tegether and cable tie
them where you can. We've grabbed the
HD Audio header and tied it up onto the
back of the motherbeard tray ERIEREL

Flite cooling

We're almost finished—now, it's lime
for our CPU cooler to get installed, and
we'll be completely wrapped up. The be
quiet! Dark Rock Elite 15 a pretty stellar

cooler design, The central fan Is held in
place with rubber push pins, and on top
of that, you'll find the RGB be guiet! plate
logo, as well as the perfermance/quiet
mode switch. Pullthis cut to get the cooler
ready for installation.

Then, you're going to want to flip the
cooler over and make sure you remove
the plastic fitm fram the tower.
The last thing you want is to leave this
on and impede the cooling gaing to your
chip. Once that's done, place & dallop of
thermal paste in the middle of your CPU—
think a piece of sweetcorn, and you're on
the right track. Then, position the cooler
an top with the front-facing fan looking
toward the front of the case. Once in, and
the screws in the middle are positioned
over the mounting holes, secure it Inlo
position by screwing each side a little bit
at a time until you reach the end of the
thread EREEEIY

Once done, find the front fan, and grab
the cable attached to it. You'll notice
that it's a small ferm factor proprigtary
connector. Locate your middle fan, and
yau'll find a daisy chamn attachment here.
Connect the two together, then slide the
middle fan in until it clicks into position

JUN 2024

i [rEr | 25



the battle of the builds

EiEEEE. Then, run the single PWM fan
cable to the CPU fan header on the top
of the board. Once complete, you can
install your ARGE cable into the header
ds well. The BA50M is a little tricky for
ARGE headers, and the cable on the
Dark Rock Elite implies that you need to
install it in the top right header, which
is mildly inconvenient, as the Gigabyte
board dossn’l have a header there, We've
weaved ours underneath the M.2 heatsink
and down to the connector at the bottom
of the board near the USH ports BIEER

After  all  that, select your fan
speed mode on top [@ for quiet, P for
performancel, then attach the magnetized
top cover back into position, and
you're dane.

50 THAT'S effectively the bread and
butter for building your own iGPU PC,
but what about if you wanted to go with
a dedicated graphics card instead?
We've got you covered there too with a few
mare minor steps
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Replacing the CPU

With our IGPU build photographed, we
decided to go threugh the process of
changing the CPU and GPU out to show
you just how easyitis. Deconstructing PCs
is a time-honored tradition, necessary for
diagnosing and replacing hardware, so
it's a good skill to have.

In our case, given that the build s
surprisingly easy to work with, it's not
all that bad—all we have 1o is swap
aut that CPU. To do that, we're gaing to
remave the fan cables connecting to the
CPU tan header, and that ARGE cable we
painstakingly installed underneath that
M.2 heatsink earlier, Then, remove the
middle fan on the Dark Rock Elite, pulling
upward, before finally releasing the CPU
tower fram its mount,

At this point, to aveid getting thermal
paste everywhere, grab s microfiber
clath—or some kitchen or tailet roll, in a
pinch—and some isopropyl alcohol, and
give that CPU a good clean. Dan't forget
the bottomn of the CPL tower as well.

Fun fact: isopropyl alcoholdoesn't have
a lower boiling point than water; the space
between its molecules is slightly larger
than with water molecules. meaning that
it evaporates faster. Regardless, this
means that thanks to that fast action, it's

perfect for cleaning off thermal paste
from CPUs.

Once the CPU is clean, Uft up the
retention arm and remove the bracket
once more. Then, carefully grab the sides
oftheintegrated heatspreader onthe CPU
and Lift it out, being careful not to twist or
torsiom it inthe socket. It's easy to damage
the CPU socket here, so you do need to be
careful—one wrong drop, and your socket
might be irreparably damaged. With that
done, it's then a case of fallowing an from
what we did earlier, placing the Ryzen 5
Ta00X in Its place then carefully
reinstalling the CPU tower.

At last, the GPU

With our new CPU in place, carefully lower
the chassis onto its back, and prepare it
for that GPU. Remove the two PCle slot
covers on the rear of the case, closest to
the PCle slot we'll be using lyou may need
to take out more if you have a larger card|.
Keep the screws handy, as you'll be using
those to secure the GPU back down. Then,
slide your graphics card into position
until it clicks inte place, Secure it with
these screws, and install the linal power
connectors [we kept ours tucked away
underneath the PSU shroud for just such
an occasion), and you're golden



The power
supply
down here

reallyisscrapingthe
barrelabit,andisa
slight regretonour
part. Optior a 550W
or 650W variant
instead, and you'll be
far better off for just
$5-10extra
investment.

Likewise,
our
memory

choice could dowith a
serious upgrade,
although you can't see
ittothe rightofthe
CPU tower. Corsair's
Vengeance kitineur
Blueprints budget
build thisissue is

$7% for 32GEB of 4000
MT/s memory.

SOMETIMES, going back to square one
doesn't help. Building advanced 4K
gaming PCs and liguid-cooled machines
is nice, but perfecting the bread and butler
af creating your own budget PC makes
far a nice change of pace. It's uselul, as
it actually does present some challenges
that you wouldn't otherwise come across.

Take our ARGE header for the CPU
cooler. Any other maotherboard would
have an ARGH header at the top right. This
ane doesn't, so how do you work around
that with a short cable? The MicroATX
form {actor doesn't take up a ton of space
in the Phanteks XT, so how do we cable-
tidy it effectively without trailing cables
all over the place? The cosling we have
available is effectively two fans, and one
of thase is the power supply, so what's
the best way to get the perfect system
temperatures with what we've got?
They're not particutarly fiddly problems,
but doing mare with less certainly helps
ta give the brain a little challenge. In a

more extreme build, most of your cooling
is handled by RGE controllers, and fans by
{an controllers. ATX boards would fit in an
AT¥ case, and you'd probably have enough
fans to start a Patreon project.

Speaking of the Phanteks XT, although
incredibly affordable, it didn't disappoint
For the money, you get some serious
style, with plenty of airflow and awssome
cooling support. Corners have besn
cut in places, some of the panels are an
absolute pain to slide into position, and
the cable-management solutions could
be belter, but honestly, lor the price, it's
nearly perfect. Howewver, the XT Ultra
may be a better bet, if only because you
get those three additional fans to act as
an intake. |t's one of the few areas we'd
dramatically like to tweak compared to
what we've actually done here.

Given the price limitations, there's
very little else we'd change from a build
perspective, All inall, it'san incredibly tidy
build, helped in no small part by & serious

Although
0:

Samsung
?B0M.2 550 under
the heatsinkisa
budget solution, and a
pretty patent one,
getting adecent PCle
L.0driveinstead
would helpwith day-
to-day operations and
drive speed,

Threefansin

the front

wiould help
keeptemperatures
downloamore
reasonable level.
Theydon'tneed
tobe fancy;
preferably something
you can daisy-chain
togetherwould be
ideal.

lack of cables and additional compeonents,
and eyven with the GPU, that's only ane
exlra power cable added. You could go
even more nuclear, and not plug in the
USE 3.0 header for an even cleaner look
Its also & build that could do with a teuch
of lighting—maybe one of those 12-inch
white LED strips we're so fond of.
Interestingly, after building and testing
this PC, we can safely say that there are
a few hardware changes we'd make if we
could that would save some serious cash
Oropping to a Ryzen 5 7600 CPU for our
dedicated GPU bwild would reduce the
price by $30, and get us a Wraith cocler
instead of the Dark Reock Elite. That would
be a $130 saving. Likewise, it we hadn't
needed a level playing field, remaoving the
Elite from the B&400G variant would also
save an additional $100, bringing those
two prices down further, Thatwould make
the dedicated build $841, compared to
%491 for the integrated build, Not quite
PSS territory, but actually not that far off,
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8600G vs ARC A750
vs RX 7600 XT

A complete top-down analysis of the 8600G

WE WEMNT INTO THIS BUILD with one
simple goal: to ascertain whether AMDO's
Ryzen 5 B400G was capable of gaming
at 1080p, and doing it well. Plus, with
that caveat allached, whether it was
better wvalue than a dedicated GPU
solution instead. After all, modern-day
graphics cards are expensive, and even
the cheapest value option out there right
now—Intel's Arc A750—still clocks in
at a fairly hefty $200. Building a budget
gaming PC is hard work, particularly
when you can pick up a P55 or Xbox
Series X for just shy of $300. Both of these
are capable of providing a pretty decent
gaming experience at 4K.

With that in mind, unlike our traditional
builds, this system has undergone some
seriously hardcore testing. There are no
less than 80 benchmark runs here across
a wide variety of conhigurations, which
should hopelully answer that question, at
least lor now. |s budget PC gaming dead?
Let’s dive in.

Computational results

To recap, we effectively have three
difterent builds on the chopping biock
loday, Our first setup is our cheapes!
entry-level build, featuring the Ryzen 5
84005 running solo on its own, complete
with 16GB of DORS @ 4000 MT/s, and
coming in at around $791. Our second
combo houses an AMO Ryzen 5 7500X
and Intel's Arc A750 graphics card for
just shy of $971. Our final configuration is
a slightly mare expensive version af that,
but instead of running that A750 GPU,
we've gone with the 14GB Radeon RX 7600
KT, That last build gives us slightly more
dedicated YRAM, and a better GPLU, but it
daes come inat $1,101,

As you can see frem our computational
tables, the B400G on its own with 14GB
of DOR5 performs pretty admirably
across most of our testing. In CineBench,
the B8&00Gs multi-core perlormance
actually outshone the Ryzen 5 T500X
by a small margin, despite the fact that

the single-core performance was lower
comparatively. Dive inte GeekBench
621, and you'll see similar results there,
too. However, the B400G's multi-core
performance didn't quite achieve the
same heady heights asitdid in CineBench,
Unsurprisingly, Blender took full
advantage of those dedicated GPUs in the
other two configurations and mopped the
Hoor with the B&DDG s integrated graphics.
Interestingly, the much cheaper Arc ATS0
actually outperformed AMD's RX 7600 XT
quite significantly in Scene 1 and Scene 3,
and only lost by 20 points in Scene 2.
Continuing on to our S50 performance,
surprigingly, the 8400G struggled to eke
out the same metrics as the Ryzen b
7600%. It lagged behind by 70 MB/s on the
Random 4K Write speeds, and by 10 MB/s

Discuss all things PC gaming with fellow
readers at our official forums
forums.pcgamer.com
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CineBench R23 Single Core [Index]

CineBench R23 Multi Core |Index)

GeekBench 6.2.1 - Single lIndex)

GeekBench 6.2.1 - Mult! (Index]

Blender lIndex)

Crystal Disk QD32 Seq Read / Write [MB/s|

Crystal Disk Randem 4K Read / Write [MB/s)

Max CPU Package Temp

Max GPU Temp

) 400 . 400 )
1,775 1,917 1,922

13,256 13,096 13,095

2,540 2,883 2,890

9,412 11,646 11,727

B0/ 55/ 42 1040 / 349 / 561 641/ 359 /333
3,170 / 2,312 3,166 /2,248 3,175 /2,328
56.91/153.97 64.89 / 221.88 65.43 /22138
85.1C 88.5C Bl.4C

= 75.0C 60.9C

Best scores are in bold, Test bed consiste of a Gigabyte BEE0M Gaming X AX motherboard, Corsair CXE50W PSU,
1668 [2x8GE) of Kingston Fury Beast DORS @ $000, and a Samsung 980 M.2 PCla 3.0 550,

on the read test too, although sequentials
remained compehitive.

Temperatures were fairly consistent
acrass  all  three  setups Iperhaps
unsurprisingly, given the cooling we'd
chasen), with the Ryzen 5 700X clocking
in 83.4-885 C in the two dedicated GPU
builds, and the 8500G landing right in the
middle of those two at 85.1 C.

Gaming Results

Let'sface it, though—those computational
tasks are just one piece of the puzzie. The
real prize lies in the gaming department.
Across our three setups, we actually saw

some incredibly interesting results off the
back of our B0 benchmark runs.

We decided to test a total of eight
games at 1080p, using the second
highest graphical preset in each title as
standard. Where possible, we did enable
AMD's FSR 2.0, or Intel's XeS5 upscaling,
depending on which one gave us the beller
perfermance boost, Additionally, Shadow
af the Tomb Raider was coenfigured to
operate with the DX11 AP, not DX12.

There are also a few cells in the table
that are going to be marked as Red,
particularly for the 16GE Ryzen 5 84006
tests. This means either the game aute-

= Ultra

The difference between Low and Ultra in Total War: Warhammer 3is staggering.

adjusted its settings so It was compatible
with the CPU, and would actually run
|bypassing our high preset rulel, or that it
didn't complete the run at all,

So what are the takeaways from this
round oftesting? Well, at 1080p with 14GB
of RAM, the Ryzen 5 8400G struggles to
pul in any semblance of a performance
against the other two card combos. The
tests it did complete landed well below
the 20fps mark, and everything else had
altered presets or wouldn't even load.
The synthetic 30 Mark scores also show
some serious degradation compared
to our other resulls. That's a shame,
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the battle of the builds

30

al a guess, this is down to that limited
DOR capacity. Througheut testing, we
maonitored the system load using Task
Manager and HWMoniter, and MAX would
repeatedly max out, drastically dropping
performance across the entire rig.

It seems that AMD's APUs are very
dependent on both memory bandwidth
and capacity for graphical performance,
asitlacks the independent VRAM found on
dedicated GPUs. If you don’t have enaugh
to simultaneously run the 05, and provide
a big enough buffer for gaming, you're
going to have a bad time even at 1080p.

Battle of the GPUs

Out of our two graphics card combos,
we actually got some intriguing results,
Again, you do have to bear in mind that
these games were tested on the High
preset, not Ultra, and at 1080p, the Arc
A750 averaged 115.29fps across all eight
titles, and the 7400 XT landed at 13%—
not too shabby at all. Whether that 24fps
boost is going to be enough to justify the
extra $130 cosl is going lo be down Lo the
size of your pockets, however.

Thearetically speaking, the 14GB RX
7600 XT is the ‘better value’ GPU. Dollars
per frame round out at just $793 for
the entire systemn, while the Arc A7S0
managed $8.42, despite the overall
systern cost coming in lower.

Both are good picks when it comes
to 1080p gaming, that's for sure. Still,
Intel has the advantage when it comes
te rendering-based tasks, thal much
is clear, It's worth mentioning, though,
that both the Arc A750°s power draw and
temperatures are significantly higher
than the 7600 XT's, and that BGB of VRAM
might not be enough later down the line.

Head to head, Intel vs AMD,
GPUvs GPU.
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Semetimes, you just need a bigger and faster memory kit to make an APU tick.

AMD Ryzen 5 8600G
@ 32GB

Because we kept hitting that 14GB
DORS cap consistently with our 8400G,
we expanded our test suite after we'd
initially finished, and ran an additional set
af benchmarks for the 84006, this time
with 32GB of DDRS @ 4400. The aim was
to see just how much that extra capacity
and additional bandwidth affected overall
performance, and oh boywas it a doozje,

Pretty much every single title we had
inour test suite completed its benchmark
run successfully, the anly exception being
Red Dead Redemption NI Sadly, it still
adjusted its profile down to low’, despite
being set to ‘faver quality’. Nonetheless,
the vast majority of games clocked in at
around the J0+fps mark, making this a
surprisingly comfortable 1080p gaming
solution, if you can back it up with 32G8
af DRAM at a similar price [which we now
know you can, il it's on offer].

That's far better than cur 16GE attempt
from earlier. In fact, taking a quick glance
atthe results, it'squite surprising just how
well it did in Final Fantasy X1V, clocking in
a smooth 38fps on its own, making it 2 bit

of a beast for small form factor esports
and MMO titles,

Let's be clear, though: it still has an
average frame rate across those eight
titles of just 35. When you factor that in
with the cost of the build, you're effectively
locking at $22.6% per frame generated,
making it nearly three times less cost-
effective than the RX 7600 XT solution.

The conclusion®?

Firstly, AMD's Ryzen 586006 is a curious
thing. At its heart, it's a fairly well-
halanced six-care pracessor, particularly
suited to entry-level computational work,
If you want, you could thearetically pair
it with a dedicated GPU later down the
line. However, because of that 8x PCle
40 GPU lane limitation, epting for any
heavy-duty graphics card would throttle
its performance and be a waste of maney,

That said, with plenty of memory
support, you can gel relatively decent
performance, If gaming at 1080p is your
aim [and to a lesser extent 14£0p as welll
either of our two dedicated GPU solutions
still provides a far better platform and
performance. You would, of course, be
better off getting the 7600 XT from a pure
value perspective, but if you can’t stretch

that far. then something like the Arc
ATS0 will work a treat in that yau'll
struggle to tell the difference,
certainly on the High preset
Sadly, however, the elephant
in the reom remains true. If all
you care about is gaming, then
consoles provide a far better
experience for far less initial
putlay. Both the PS5 and Xbox
Serwes K can produce decent frame
rates at 4K, Heck, with something
like PlayStation Plus or Xbox Game
Pass, games have also became fairly
affardable on the platforms.

The B600G is perfect tor small form
factor, esports gaming, or those looking
for a media PC that can handle the odd
lightweight title. But if you want anything
like serious perfoermance, you need to go
dedicated, Sadly, that's still just a fact,
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Total War: Three Kingdams lavg fps) DNC
Final Fantasy XIV [avg fps] 16
Cyberpunk 2077 [avg fps) 14
Red Dead Redemption |l [avg fps] 20.5
Total War: Warhammer il| [avg fps] 11
Shadow of the Tomb Raider (avg Ips) 13

Metro Exodus Enhanced Edition [avg fpsl ONC

F12022 lavg fpsl ONC

3D Mark: Firestrike [Index] 3,333

30 Mark: Port Royal [Index] 550

3D Mark: Speedway [Index) 140
Average FPS across 8 Games lips] 14.9

Cost per FPS [5) us4$53.09
Total Cost (5] Us$791

D R i AMD Ryzen §

36000 7600X
268 B +Intel Arc A750
3%

s 146
2% 97
37 9
28 -
33 7
1 95
70 | 22
5674 27,568
1,439 | a8
435 | 2,346

35 l 115
US$22.69 | Us$8.42
US$794 ' usgom

All games were lested at 1080p on the High' graphical presel [or Tavor quality in ROR2|. Best scores (n bold. Red dénaotes falled run,
Ray tracing disabled throughout testing, FSR 2.0 or Intel XeS5 upscaling utitized wherever possible.

AMD Ryzen 5
Te00X
+AMD Radeon

RX 7600 XT

156
113
103
108
121
108
274
28,136
5,936
2,075
139
Us$7.93

uss1,101

WHY ARE CONSOLES SO
MUCH MORE EFFICIENT?

It ultimately comes down to
a combination of reasons.
Unlike the PC, a game
developer deesn’t have to
think about 100 differant
hardware configurations
for their game when they
optimize it. The hardware
ina P55, outside of
expandable storage, is
jdentical across the board.
The same goes for the Xbox
Series X. That makes it far
easier to optimize their
games around it, and really
dial in the settings to hit
whatever resolution and
frame rata they want to.

Secondly, there's
the matter of buying
compaonents in bulk. You
see thisto a lesser extent
with System Integratars
and baspoke PC builders
across the planel.
Because Corsair, Origin,
and CyberPower buy
their GPUs in pallets, not
individual units, the unit
price drops accordingly.
This allows them to reduce
the price of the overall PC,
undercutting the end user
at home, buying individual
parts. With consoles, that
concept is multiplied by a

huge mangitude, so they
get bigger discounts on the
bulk buys as a resull.
Lastly, and perhaps
rather unsurprisingly
for anyone who's gamed
on one of the Latest-gen
consoles, the graphical
fidelity just isn't quite as
goodasitisonaPC.It's
close, don't get us wrong,
but devs enable and
derestrict more graphics
oplions on gaming rigs than
on consoles. Afterall, you
can make some incredible-
laoking games when no
holds are barred. (&
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WHAT YOU NEED
TO KNOW

Microsoft, AMD, and Intel are all pushing
the idea of Al PCs, but is it anything more
than marketing speak? We find out

CONTRIBUTORS: Barry Collins, Tim Danton
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REMEMEER WHEN 3D SCREENS wele
the next big thing? What about
virtual reality? Or 5G7 The truth
15 that the fechnology industry
loves buzzwords almost as much as
it lowes the tech itself and its latest

crush is AT PCs.

But i you amsk five different
vendors what an Al BC is, youll get
five different answers. AMD and Intal

and if it's a recent Apple, Googls, or
Samsung phone, then it includes
plenty of Alenhanced features
Magic Eraser is one obvious example,
8o let's lay down a simple warking
definition. An Al PC—for the duration
of these six pages, at least—is a laptop

will explain that it's all about their

new silieon, which now includes neural processing units.
Nwidia will point to its hugely powerful RTX GPUs, while
Microsoft will tout its mix of remote and local platforms.

By same definitions, youalready have an ATPC to hand via
the mobile phone in your pocket, It's personal, it computes,

Google's Magic Eraseris Al on your phone,
and it'savailable right now.

or desktop PC that includes a processox
with a neural processing unit (NPU)
That means an Intel Cors Ultra, any

AMD Ryzen processor with Ryzen Al

built in, and Apple MacBooks and Mac desktops with an M1,
M2, or M3 series chip.

With that settled, what's the point of an AI PC? What
oan it actually do? What optionsg are available? And, the
fundamental question, should you buy ona?

WHAT CAN AN Al PC DO NOW?

IF YOU'RE IN the market for a new
PC and are weighing up whether
to invest in a so-called Al FC, you
might reasonably wonder what
advantages il will bring over an
‘ordinary’ PC.

We'll come to the benefits
affarded by the hardwarethat pretty
much defines an Al PC—the nsural
processing unit or NPU—shaortly,
but there’s another distinguishing
piece of hardware found an many Al
PCs: the Copilot key.

This was billed as the first rrajor
change to PC keyboard layouts
in almost 30 years, replacing the
menu key to the right-hand side
af the spacebar. [t's basically a
shortcut for opening the Copilot
assistant i Windows 11, sparing
you the enarmous effort of using the
currant Windows+C shartcut,

“We're excited about having this
key on our syslems,” said Kevin
Terwilliger, vice president and
general manager of Dell’s Latitude
and docking business, on a recent
Al webinar.

While enthusiasm levels amaong
Maximum PCs professional
readershipmightbe more muted, it's
warth remembering that 99 percent
of users are famitiar with only the
mosl basic keyboard shortculs, and
that such initiatives—while seaming
cosmetic and trivial—could make
a difference.

“We really think of Copilot as the
new search,” said Terwilliger. "And
people are going to be interacting
with Copilot throughout their day,
engaging with it, asking gquestions,
waorking with it to create content.
And so we think the fact that having

that key on the keyboard to jump-
start access into Copilot will be very
valuable far the end user,”

Microsoft is driving Copilot
integration  deeper into  the
operating system, too. Al the time
of writing, Copilat’s ability to contral
the PCis limited. [tcan help you flick
into dark mode, take 3 screenshot,
and open File Explorer; but it's
superficial stuff,

However, Windows  Insider
releases launched at the time of
wrifing show Microsoft continuing
to build cut Copilot’'s systemn-level
capabilities, allowing Copilol to
show available Wi-Fi networks,
clean storage, show which apps are
settorun on siartup and mare.

Again, enthusiasts and IT pros
will barely raise an eyebrow, not
needing Copilot’s help to perform
such tasks. But it could land we
siress tould’] make a big impact

Moving on, the NPU is the core
component of an Al PC, the factor
that really sets it apart from a PC
with only CPU and GPU units fo
call upen. Over time, it's Likely that
all PCs will ship with an NPU, but
for now, they are the key
differentiating factor,

But if you're an early adopter,
ene who rushed out to buy a laptop
ar PC with an NPU-blessed Intel
Core Ultra or AMD Ryzen chip
inside, what benefits will you feel
right now? Even PC manufacturers
quietly concede that the advantages
are slim pickings al the moment.

One that crops up in PC
manufacturer demos is the NPU's
ability to blur the hackground on
viden calls. Most users won'l care
if it's the CPU, GPU, or NPU that
performs  background blurring,
but it can make a difference to
power consumption.

with mainstream users who aren't Dell ran a demo showing
as familiar with the workings of  TheCopilot backgreund blur on a Zoom call
Windows. Ifitspares |Tdepartments  kKeycanbe an an ordinary PC, where CPU
from dealing with these more  found on most utilization shet up to moere than
low-level queries, allowing more Al PClaptops, gight percent when it was applied.
time to focus on the business-  including With the same effect locally on the
changing stuff, that can't be 2 bad  this Dell MNPU, using Windows Studio Effects,
thing, surely? Latitude 9450, the CPU was barely troubled at one

percent utilization,

"This actually translates into
a 38 percenl power improvement
when you're doing these Zoom
calls,” claimed Terwilliger. “So
collaboration is a great area where
we'll take advantage of the NPU to
deliver enargy efficiency and much
longer battery life.”

That's fine, butit's hard te believe
anyoane's going to buy a new laptop
ta save a slice of battery life when
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Al PCs |

using background blur on battery
power, s anything more substantial
on offer?

Dell points to security benefits,
claiming the NPU ishetter placed to
deal with threat detection. The firm
ran a dema of an unnamed security
package, but instead of performing
threat detection in the cloud, i
used a local engine on the NPU.
Dell. claims the threat detection
on the Al PC kicked in within
20 milliseconds—a 70 percent
impravement in latency compared
tothe cloud.

"Our goalis to not talk about the
hype of Al, but show examples just
like this to our customers so that
they canunderstand the value of the
NPU" said Terwilligar.

Yau're nat racing off to the Dell
website toorderan &l PC yet? Mayhe
a more creative application will
convince you, and here the benelits
are more substantial. Instead of
relying on expensive cloud services
such as Opendl's DALL-E or
Midjourney to generate images, you
could install open-source models
such as Stable Diffusion and run
them locally instead. You can, of
course, do that already on a PC
without a NPU, but Charlie Walker,
Dell’s. senior director and GM for
Precision workstations, claims it's
much faster with the MPL involved.

“If | 'tried to run Stable Diffusion
an my CPU, previously it would
have taken two to three minutes
[to gemerate an imagel,” he said
"Mow with the NPU, by offloading
that from the CPU inlo that mere
efficient archilecture... you can do
that now in 30 to 50 seconds. So
again, significant savings.”

The downside? That only mare
technicaluserswillfeelcomfortable
downleading open-seurce projecis
such as Stable Diffusion, despite
many in-depth guides online. For
local Al to break through, it needs
to be simple
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The NPU can be
used ta blurthe
background in
video calls.

Intel CEO Pat
Gelsingeris
betting “this
big” an Al PCs.

WHAT WILL Al PCS

DO IN THE FUTURE?

THERE ARE BENEFITS ito owning
an Al PC now, but those range
somewhere between niche and
slight. However, there’s almost
universal  industry  agresment
that those benefits will rapidly
increase well within the lifetime of
the average PC,

"What youre doing on an Al
PC in 2024 is going to be radically
different to 2026”7 said Intel's
executive vice president for client
computing,  Michelle  Johnston
Helthaus, at CES in January, a
sentiment with which the company's
chief rival agreed. "It will probably
be the end of 2025 before you really
start to see what an Al PC is capable
of,” said AMD's senior processor

technical marketing
Donny Woligroski.

“The GPU is currently the fastest
Al processing  unit,” Waligroski
added. "You're going to see that
perfermance cross over, with the
MNPU doing the same levels of [Al]
perfarmance as the GPL."

Lenove agreses that the best is
yet ta come frem Al PCs, pointing
aut that the software developers
have only just started working with
praoduction hardware. “It's almost
a chicken and the egg,” said Tom
Butler, the company's executive
director of commercial portfolio
and product management. "I've got
to have hardware out there that can
catch the seftware benefits.”

He added, "The front end of
this wave is hardware driven,
because there was nothing for
the software to write to, because
a lot of this was in the labs of the
silicon providers and OEMs like
Lenovo, We couldn't go out broadly
and have these discussions with
software companies,”

Mow, accarding to Butler, "We're
actively in conversations with a
broad breadth of soltware

companies. We are, the
y silicon providers are,
basically everybody's
looking at this new

manager,

space to see, What
can | do now?"”
The pace of product

development in the Al industry
has been nothing short of
breakneck. Subscribe to  the

WILL ALL PCS BE Al PCS?

Far be it from us to suggest that the Label ‘Al PC’ has been confected to drive PC sales, but
that noise you can hear is the sound of PC sales managers rubbing their hands in gles.

Is the Al PC label likely to be around for long? Will manufacturers sell ranges of Al and
erdinary PCs side by side? Or will an NPU become as standard as the GPU? Dell certainly
doesn't think the distinction will Last much beyond the short to medium term.

"For the time being, | think there are going to be two versions [of PCs).” said Meghana
Patwardhan, vice president of commercial client products at Dell. "If you think about all of
the desktop market, [it's] still not fully on NPU at this point of time.

"Eventually, | believe that our customers are going to adopt Al across the board and
you are going to see whether it's building your own large language models and making
use of the NPU on the PC, whether it's using [a third-partyl application, whether it’s using
what Microsoft or Google or others are developing, every PC |s going to be an Al PC in the

longer term.”

BINTEL
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Intel's Core Ultra chips are being used by over 100 software developers

Ben's Bites newsletter |bensbites,
beehiivecam), for example, and
yvou'll find multiple new Al product
launches announced every day.
Butlar predicts you won't have to
wait too long to see exciting new
product launches that tap the
capabilities of Al PCs, either. "I think
if you just project forward near
term—like in maonths, quarters,
not years—youre gaing to see a lof
mare capability corming,” he said.
Kevin Terwilliger agrees that
we're only just getting started
with &l PC apps. "We're just at the
tip of the spear when it comes to
all these Al capabilities,” he said.
‘Intel has talked about the 100+
ISVs [software developers] that are
utilizing the Core Ulira processor,
And then what we also seeasa great
example, companies ke Dell, large
arganizations, are developing new
Al capabilities to roll out to their end
usersinternally, That's geing to take
advantage of this NPU to be able to
run efficiently and not have to move
a bunch of data into the cloud.
Lenovo isn't planning to leave it
to third-party developers o come
up with Al software, either, At CES,
it showed off prototypes of its own
Al apps that took advantage of the
NPLU, instead of relying on the cloud.
The company’s Al MNow platform
includes a Windows Copilot rival
thatis able to alter operating system
functions, as well as perform
tasks such as summarizing long
documents and writing emails, all

without data being sucked into the
cloud, Currently, it only plans t
release Al Now in China, but it's
indicative of a coming shift from
cloud to local &l processing

“If you think about Al in general
right now, most of it is cloud-
based,” said Butler, "And that apens
up latency concerns, security and
privacy concerns. And so the ability
to bring thal down to the edge
device nol only overcemes some of
those hurdles, but it also makes it
mare personal, like you're working
an your work for you, not a8 broad,
apen public eloud-based platfarm.”

A& big advantage of local Al
software i1s that it could access the
different apps and data piles stored
on your PG, rather than being
restricted to fites that you uplead
to the cloud. Butler said you can
think of this as an “orchestration
layer”, capable of bringing together
the capabilities of different apps,
warking with system-wide data, "It's
almast at that point a prompt-led
conversation with your system, not
let me open this app to accomplish
a task’.”

He envisages a future where
you'll tell the Al that you want to
accomplish a specific task and it will
tell you the best, meost efficient path
to achieve that using the resources
and apps you have available on your
particular PC. "That's not in the
market or present today, but that's
effectively what you want to drive to
from an Al perspective,” he said,

THE EASY WAY TO
RUN LLMs LOCALLY

It's a misconception that you need the huge processing
power of cloud serverstarunlarge language models
[LLMs]. It's possible to run LLMs locally on relatively
modestly powered PCs, even without an NPU or
dedicated graphics.

If you've ever tried to download and runan LLM
locally, you may have been put off by the need for
prerequisites, environments, and web Uls to make it
all work. However, there is an easier way.

The free LM Studio [lmstudio. ai] for Windows, Mac,
or Linux lets you download and run LLMs without any
of the faff. You simply choose which LLM you want to
run, either by picking from a selection on the home
screen or typing its name into the search bar, and it
downloads and runs them.

At the time of writing, avaitable LLMs Included
Google's recently released Owen from the Alibaba
group, and Code Llama from Meta. LM Studio gives
handy descriptions of the LLMs featured on the
homepage to help you choose, as well as details of how
much memory they'll require to run and the size of the
download. Most LLMs are between 2-10GB.

Once you've made your choice, click the Chat icon
on the left, select the model you want to interact with,
and start chatting. If you can’t see the USER chat field,
close the download pane in the bottom half of the
screen to reveal it.

On the right-hand side, you should be able to access
the LLMs settings. Here, you can normally enter a
system or pre-prompt that tells the LLM how you
want to it behave. For example, 'Glve answers as if
explaining to a five-year-old’ or ‘assume technical
knowledge’. You can also choose the Level of GPU
acceleration, prompt overflow settings, and more.

Chatting with local LLMs requires a different
mindset to using ChatGPT, Copilot, or Google Gemini,
which have access to live internet data. Its knowledge
will be limited to the recency of its training data.

For example, Meta’s Llama 2 model told us Boris
Johnson was the "current Prime Minister of the United
Kingdom"”, while Google Gemini replied, “As of October
26,2023, the UK Prime Minister is Rishi Sunak™.

But, as we've discussed many times, using these
Al engines as fact checkers/search engines is a bad
idea. They're mare useful for generating text lgive
it a few bullet points, let the Al put itinto prosel or
writing code than acting as a pseudo-Google. These
local LLMs are more than capable of these more basic
tasks, and won't cost you a penny to run, either.

LM Studiois free, and kets you download and run LLMs
on your own local PC.
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Al PCs

Al PCs YOU CAN BUY RIGHT NOW

Apple MacBook Air
From $899 from apple.comfus

The MZ-powered version of the
Apple MacBock Air, priced at $899,
uses the same lé-core Meursl
Engine as ils more expensive
siblings. It's actually the 10-core
GPU [rather than the standard
#-core] that could make the most
notable difference when it comes
to Al applications,

The Air series is only the
cheapest MacBook, of course.
At the other end of the extreme,
you can buy an M3  Max-
powered 14in MacBook Pro from
$2,899, where you will benefit
from the extra horsepower of a
14=core CPU and a thunderous 30-
core GPU

PROCESSORS
POWERING
Al PCs

We'veall become used to cores
and gigahertz as the key stats for
processors, but as we slide deeper
into 2024 that is all set to change.
Now, silicon makers are starting
to talk about TOPS, which stands
for trillions lor teral operations
per second. The sheer magnitude
of the number here gives you some
idea of Al PCs™ potential power,
as—inthe right situation—they
can achieve so muchin a fraction
of a second.

Here, we provide a quick look
atwhat AMD, Apple, Intel, and
Qualcomm have to offer with
their latest processors.
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Apple iMac
From $1,249 from apple.com/us

Apple recently updated its 24&in

Asus Zenbook Duo
UX8406 (2024)

From 51,699 from shop.asus.com

Here's something a little different:
a two-screen laptop to rival the
likes of HP's Spectre Fold 17
Except here, you reap the benefit
of a Core Ultra chip, either the
Ultra 7 185H for 31,499 or the
Ultra 9 186H for 31,699, and with
it same considerable Al potential.
Much more than the relatively slow
12th gen Core chips found inside

foldable laptops:
Aswith the Spectre Fold, you can
use the Duo in various

iMac with M3 chips. so you will
again benefit from its 14-core
NPU alongside the latest Apple
silicon. As with the MacBook Air,
you can upgrade to a 10-core GPU
rather than 8-core for a rather stiff
$150, but this gives the benefit of
two mare USH ports,  1Ghit
Ethernet and a Magic Keyboard
with Touch 1D,

The high price [especially once
you start adding more slorage
and memoryl counts against this
stylish all-in-one, but then, you
really can't argue with its level
of quality.

APPLE M3

18 TOPS (NPU only)

When it comes Lo NPUs built into silicon,
Apple had 3 head start onits rivals.The
M1 appeared in 2020, and while Apple
didn't state its power, the internet’s best
guess [from @13mporaryblipon X1 is 11.3
TOPS. It's perhaps surprising, then, that
the M3 is stuck on 18 TOPS. Apple claims
the new MacBook Air is the "world's best
consumer laptop for Al". Apple can rely
on a strong software ecosystem, not least
because developers have been exploiting
the Neural Engine for so long.

medes, but it's at its
best when you need
a main window and a
supplementary  one
Great for debugging
Al programs, perhaps,
But we also think
it works well as a
normal laptop, as the
detachable keyboard
sits snugly on the

base. Our only
note  of caution
s that stack
remains thin

onthe ground.
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AMD RYZEN 7040
AND B8040 SERIES

7040: 33 TOPS BO4D: 38 TOPS

AMD beat Intel to the Al punch by almost
a year, with its CEO Lisa Su announcing
the Ryzen 7040 series back in January
2023, and the first lLaptops available by
March last year. Then, in December, it
announced the updated BOL0 series, with
the promise of a boost in performance.
It's a bit confusing, as not every 7040 and
8040 series chipincludes Ryzen Al—
AMD's name for its NPU—so check each
processor’s Listing before buying.
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PCSpecialist
Fusion Elite P
§784 from pespecialist.
co.uk (UK/ireland only)

This is one of the most
affordable ways to buy
an Al PC today, being
based an AMD's Ryzen
86006 chip. It cames
with respectable integrated
graphics, and the latest Ryzen
Al with the promise of 14 TOPS
speeds, and unlike all the laptops
an this page there's room 1o grow.
When budget allows, simply slip a
qraphics card into the waiting slot.
Surprisingly for the price, you
get liguid ceoling for the AMD
ProCessor, which nat anly
helps maximize its performance but
also keeps the noise volume down
So while this PC isn't the height of
luxury or expandability due to the

eight hours in our tests, but that
compromise was inevitable. Other
than this, compromise isn't in the
Edge 1&'s vocabulary. From the
1440p webearm to the fit and finish,
this is a top-quality laptop—and you
simply can't argue with that price.

Framework Laptop 16
From $1,299 from frame.woark

Whether you want a laptop that
will last far a decade or simply
desire a number pad that can
be fitted on both the right and

Samsung Galaxy Booké4
Pro 16in
512GB, $1,749 from samsung.com

Intel’s Core Ultra range was only
launched in December 2023,
but there are no shertage of
laptops that are powered by
its chips. For example, we can
confidently predict that dozens of
laptops we review this yvear will end
up including various wversions of
the processor

Samsung has alse proceeded
to update its Book range of
laptops with Core Ultra CPUs, so
if you see Bookd in the name, you
know that it's going to be an Al
PC. Take the Bookd Pro 16in as an
example of this—it's ane of the best,
Despite the presence of the 14in
OLED panel, it's a sleek 12.5mm
thick, and exudes what can be
described as industrial chic, thanks

% budget microATX motherboard, : L to its all-metal chell, (9
£ it'sa cracking way to start an Al keft, h‘hls aduise Wiste 15 Ike

& no other,

3 LG What makes it an Al PC

5 Acer Swift Edge 186 is AMD's Ryzen 7BA4OHS

processor [you can choose
a Ryzen 9 7940HS too), and
This remains something ol a with the oplion of adding
beauty, While the name leadsonits  an extra 4TB of slorage
slimness—a remarkable 13mm—  via expansion cards it
what struck us mos! on Use was  has  the polential o
its 1.2kg weight. That came at thandle even the maost
the expense of battery life, with  demanding of masters.

51,299 from store.acer.com

LSPECILLIST ACER, FRAMEW

]

Snapdragon

Elite

AMD RYZEN 8600G INTEL CORE ULTRA QUALCOMM SNAPDRAGON
AND 8700G 34 TOPS _ XELITE

38 TOPS “ 11 e Launched in December 2023, Intel's Core 75TOPS

AMD has also beaten Intel tothe Ultra chips were the company’s first You'll have to wait until mid-2024 for
desktoppunch when it comes'to to feature an MPU. Only 11 Core Ultra the first Al PCs based on Qualcomm’s
NPUs built into silicom, announcing processors have been released so far, Snapdragan X Elite, but it promises much,
the Ryzen B600G and B700G chips at but they're proving popular with laptap Indeed, at its Dctober 2023 launch, the
CES 2024 in January. Just to muddy makers: we're already seeing a flurry company claimed it offered “4.5x faster Al
things a little, the B5006 and 8300G— of machimes built on the chips, and Intel NPU processing power than competitors”
announced at the same time—don't reportedly hopes to sell 100 million Core with its Hexagon NPU capable of 45 TOPS
include Ryzen Al Priced at $229 and Ultra PCs by 2025, Note that Intel doesn'l on its own (75 TOPS once you include the
$328 respectively, these chips both give its NPU an individual TOPS rating, EPLU and GPU. That figure compared it to
represent an extremely affordable withiits 34 TOPS claim based on the CPU, the 10 NPU TOPS of the Ryzen 7040, but
entry into the Al PC world. GPU and NFU combined, AMD’s Ryzen Al now offers 16 TOPS.

Juk zozs | e | 37



magazinesdirect.com

Over 100 brands to choose from

e RO 15

m GDENT BV

B -m-.. Pc PA‘HER

¢ GIFT IDEA!

Cifts that
keep on

giving
3 GREAT REASONS TO SHOP WITH US

* From tech and gaming titles to fashion and celebrity
magazines there's something for everyone,

* Immerse yourself in our specialist one-off publications about
your favorite hobby or interest.

= Exclusive Offer - Get 15% Off Guides and Specials - MDMAGI15

VISIT OUR ONLINE STORE AT

www.magazinesdirect.com

'/ Convenient home delivery f Save on shop price \/ Newver miss an issue J 1.4m subscriptions sold



PREMIUM DIGITAL
SUBSCRIPTION

As a premium subscriber you instantly
get access to 100+ back issues

LIQUID-COOL f_ MASTER WINDOWS § RTX 4080 SUPER §
YOUR PC COPILOT Al REVIEWED

| — [
I PC BUILDER'S | RTX 40
MANUAL s SUPER |

i RTX 4080 Super
+19-14900K

PCle 5.0 550 +
Overclocked RAM

Dynamic chassis

s 0 i ' cooling
BESTOE . °° : .
CES 2024 pase Lyl

WiF1 7 IN WINDOWS raso
ROUTER =

REVIEW pasn :
PHOTOSHOP =3
Vs GIMP oz o = =

www.magazinesdirect.com/MPP

*Pricein UL %, Offeris valid on US orders only, visit us at www.magazinesdirect.com or call 1-844-779.2823 for other subscription options.
Offer valid unti| Jupe 30 2024,




safeguard your PC | ™

Nate Drake explores
some of the more
insidious cybersecurity
threats of 2024,

as well as ways

to keep your PC safe

60 | wwimr | JuN 2024

SAFEGUARD
YOUR PC
SECURITY
FOR 2024

The internet has never been more dangerous. In April, a Microsoft
Employee stumbled acrossa cunningly coded Linux backdoor that
could have compromised virtually every major website.

Generative Al promises to transform users’ desktop
experience. But cybercriminals are using LLMs to generate well-
written phishing messages, as well as malicious code.

Traditional ways to protect your online privacy like VPNs
are also being undermined by Increasingly sophisticated
‘fingerprinting’ technigues.

Protecting your PCis largely a matter of developing good habits
such as regular updates and using Integrated tools. In this guide,
you'll gain some insight into the state of cybersecurity for 2024, as
well as some ways to Keep your device safe.

SPENELSAMEHRAIL N(LOV FREE T4
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SECURE BROWSERS

< Easier detection of bugs
& Compatible with privacy plugins
& Resistant to browser fingerprinting

AS ONE of the most cammanly used web
applications, browsers are a prime larget
for cyberattacks. According to a recent
repart by Menlo Security, browser-based
phishing attacks increased by 198 percent
inthe lastyear.

[t's likely that this trend will continue
in 2024, with commen attacks including
SMS phishing [smishingl, Adversary in the
Middle |AITM] framewaorks, image-based
phishing, and attempts to bypass MFA
Irrulti-factor authentication|.

In early 2024, Apple patched a zero
day exploit in its WebWKit browser engine
far Safari, They claimed this bug could be
used by hackers to remotely execule code,
though they didn't go into lurther details.

A major bug was alse discovered in
Chrome in early 2024, which could be
exploited by hackers using a crafted HTML
page. This was considered extremely
serious, as it seems that hackers had
already been taking advantage of it,

Whichever browser you use, the best
protection against zero day’ bugs is to
keep your software up to date, This may
seund obvious, bul many cybercriminals
rely on our very human tendency to click
‘Update Later’.

The steps for updating will vary by
browser. In Chrome, for instance, you

HOW TO READ YOUR REPORT

Wou will zee a3 cummary of your cverall

ng [ar
Je

ma (RIF S

o provide
ione of how thoy am incorporsted

HOW CAN TRACKERS TRACK
You?

Tracikers vaw & batioty oF methods

HOW CAN | USE MY RESULTS
TO BE MORE ANONYMOUS?

File Mt

© Can't protect against all phishing
& NoScript can make pages

load incorrectly
& Tor Browser is slow

can click more |...] = Help = About Google
Chrome » Update Google Chrame. If you
don't see this, then Chrome is up-to-date.

When it comes to browser security,
adopt Linus’ law: Given enough eyeballs,
all bugs are shallow’. In this case, this
rmeans you're safer using a reliable open-
source web browser over proprietary
ones like Chrome and Safari. As the code
is publicly available, it's more Ukely that
bugs will be discovered and patched.

Security expert Manfred Paul aptly
demonstrated this in late March by
announcing his discovery of two major
vulnerabilities in the Firefox browser
at 3 two-day 'hackathen' in Vancouver,
Both could be used to inject arbitrary
JavaScript code. Mozilla issued a patch,
and awarded Paul a $100,000 bug bounty.

Even when the code acts as it should,
according to a March 2024 article by
programmer Nikita Prokopoy, JavaScript
on web pages is becoming bloated, not
only making for slower loading times, but
increasing your attack surface,

One of the best ways to tackle this
is through using the browser plug-in
MoScript  [hitps:ffnoscriptnet/], which
blocks arbitrary code from executing on
web pages. You can, of course, permit
specific seripts to run or allow JavaSeript

globally on sites you know are safe.
The plugin comes bundled with certain
programs, like the Tor browser, but can
alsa be installed via sites like the Firefox
Add Ons Page and the Chrome Web Store.

NoScript  alsa  offers  excellent
protechion against “browser
fingerprinting, where sites analyze

yaur browser configuration like your
screen resalution, supported languages,
mstalled fonts, and so on to form a
unigue fingerprint’ of your activity. This
is usually done for advertising purposes,
but can be used to identify you, even if
you've hidden your IP address by a VPN
or proxy.

In April 2024, Kevin Cryan, Director
of Operational Intelligence at Fortra's
PhishLabs noted thal cybercriminals
are using browser lingerprinting, and
that sites are getting better at detecting
browsers trying to send fake data to avoid
this. There are websites, like EFF's Cover
Your Tracks [https:/fcoveryourtracks eff.
orgl, that can determine the uniqueness
of your browser fingarprint.

Although MoScript provides the best
protection, new fingerprinting methods
are being discovered. This means you'll
surf mostsatelyin 2024 by using a privacy-
focused web browserThe Tor Browser is
an excellent case in point, as it's designed
50 that all users appear to have the same
fingerprint. However, as all connections
are routed through the Tor netwark, it's
not suitable for day-to-day browsing.

The open-source Brave browser
[https:/fbrave.com) is designed Lo resisl
fingerprinting by sending randomized
data to websites, making your browser
much harder to profile

Here are your Cover Your Tracks resuits. They include an overview of how visible you
are to trackers, with an index (and glossary) of all the metrics we measure below.

Our tests indicate that you have strong
protection against Web tracking.

IS YOUR BROWSER:

Blocking tracking ads? Yeou
Blocking invisible trackers? Yes

Protecting you from fingerprinting?

@ your browser has a randomized flngerprint

Still wandering how fingerprinting wort ks?

Nobe: Bacayse tracking techniquer are oomplex, sibtle. and constantly evalwag Cover Four Tracks does Aot

muasure ail forms of trackng and profecsion.

Your Results

Brave uses arandomized fingerprint,
making you harder to track online
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ENCRYPTION

¥ Quantum-proofing protects against
HMNDL attacks

& AES already quantum protected

% Bitlocker still protects devices
with fTPM

IN LATE 2023, the UK's 'Online Safety
Bill" was passed into law. Some more
controversial parts of the act included
provisions to force anline platterms
ta scan messages for illegal material.
This would undermine the ‘end-ta-end’
encryption otfered by such platforms.

Maturally, this would have huge
implications for user privacy. |n the past
year, representatives of companies like
Apple, Signal, and Meta have threatened
to leave the UK rather than comply.

So far, the UK government hasnt
forced the point, and products like
WhatsApp, Telegram, and Signal are still
freely available for download in Britain.

In the meantime, platforms have been
upping theirencryptiongame. Inlate 2023,
Signal announced that Signal Protecol
encryption is now ‘guanium resistant’.
As such, readers who need gquantum-
resistant secure messaging need only to
download the app via https://signal.org.
This type of quantum-proofing” provides

excellent protection against HMNOL
[Harvest Mow, Decrypt Later] allacks.
These types of attacks involve

recording encrypted data like web traffic
inanticipation of '@ Day’. This is the future
date when guantum computers will be
capable of generating enough Qubits to
break traditional key-based cryptegraphy.

Tech companies aren't sitling on their
hands. As of April 2024, Cloudflare has

2 Won't protect against
government backdoors

2 0 Dayis far off

2 Other exploits remain

secured around two percent of all TLS
1.3 connections with post-guantum
cryptography, and hopes to see double-
digit adoption by the end of the year.
The NSA is taking a more cireumspect
approach by aiming for full post-quantum
migration of all their products by 2033,
Although 2024 is definitely not the
year a guantum computer will be built
to threaten conventional encryption,
the threat is very real. A sufficiently
powerful computer running Sher's
guantum algorithm’ could crack public
key cryptosystems like RSA, which rely
on multiplicatioen and factorization of
large prime numbers. Effectively, this
wauld allow the operator of the quantum
computer to decrypt all secure web traffic
between users’ browsers and sites.
Recent advances in 2024 have
brought this possibility cleser. Quantum
computers are inherently analog and
subject to ‘naise’, which can interfere with
mathematical operations like breaking
encryption. Still, in the past year, there
have been significant strides in ‘Quantem
Error Correction” codes, which in Lheory
could transform many millions of noisy
qubits” into & small powerhouse of
effective ones, capable of breaking public
key encryption, such as that used by RSA.
Currently, almost all secure web traffic
is sacured via X2551%, a Diffie-Hellman-
style key agreement. This is lypically

@ Qualys, 550 Lates
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Websites like 551 Labs can test servers for quantum-friendly TLS.

performed by a TLS 'handshake’ between
aweb application like a browser and Lhe
server so they can agree on a shared
encryption key.

While there's no feasible way to rapidly
break the encryption, the secunty of
X25519 1s based on the ‘discrete logarithm
problem for elliptic curves', which could
be cracked by a future quantum computer.
This means any handshakes recorded
new as part of an HNDL attack could be
used todecrypt associated web traffic.

Organizations like Cloudflare and
Google's Chrome team have responded
to this by adopting ML-KEM [previously
known as ‘Byber] to secure web traffic.
This ‘key encapsulation mechanism’
is quantum-resistant, though the full
standards for its operation Lkely won't be
lully put in place by NIST until 2025,

As an avid PC user, there are things
you can da to ensure your online safety
in a post-quantum world. First, you
should favor products and services like
Signal and Cloudflare that are guantum-
resistant. S50 Labs also has a free online
testing tool [www.ssllabs.com/ssllest),
which you can use to check that your
favorite websites are using a version of
TLS with guantumn support [currently 1.3]

256-Bit Symmetric ciphers like AES
and Twofish are generally considered
guanturmn  safe’. While an advanced
quantum computer running Grover's
Algorithm’ could reduce the time required
to brute-force a password, provided
the key is long encugh it would still be
unfeasible to break in sormeone’s lifetime,

This won't came as much cemfort to
these who use Microseft's BitLocker to
encrypt their Windows drive. In February
2024, security researcher StackSmashing
demonsirated an exploit using a $10
Raspberry Pi Pico to quickly break
BilLocker's drive encryption. In fairness.
the wulnerability is  well-established,
even referenced in Microsoft's technical
documentation. [talsoonly affects devices
that have standalone TPM [Trusted
Flatform Module| chips.

These are rarer these days, as most
computers use firmware TPM modules
[[TPMI. which are integrated into the
processor. If you're unsure what you have,
simply enter ‘'security” inte your Windows
11 search bar to open "Windows Securily’.
After this, select 'Device Security’ from
the left-hand pane, then choose “Security
processor details’.

From here, you can see the
‘manufacturer” name. If this matches your
CPU manufacturer, ie. Intel or AMD, then
it's likely that you're using an fTPM, so
your device's encryption can't be brokenin
this way,
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RANSOMWARE PROTECTION

& Lower year-on-year payments

& Lockbit Gang taken down

< Windows has anti-
ransomware features

2023 SAW 3 huge spike in ransomware,
with a 55 percent increase in victims
worldwide, at a cost of over $1 billion,
The tide turned towards the end of 2023,
with Malwarebytes reporting that in the
last quarter of 2023, only 29 percent of
ransomware victims paid up.

2024 brought more good news, as in
February,the FBlandvariocusinternatienal
law enforcement agencies took down the
notorious ‘Lackbit’ ransomware group.

According to a8 report by Coveware,
the average ransomware payment is also

£ Windows Security can cause
runtime issues

2 Antivirus isn't always effective

£ Uninstalling Windows isn't
always feasible

proportionately much lower than in 2023
Although antivirus software can protect
against some forms of ransomware, it's
not as effective once malware has gained
afoathold in your system.

Windows 10 and 11 can provide some
protection against this via CTontrolled
Folder Access. Once enabled, the
operating system will only allow ‘trusted’
apps to access files in specific folders.

To enable this feature on Windows 11,
enter Security’ in the Windows search
bar to launch ‘Windows Security’. Mext,

@ Ransomwane protection
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Controlled Folder Access allows enly certain apps access to your files.

PHISHING

POSITIVES
& MFAstill the best defense
& DNS filtering also offers protection

According to Egress’s "Email Security
Risk Report” for 2024, 94 percent of
organizations have been targeted
by phishing attacks, It remains the
maost common method for delivering
ransomware and other types of malware,
from both real and fake accounts.

In cases where phishing is designed
to harvest user credentials, traditional
advice has been to enable MFA [multi-
factor authentication) se thatevenifa
hacker obtains your passphrase, they'll
need a six-digit OTP [one-time password).

| NEGATIVES |
2 MFA isn't always effective

& Malicious URLs harder to detect

Accarding to Proofpoint’s 2024
“State of the Phish’ report, however,
this is becoming less effective against
Adversary-in-the-Middle [AitMI
phishing 'kits® like EvilPraxy, which
steal credentials and session cookiesin
real time. This involves cybercriminals
setting up a fake domain, impersonating a
legitimate site, then tricking the user into
trying to log in with their credentials and
OTP. The hacker can intercept this data
and send it to the real server in orderto
obtain a valid sessjon cookie and log in.

choose Virus and Threat Protection” from
the left-hand pane. Scroll to the section
marked Ransomware protection” and
click "Manage Ransomware protection’,

Here, you can enable TControlled
Folder Access. By default, only your
personal lolders are secured, but you can
select 'Protected Folders' to add others
Readers may wonder why thisfeatureisn't
enabled out of the box in Windows, Thisis
simply because there are legitimate apps
that aren't on Windows' ‘trusted’ list,
which can cause runtime errors.

Ransomware payloads are often
introduced wia ‘phishing’ Links In emails
and/or websites, Use a dedicated email
client with link scanning built in, like
Thunderbird's 'Scam  Detection’  or
Office365's Safe Links’. When surfing
the web, you can eliminate most harmiful
links through using a reliable ad blocking
browser exlension, like uBlock Origin
[https:Afublockorigin.com).

While  Ransomware exists for most
operating systerns, it remains most
prevalent on Windows. This means you
can reduce the chance of a compromised
system by using Linux an your PC.

Admittedly, malware for Linux is on
the rise, but as maost popular versions
like Ubuntu are open-source, bugs are
easy for the community to fix. Linux
15 designed with securily in mind—by
default, programs can only be Installed
by dedicated ‘package managers’. The 05
alsa strictly defines access permissions
for files and programs,

The same report notes that attackers
are less likely to place direct links to
phishing demains in emails er text
messages ['smishing). Instead, they're
Inserting links to legitimate websites like
YouTube, whose URLs include redirect
links to phishing domains. Attackers
are alsousing LLMs to craft plausible
messages, less Likely to contain spelling
or grammar errors. Microsoft seems to
be the most abused brand, with é8 million
malicious messages associated with it.

MFA remains an excellent way to
secure online accounts, though we
recommend a dedicated open-source
app like FreeOTP rather than SMS to
receive codes, Since malicious URLs are
becoming harder for humans to detect,
you should also consider using a reliable
DNS service like OpenDNS, which will
block known phishing domains.
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FIREWALLS

2 Protects against unauthorized
remote access

2 Freeversion builtin to Windows

© Simpletoconfigure

IN APRIL, mabware hunters at Valexity
discovered a zero day exploit in Palo
Alto Metworks' firewalls, which they
claimed a bad actor had been deploying
for weeks, The wulnerability was given
the highest CVE [Common Vulnerahbilities
and Exposures| rating of 10, as it allows
unauthorized users to inject arbitrary
code and execute commands with root
privileges, effectively rendering the
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@ Canstill be compromised

& False positives

© Lackssome advanced
features (Windows)

firewall useless. At the time of writing, a
patch is still being prepared.

With the rise of ZTNA [Zero Trust
Metweork Accessl, which can repeatedly
request device and user authentication
to access resources, there have been
a number of articles calling traditional
firewalls redundant, given that once a
user 15 authenticated by one, they're
usually given full access to the netweork.
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Windows Firewall is enabled by default and highly configurable,

VPNs

@ Cancircumvent geo restrictions
© Encrypts traffic with VPN server
@ Evades censarship

@ Free VPMNs can be dangerous
@ Proprietary VPN clients
& Risk of DNS Leak

According to Forhes Advisar, twoe thirds
of people now use a VPN to protect
their data. Traditionally, VPN services
have been popular for overcoming geo
restrictions on platforms like Netflix.
The benefits of using a reliable VPN
provider are clear, given that traffic
between a user's device and server is
encrypted. This is especially useful on
unsecured public Wi-Fi networks, where
bad actors can monitor data packets.
VPNs are also an important tool
for circumventing censorship. This is

Lb | wonng | JUN 2024

particularly relevant in 2024, as at the
time of writing, 17 states have passed
or introduced laws requiring age
veritication for internet users to access
certain websites,

In March, adult site Pornhub ‘went
dark’ in Texas in protest, having done the
same in Mantana and North Caralina in
January. The site’s operator, MindGeek,
painted out that the requirement to
provide government documents for
age verification has huge privacy
implications, given it would be easy
to identify people’s browsing habits.
Unless such data |s secured, it would
put customers at risk of identity theft.
Affected users need only connecttoa
VPN server based in a state that doesn't
have such checks,

Currently, around half of YPN users
malke use of ‘free’ services. This in spite
of the well-documented dangers, such
as the 2023 leak of over 340 million
customer records after a breach of free
provider SuperVPHN.

Cybersecurity researcher Jeremiah
Fowler documented this breach, and

While this is a meaningful discussion
for network administrators, there's no
debate fer regular PC users. A robust and
up-to-date firewall still provides exceltent
protection against bad actors trying to
remately access your device.

In'Windows 11, the firewall falls under
the umbrellz of "Windows Security’. You
can access it by typing Tirewall’ into the
Windows search bar to epen Firewall &
network protection,’ By default, Windows’
firewall enables three profiles: Domain,
Private, and Public. Firewall settings
will vary depending on your profile—on
public networks, incoming connectiens
are blocked unless they're from a list of
allowed apps. You can, however, edit this
list, The firewall also supports Internet
Protocol security [IPsec], which means
you reguire authentication from any device
attempting to communicate with yours,
You can configure this from the "Windows
Firewall with Advanced Security console’,
and define rules for connections,

Overall, Windows Security offers an
excellent personal firewall, which is
something to consider before installing 2
third-party ane. The only real justification
tor these are the extra features, such as
Zoneflarm's automatic scanning of URLs
for phishing Links.

TinyWall is one exception to this
rule, as It's designed to waork alongside
Windows Defender, minus annaying pop-
up notifications.

discovered multiple versions of the

‘SuperVPN" app offered for download,

seemingly by separate developers.

His findings showed a link between

the creators of SuperVPN and other

supposedly free services like Storm VPN,

Luna YPM, Rocket VPM, and Ghost YPN.
While users may balk at the extra

cost, running an effective VPN service

Open-source VPN clients Like OpenVPN
Connect offer the bestsecurity.
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ANTIVIRUS

& Can prevent malware executing
@& Windows Defender offers

great protection
<& Extrafeatures

WHILE ToOLS like ChatGFT  have
safeguards to  prevent  generating
malicious codes, the same isn't true for
all LLMs, meaning Al can be deployed to
generate polymorphic malware,

One such tool, BlackMamba, was
developed as a proof of concept last year
by Hyas. This particular malware was a
farm of keylogger. capable of retrieving
code from a benign’ source like Pastebin,
then changing it constantly to avoid
detection algorithms

BlackMambawas tested multiple times
an an anonymous big name EOR [Endpoint
Detection and Response| platform, only
for it to fail to recognize the threal. EOR
platforms have been keen to fight fire
with fire, and there are currently many
solutions an the market using machine
learning to isalate threats.

Still, the grim outlook for threat
detection in the wake of Al has led to
serious concerns that traditional antivirus
simply cant keep up. As far back as
2014, the CED of Symantec admitted

£ Mot effective against all malware
& Last line of defense
2 False positives

that antivirus alone wasn't sufficient
to keep up with modern threats. In the
years since these comments have been
widely misquoted as a proclamation that
“antivirus is dead.”

IU's more accurate to say that antivirus
is a last line of defense: where DNS
filtering or browser plugins fail ta block
a harmful dewnload, or firewalls fail to
prevent delivery of malicious payloads,
the antivirus is left to succeed where
other products failed.

Popular website AV-Test scans
an average of 12 million harmful
programs each month, as well as

reviewing various antivirus projects. [t
also maintains a carefully curated list of
the very best Windows antivirus software
tar home users.

Choosing from these can be difficult,
as antivirus developers try to make
their products stand out by offering
extra features like password managers,
VPN, secure browsers and the like.
As useful as these can he, they can

®ERAR

consumes huge resources in terms of
bandwidth, servers, and maintenance. If
a provider is offering a VPN service for
free, there's a risk that they 're harvesting
user data lo sell and/for serving ads that
could undermine your privacy.

Mote that there’s a distinction between
cost-free YPN services and reliable VPN
providers whe offer both free and paid
plans. As such, Fowler's advice fram 2023
remains current. When considering a
VPN provider, read independent online
reviews from sites like TechRadar to
check they're legitimate and their service
will meet your needs. Ideally, find a
provider who either offers afree trialora
money-back guarantee.

Many YPN services claim to have
a 'nologs’ policy where they do
not permanently store identifiable
information about users. In theory, this
provides excellent protection if any VPN
serversare compromised or seized. In
practice, thisis an easy claim to make,
so some of the bigger VPN providers
submit to regular audits by third parties
to verify this. Forinstance, in January

2024, NordVPN underwent an audit with
Deloitte Audit Lithuania, who inspected
the provider’s server infrastructure to
check the no-logs policy was still in place.

Linus’ Law also applies to VPNs. If the
‘client’ software you use to connect to
the service is open-source, it's not only
less likely ta contain bugs, but you can be
assured that there are no ‘backdoors’ to
allow bad actors to monitor your activity.

If your provider doesn't offer this,
consider connecting te their service via
an open-source third-party client, like
SoftEther or OpenVPN Connect. Make
sure your VPN servicas also supports
protocols using strong encryption like
WireGuard or OpenVPN.

Certain VPN providers will encrypt
traffic correctly, but leave your device's
DNS requests to be handled by your
ISP. This form of 'DNS Leak' is a privacy
risk, as anyone with access to your ISP's
record can see what domains you visit.
More reliable VPN services will process
your DNS request themselves. You can
check this is the case when connected to
yaur VPN via tools like https://ipleak.net.

f This site has been reported as unsak

Microsoft SmartScreen can prevent
download of potentially malicious files,

distract trom the core issue of how
efficient the software is at detecting and
removing malware,

During January and February 2024,
AV-Test evaluated 17 of the most popular
antivirus solutions, These fesis included
Windows' own built-in antivirus, which
tan be accessed via Windows Defender
Security Centerin ‘Settings’.

AW-Test first used 278 samples to test
Windows built-in protection aganst zero
day malware attacks, including web and
email threats, They also tested Windows
Defender against 15,362 known samples
of malware that had been discovered in
the previous four weeks. In both cases,
the detection rate was 100 percent,

Admittedly, there are third-party
products that achieved the same resulls
and which, like Windows Defender,
received AV-Test's Top Product' rating.
StiLl, it's comfarting to know that Windows
already offers comparable antivirus
protection to leading paid products such
as Bitdefender Total Security,

Windows Defender also includes
Microsoft SmartScreen. Each time a
user tries to install an app, SmartScreen
atternpts to confirm it's legitimate by
checking the publisher’s digital signature
and verifying the certificate autharity viaa
‘Chainof Trust’,

SmartScreen can also check that
domains are safe for Microsaft Edge
users, though this has resulted in false
posilives, such as in March 2023, when
Windows Defender started blocking a
number of legitimate websites.

5till, given that Windows' own anfivirus
isavailable for free and can automatically
be updated along wath the OS5, it has
clear advantages over a third-party
product, As with any security software,
it pays to do your own research through
reading independent online reviews
before installing, th
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Navelties Include an Integrated calo
touchscreen with 1,424 by 280 pixel
resolution, giving access to soft keys,
a system monitor, and controls for Wi-
Fi, Bluetooth, audio, and other system
functions. Connectivity Is another
strong point, with two HDMI out ports
with suppaort far up to BK resolutions,
an HOMI-in for capturing video up to
&K, dual ethernet, microSD, USB-C, and
even alegacy VGA port.

0Oh, we forgot to mention that this Is
an Arm-basedrig running the intriguing
RockChip RK3588 SaC. It sports four

cores, and another four Cortex-ASS
efficiency cores. To that, you can add an
Arm Mali-Gé10 MP4 quad-core GPU and
an NPU, with 6 TOPS of Al processing
throughput. Thers are even stereo
speakers and a microphone.

It’s not the cheapest mini PC, at $721
for 8GB memoryand 44GE flash storage
configuration. Up to 32GB of RAM and
over 10TB of storage is supported—you
probably wouldn't want to game on it,
but as an accessible route into Linux
and Arm computing, it's an intriguing
turn-key with lots of useful features.
~MAXIMUM PC

Arm  Cortex-A74 high-performance
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Discover how to securely access
vour home network when out
and about, with Nick Peers

THE BEMEFITS OF VPNs=—Virtual Private Networks—are well-known, particularly when
it comes to securing your connection to the internet. Nate Drake’s excellent feature in
the October 2023 issue explains how that side of YPMs work, but another use for VPNs
is to provide you with a secure means of going in the opposite direction. In other words,
instead of tunneling your way out into the wider internet, we're talking about tunneling
back inta your local network from cutside.

Why do this? First, it enables you to access your network as if you were sat at hame,
giving you access to all your local network resources. But another use for VPNs is to
provide you with an alternative—and even more secure—means of accessing your home
server. Instead of exposing sensitive services like your self-hested password manager
to the internet through a domain name, for example, you keep them safely ‘offline’,
accessible only through your VPN server.

The great news s that unlike using a VPN to access the outside world, there’s no cost
invalved, because you host the VPN server yourself. Turn the page toe find out how to get
it up and running with minimal effort.
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secure VPN | ™=

LET'S BEGIN WITH A RECAP of how a VPN works, and why it's
necessary. Data issent and received over the internet in ‘packets’,
Mot only are these tagged with identifiable infermation about your
location, but unless they're specifically encrypted by whichever
service you're using [such as an https website], then their contents
can be clearly read by anyone who intercepts them.

Tocombat this, VPNs create what's known as a ‘secure tunnel’
to hide your data. This is done by encapsulating every single
packet of data within an outer layer that's encrypted using a
specific protocol using specially generated cryptographic keys
|private and public]. Those keys are required by your VPN pravider
or server to decrypt the data at its destination, ensuring the data
can't be read as it travels to and from your devices.

Nate's article in October 2023 focused on how you use a third-
party VPN provider to transmit your data—encrypted atsource—
threugh its own servers 1o mask the origin of your traffic. Not
only does this ensure your data remains secure, italso allows you
to mask your lecation from both your internet provider and any
websites you connect la.

& VPN server setup does the opposite by encrypting data
traveling to and fram your home network rather than the internet
itself. This doesn’t simply protect your devices by encrypting the
data being sent and received, it also acis as a barrier to anyone
else trying to access your home network from outside your home.
Unless they have your YPN setup and credentials to hand, theres
noway they can cannect.

CHOOSE YOUR PROTOCOL

There are multiple VPN encryption protocols out there, but
there's only one choice for us: WireGuard lwww.wireguard.com).
It's the latest standard to emerge, and has become renowned for
its perfarmance and ease of use, aswell as its rock-solid security.
Like atl VPN server setups, WireGuard comprises server
and client camponents. ldeslly, the server will be installed on
something running 24-7, so it's always available, and you don't
need to remember fo leave it switched on and connected while
you're away. This could be 8 PC—we'll focus on configuring a
Windows PC for the task, but it's also a great fit for a suitably
powerful MAS like those offered by QNAP and Synology or our
April 2024 Linux-based NAS server build. You might also want
to check to see if your router offers a VPN server, either built-in
ar—in the case of Synology routers—as a separate plug-in. Sadly,
the likelihood of WireGuard support is slim, due to its relatively
recant appearance. If you want to explore this route, you'll likely
have Lo investigate OpenVPN as an allernative to WireGuard.
You'll find official WireGuard clients for all major platfarms.
One additional consideration before you begin is how you'll
configure your clients to reach your home network. They [l need
to know how to reach your home network’s public |Pvd or WAN
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WS4W (WireGuard Server for Windews) makes setup easy.

address—this is the address you'll see when you visit wiew.
whatsmyip.comwhen connected to your horme netwark,

The problem with relying on this WAN address is that in
maost cases, it changes over time |such as when you reboot your
router]. When this happens, you'll be unable to connect to your
VPN until you update your settings. The simplest workaround is
to utilize your own domain ora free dynamic domain service that's
canfigured to point to your WAN address—see the box for defails.

INSTALL IN WINDOWS

There are several ways to install a WireGuard server, bul what
cauld still be a tricky process to follow manually is made far
simpler by the existence of custom-built easy’ options. If you
plan to install it on your home MAS server, check the box for
an implementation invelving Decker or Pedman. If you're happy
to install it on your Windows PC—which needs to be on and
connected when you're away from home—then you'll be using a
free tool called Wy Server for Windows (WSAW].

WS4AW keeps things as simple as passible by automating all
of the steps required. Head over to https://github.com/micahmo/
WgServerforWindows and downlead the latesl release. Double-
click the setup file and follow the prompts to install WS&W with
the default settings. You may also be prompted to install the NET
Gore Desktop Runtime—do so.

Once daone, leave Launch Wg Server for Windows' checked,
and click Finish. & new dialog will open with a list of steps to
follow, First, click ‘Download and install WireGuard. When
complete, WireGuard will open its own window, inviting you to add
a tunnel. Ignore this, and instead click "Edit server configuration’
inthe main WS4W window to apen a separate dialog.

Start by giving your server a name (such as ‘Home network’)
Leave the listen port set at 51820, but before going further, open
your reuter’s configuration utility and create a port forwarding
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Maost router-based VPN serverssupport OpenVPN, but notWireGuard.
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Forward port 51820 to the computer hostingyour WireGuard server.
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Use DHCP reservation if your server has no staticIP.

rule to redirect traffic on port 51820 [UDP only] to your PC's
|P address. Your PC's |P address should he static, so it never
changes. |l it's assigned by your router via DHCF, check your
rouvter's configuration utility for a DHCP Reservation section,
where you can pin’ a single IP address to a specific device.

Once done, focus on the Endpaint field. if your ISP has assigned
you & mever-changing static IP address, click Detect Public IP
Address tolet the field fillautomatically. If not, enter your domain
ar hostname so it reads something like ‘demain.name:51820°.

Below this is the Address lield, which refers to WireGuard's
own OHCP server, which is used to assign an internal IP address
ta your client. By default, it uses 10.253.4.x to avaid potential
clashes with addresses assigned by your router. The good news
15 that WireGuard routes traffic from this subnet to your main
subnet [typically 192.168.:.y] so it all works seamlessly, ensuring
you can access shared folders and other network resources, With
this in mind, leave itas it is.

Finally, click Generate next to Private Key, and then again next
ta Public Key. This generates the all-important keys your client
will need to possess to be allowed access to your network via the
VPM. These can be easily regenerated as required [rom here, bul
you may want to note them down somewhere, such as in your
password manager. Finish the server configuration by clicking
Save. The dialog will vanish, and after a short pause, a green tick
will indicate that the server is now configured.

CONFIGURE CLIENT CONFIGURATIONS

One of the strengths of your ¥PH server is that you control how
many devices can connect Lo it at any one lime. This is done by
creating individual client configurations for each connection.
This means that devices can only connect through one of these
configurations. A single configuration can be shared across
muftiple devices, but only one device can use that configuration at

Once set up, generate a OR code or config file for your client device,

DOMAIN
FORWARDING

The simplest way to ensure that you can always
reach your home YPN server is to connect through
adomainthat's permanently redirecting to your
home network’'s WAN IP address. This requires
two elements: the domain itself, of course, but
also a dynamic DNS client that can detect when
your WAN IP address changes and inform your
domain provider of the new address, so people are
seamlessly redirected to the correct location,

If you already have a domain name and DDNS
client set up to direct traffic to your server—such
as Vaultwarden, Motion, Jellyfin, or one of the
other many server projects we've covered in
recent years—then all the hard work is done. Just
enter that domain into the Endpoint field in Wg
Server for Windows, or use it for the W6_HOST
variable in the WireGuard Easy container. As soon
as you set up your router to forward port 51820 to
the PC running WireGuard, everything is in place
for your YPN server to work seamlessly.

If you don’t have anything pointing to your
WAN IP, you have a choice: if you own a domain,
simply set up a subdomain within your domain
provider's web interface to point to it; if not, take
advantage of a free hostname from the likes of No-
IP lwww.no-ip.coml. In both cases, setting up the
subdomain or hostname is only half the story—you
also need to install and configure a dynamic DNS
client on any device on your network to ensure
that when your WAMN IP address changes, your
hostname or subdomain is updated to point to the
new address.

You have several choices here—we use
LinuxServer's ddclient container [https://docs.
linuxserver.io/images/docker-ddclient), but
check with your domain provider to see if it offers
adedicated Windows app for the job—if you use
MNo-IP, try its own DUC client [www.noip.com/
download ?page=winl, for example.
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PODMAN

Another way to install WireGuard is as a container
folloewing our previeus guides to Podman and Docker.
The aptly titled WireGuard Easy combines both
WireGuard itself with a user-friendly frontend for
managing connections through your web browser. Visit
https:/fgithub.com/wg-easy/wg-easy to find out more
about the tool and access detailed instructions if you
need them.

If you've followed our lead in switching from Docker
to Podman, the good news is that there are dedicated
instructions for running WireGuard Easy as a rootless
Podman container on the app’s wiki [https:/foithub.com/
wo-easy/wg-easy/wiki - click ‘Using WireGuard
Easy with rootless Podman’). On our Debian server,
we needed to create a podman network with MTU of
1500, and then we adapted the script, as shown in
the screenshot.

After the container is up and running, access
the web interface through your web browser at
http:/f192.168.%x.y:51821. Enter the admin password you
added to the Podman script to log into the weh interface.

You'll be shown a basic screen inviting you to set up
your clients—click "+ New Client’ to do so. The client
configuration process is even easier than WS4W's—just
give it a suitably descriptive name, and you're good to
go. It"lL be assigned an IP address and all you need to do
is set up your client using the links to either view a QR
code, or downlead the configuration file.

The web interface also shows when a client is
connected and shows the amount of data being uploaded
and downloaded. There are fewer configuration
options than those offered by Wa Server—these should
be defined in the Podman script when creating the
container. You can also tweak settings like the DNS
server from the WireGuard client, if you need to.

any ene lime. That might work if youwant to restrict the number
af connections to your netwark at any one time for performance
reasons, but if not, simply create separate configurations for
each device you plan to connect with,

Click the Configure client|s) button to start, This opens a new
dialeg—click Add Client’ to set up your first configuration. Start
with a descriptive name—typically the device you plan to connect
with. Click ‘Generate from Server' nex!t to the Address field to
assign one of the |P addresses {rom your VPN server’s own poal,

By default, WireGuard assigns Google (8.8.8,8] and Cloudflare
11111 DNS servers to your connected client. You can change this
if you wish—if you followed our Pi-hole guide from the January
2024 issue, for example, you can set that as your DNS server,

Finally, you'll be prompted to generate more keys: Private,
Public, and Preshared in this case, Preshared are optional, but
advised for security, as yaou'll want to share thesa with the client.
Click Save when done to return to the main program window.

To set up your first client, switch to the device you want to use
remotely and install the reguired app—visit www.wireguard.
cam/install for links and instructions for Windows, mac05S, Linux,
Andreid, and 05, Once installed, open the app, where you'll be
prompted to add a tunnel. Click or tap +—you'll see options o
import files, scan from OR code, or create from scratch,

The file and 0R code options are the simplest paths to follow.
Switch back to W54W and click Configure client|s] to access your
configuration, You'll see two buttons offering lo generate a QR
cade or export a configuration file. If you're connecting a device
with built-in webcam, the OR cade is the abvious option—when it
appears on your PC's display, use your device’s webcam to scan
itin through the WireGuard clisnt app. When prompted, give your
tunnel a name and click Create Tunnel’

The new connection will appear in the app—tap to expand it
You should see it's successfully replicated everything it needs
to connect to your home network. You can now clase the Client
Configuration’ dialeg on your PC and click 'Install tunnel service’

TEST CONNECTION

Once the tunnel serviceis running, test your connection. Open the
WireGuard client and flick the switch an, Tap OK if prompted to
create the VPN connection. Mow, click the View button on the main
WS4W screentoopenanewwindowthat should hopefully confirm
that the connection is both live and your client 5s connected to it.
Congratulations—the basic connection is complete!

MNaow, iUs time te finish the setup process. Right now, although
your client can connecl to your YPN, it has np access lo your
network, nor can it connect to the internet. WSEW gives yvou a
choice of connection protacols—il you want to use your VPN
server through your home connection’s IP address, switch to the
Internet Connection Sharing tab, and click both buttons [Enable
Internet Sharing” and Enable|.
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These steps got WireGuard up and running on our NAS.

-3

= WH EGUARD BERVER MICRASOFT

The official WireGuard client provides a log of VPN activity.
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You can configure your YPN to provide secure internet access.

To apen your network to your VPN clients, stay on the MNetwork
Address Translation’ tab and click "Enable NAT". This gives your
clients access to both your network and a secure path to the
internet. Windows makes your VPN network public for security
reasons, Click ‘Make private’ to enable netweork sharing,

With everything marked green in WS&W, your server
configuration is practically complete. You can perform further
tweaks and set up additional client configurations, or close
the window—your WireGuard connection remains active [see
the WireGuard Icon in the Taskbar's Notification area; it'll
erroneously claim to be inactive, but open the main window and
switch to the Log tab, where you'll see the wg_server tunnel is
active and working as it should),

Should you need te change things further, type "'wg' into the
Search box to reveal the Wg Server for Windows shortcut.

FURTHER CLIENT CONFIGURATION

You can now dial into your home network from any configured
clients, effectively placing them within the network, That's
great when working with your Laptop or Chromebook, but when
you're connecting through your mobile, you might prefer a hybrid
approach to counter any performance penalties.

That's possible thanks to the mobile client, which allows
you to choose exactly which apps connect through your VPN
server and which ones use its nalive connection. To do this an
an Android phone, for example, tap the connection to expand
it, followed by the pencil icon to edit its configuration. You'll
see an All Applications” link—tap this to choose whether o
exclude specific Bppe OF include specific apps only depending on
your preferences, O
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Some VPN settings can be tweaked or altered from the client itself.

SERVER
VERSUS
VPN o
PROVIDER

The main reason to set up this home server VPN is to
allow you to dial into your home network from anywhere
in the world without compromising your security.
However, your VPN server does give you some of the
same functionality of 3 third-party VPN provider, too.
The mostuseful is the fact that when logged in, you'll be
accessing the internet through your home connection.
This allows you to connect securely to the internet
throughinsecure networks like public Wi-Fi hotspots.

A second benefit is that when you're abroad,
connecting through your VPN server allows you to
bypass certain geo-restrictions in the country you're
in, allowing you to—for example—access domestic
streaming services back home, all without having to pay
a third-party provider for the privilege.

That said, there are caveats, You can't use your VPN
server to anonymize your internaet connection, as you
can with a YPN pravider. That’s hecause all your traffic
originates from your home internet connection, making
it easy to identify you as the source. You also cantuse it
to bypass geo-restrictions to access content from other
countries, such as the BBC's UK iPlayer service.

There's also performance. VPNs require system
resources to encryptand decrypt data before and after
transmission, while the need to re-route data through
your home network can also be a drag, particularly if
your home internet connection isn't the quickest. The
issue can be further compounded by the amount of
traffic from others using your home network ar trying to
connect through your VPN at the same time. If you don't
need the extra features offered by third-party VPNs,
your WireGuard server could be the only VEN service
you need.
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Use Speedtest to benchmark your devices with and
without the YPN enabled.
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have you been hacked? |===|
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Don't let attackers sneak under your radar:
Nik Rawlinson reveals the telltale signs to look out for
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the consequences of a malicious
actor gaining access fo compamy
resources could be enormous

To reduce the rigk, 2FA and
biometrics make it harder for
untrusted outsiders 1o get into your
systems, It's also an established rule
of IT administration that users [and
services| should only have access
to the resources and privileges
they need. This way, if someene steals
a username and password, there's a
limit o how much damage they can
do. You can apply that principle to your
horne netwark, as well as in the office.

This approach also helps prevent
ancther danger in the workplace:
insiderthreats, suchaswhenamember
af staff illicitly takes copies of sensitive
data that can be used for competition or
extortion. You might imagine that such
attacks are rare, but they're a growing
problem. Analyst Proofpoint reports
that in 2022, the cost lo business of
insider security threats increased by 62
percent in retall organizations, and &7
percent in financial services, Response
times, meanwhile, are slipping—it now
takes 85 days to contain an insider
threat, compared to an average of 77
days just two years ago. Managers can
minimize the risk of such attacks with
a coordinated approach across teams
and departments, ensuring workers
know how to spat and report suspicious
behavior or security loopholes,

Whetheryou're managing a personal
Wi-Fi router or a huge corporate LAN,
it's important to ensure that all devices
onyour network are kept appropriately
patched and wupdated. A report
from Tenable Research revealed that of
the five most widespread cyberattacks
in 2022, four relied on ‘zero-day
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Microsoft Sentinel analyzes data from
awide range of sources to identify
potential security incidents.

exploils thal were palched on the same
date as theywere first observed in thewild
[see tinyurl.com/354researchl. In other
words, mest infections could have been
avoided if individuals and IT managers
had kept their protection up to date
Ancther  practical measure  you
can take is to epable MAC address
filtering on your router lo ensure that
anly known devices can connect to your
network, This doesn't give you perfect
protection, as addresses can be spoofed
and bypassed, but it will almost certainly
keep casual interlopers frem connecting
to your network. Similarly, it's & good
idea to disable remote management on
your router so that settings can only be
changed from inside your network,

SIEM AND SDAR
Evenifyou religicusly follow best-practice
SECUrity measures, your network could
still be compromised via means outside of
your control. That's why it's important to
recognize anintrusion as soon as possible,
s0 you can neutralize it, hopafully before
it's able to do any damage.

For home users, the signs of a
compraomise can be subtle. You may

notice a change in the perfermance of
yaur computer or network, or requesters
that you haven't seen before [see Has
my home been hacked? overleafl.
Businesses can spot problems  wia
network monitoring—the catch here
s that a fleet of tens or hundreds of
computers will generate a lot of data—far
mare than an in-house security team can
possibly analyze by hand. This is where
SIM, SEM, and SOAR tools come in,

SiIM stands for Security Information
Management, and refers to the long-
term process of collecting usage data
for analysis. This data then feeds into
SEM  [Security Event Managementl,
which identities . patterns within  the
data, Combined, these two approaches
become SIEM [Secunity Infermation and
Event Management], which encompasses
an overarching workflow of gathering,
analyzing, and acting upon data,

As the US National Institute of
Standards and Technology explains,
SIEM  “provides the ability to gather

security data from information system
components and present that data
as actionable information wia a single
interface”, An effective SIEM  solution
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have you been hacked? ™= |

HAS MY HOME BEEN HACKED?

Fora home network, advanced
measures such as SIEM, SOAR, and
UEBA aren't practical, but thereare
somered flags you can look out for
as indications that you may have
bean compromised.

1. SUDDENLY SLUGGISH
PERFORMANCE

This can be caused by something
unaccounted-for eating up your
computer’'s resources. A continually
running fan, 3 laptop that gats
unusually hot or a battery that conks
out'in deuble-guick time-can all also be
clues that a rogue process is working
the processor hard.

2. AN UNUSUAL SPIKE IN

NETWORK TRAFFIC

This is another sign that something

is amiss; it could be caused by
someone exfiltrating your data, using
your internet link to fire off spam or
initiating a flood of connections for a
DDoS attack. Ifyou have a fast internet
service, you might not notice an
unusual load, but many routers include
traffic manitoring and management
features that can help.

3. NON-FUNCTIONING PASSWORDS
When hackers gain access Lo a service
or router, the first thing they'll often

do'is change the password to prevent
you from checking up on their activity

and kicking them out. If you find you're
unexpectedly locked out of an account,
take action seoner rather than later.

&.0DD POP-UPS

We said that modern Infections Like to
lie low, but there's a particular species
of malware thal does the opposite,
throwing up alarms and alerts that
warn you of computer Issuesor
lironically) a virus infection. You'll then
be urged to buy a particular piece of
software or visit a website to fix the
problem’. Neaedlaess tosay, it'sa scam.

5. UNEXPECTED SEARCH RESULTS
ORWEE CONTENT

Arouter hack er a devious piece

of malware can hijack your traffic,
sending you te unfamiliar sites, or
bogus phishing copies of legitimate
ones, You could easily be tricked
inta entering personal or business-
critical information, such as webmall
or cloud login details. These sites
canalso install further malware on
your machine.

In all cases, if you think you might
have been breached, you should follow
the usual security procedures. Ensure
the 05, applications, and irmware
are up to date on all your devices,
perform a thorough antivirus scan,
check system and network settings,
and change any passwords that might
have been compromised.

can spot the signs of an intrusion
or malicious interference far more
quickly than a human could.

Finally, we come te SOAR [Security
Orchestration, Automation, and
Responsel. This actively responds to
intelligence from the SIEM layer and
other inputs, such as loT alerts and
regular security scans. That might
mean blocking types of access, or
locking down some resources. S0AR
workflows are defined in advance, so
security teams will need to remain
vigilant, pay aitenlion to the output

ls, and define the

AR should take,

sse workflows are ready

for immediate use, reducing dwall time

and minimizing risk to a company’s
data, systems, and reputation

SIEM and SOAR  systems  are
increasingly making use of machine
learning to identify hidden patterns
within big data. This is particularly
relevant in the case of UEBA [User
and Entity Behavior Analytics), which
menitors actual activity and spots when
a user, server, or any network device
starts doing something out of the
ordinary. As |IBM describes it, UEBA "is
effective atidentifying insider threats—
malicious insiders or hackers
COMPromiss
can elude othe y
they mimic authorized netwark
[see tinyurl.com/358ibm).

DEVISE A PLAN OF RESPONSE

Once anintrusion is detected, ime is of
the essence, sowhether you're working
with a single computer or an office full
of devices, plan possible scenarios and
responses in advance. In fact, being
prepared is potentially mare important
for home workers, who typically
don't have specialist IT support stalf
on hand, nor conwveniences such as
hackup archives and spare hardware
Think about how you'd slay safe and
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Instantly generate a secure,
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LastPass online tool
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NETWORK SAFETY
FOR BUSINESSES

For companies seeking
professional SIEM

and SOAR solutions,
Microsoft Sentinelis

a cloud-based service
that can draw in metrics
from a wide range of
products published by
Microsoft and athers, It
analyzes all of this data
to identity 'incidents’,
which are multiple
instances of matching
alerts. This helps
deliver an overview of
what's happening within
the IT estate, After all, a
series of disconnaected
alerts might not mean
much if they appear now

mitigate the situation, but it will reassure
users, clients and the authorities by
dermonstrating your
to security and the responsible handling
of third-party data.
The penalties
of personal
significant over recent y

data have

carelaking
become
ears, while at the
are evolving. Whatever

for poor

and then, but together,
they can highlight the
presence of a threat
or network issue.
Santinel isn’t Limited ta
Windows, either; data
sources caninclude
APl output, or logs
generaied by machines
running Linux. Find
out more at tinyurl,
com/35ésentinel.
Another optionis
Sumo Logic's Cloud
SIEM [sumelogic.com],
which uses a signal-
clustering aloorithm
to automatically group
related signals. When
aset thrashald is

scale

commitment

mare
ur bus

loss of |rrr:-|: e ble
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ABOVEWhen it comes
to passwords, length

can be mere effective
than complexity.

LEFT Synology's Network
Center provides an easy-to-
use way of monitoring status
and resource usage.

reached by default
within a 14-day
window]|, il generates
an 'Insight’, on the
basis of which admins
can start investigating.
Datadog [datadoghqg-
com]| likewise combines
alerts using composite
monitors to minimize
alert noise. The ability
to spot patterns in data
maore effectively than
humanoperators, and
track them over the
longer term, can expose
tetling deviations from
the norm that would
otherwise be sasy

to miss.
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ZAK STOREY

MISSING
YESTERYEAR

|'ve been in the tech industry for
guite some time —coming up to
ten years nextyear. The older
I've gotten, though, the more I'm
starting ko miss the past

I've always been into PC
garming, and have long bult my
own machines, since my mom
rewarded me with some cash to
build a brand-new gaming PC asa
reward for getling inta university,

| picked up a Core 15-12500K,
Meys PET Deluxe mobo, BGE of
Corsair RAM, and an MSI GTX 440
Twin Frozr |l | paired that with
a power supply inside a Bitfenix
Shinobi ATX chassis. || had a
1080p Beng screen, Logitech
Z4 speakers, a Logitech G110
kieyboard, and a Cooler Master
Infero mouse. It had a stock Intel
cooter aswell, and an HOD from
an old rig. | named it Titan.

A year later, Al Suite kicked up
an error saying my CPU was loo
hat, as it had hit 70 C lhal. | quickly
Googled a good cocler, and came
across a Linus Tech Tips video an
the Lalman CNPS11X. From then, |
got hooked on the scene, watched
and read everything | could, and
started building PCs and tinkering
with what little [ had, building rigs
and speccing them up for friends

Alot has changed since
those days, Irom hardware and
software, to friends, family, and
life in between. But | still love PC
building

JUR 2ozs | s
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Use Photoshops
new Al features

YOU'LL NEED THIS
PHOTOSHOP CC 25.5

ADOEE HAS DowE a lot of work lo integrate generative Al—a systermn it calls Firefly—into
Photoshop over the past year. The technolegy has made the jump from the beta version of the
apo to the mainline release you'lLfind on Crealive Cloud, as well as the web and iPad versions.

DR LATER The image-ediling app's Al capabilities now cover much more than producing uncanny
Some images images of people with six fingers and an uncountable number of teeth, but then, that was never
Aninternet connection Adobe's approach to the téch. It has always taken the position of seeing what neural networks

can do for Photoshap without allowing them to become Photoshap, snd while the current buzz
on somal media might be about models such as Sora creating entire videos from scratch, in
Photeshep you're expected to use it to enhance an existing image, saving time and effort, but
not compromising on your creativity,

As such, while it's possible to open a blank document and generate an image of a PC-strewn
office: or enormous cup of coffes, Al in Photeshop is better used for things like expanding
backgraunds, removing power lines, or adding and moving objects. Some af it 15 less than
intuitive, however, as we shall se2 -1AN EVENDEN

of the generated imagery, and the Options paletle
thal's al the top, too. Adobe calls the floating bar the

\ \‘ i ! i Contextual Task Bar, but we'll call it the floating toolbar
N R S = 5] s0 i1 doesn't get confused with the Windows Taskbar,
= ~ While attempting to take screenshots for this tutorial,

| o o the fleating toclbar vanished, and could only be brought
back by unchecking and rechecking the Contextual Task
\ Bar aption on the Window menu, To avaid this, you can
pin the bar in place by clicking the three-dot menu an
its right, drag it around by clicking on its left-hand end
when it inevitably obscures an important part of your
project, or make it go away completely by choosing Hide,

GEMERATIVE EXPAND
The first generative Al 1col we're going to look at

is asimple one. Fora while, Photoshop users have
been able to use Context Aware Fill to help reshape an
image, with mixed success—sometimes it produces the
ideal result, other times a mess of repeating patterns,
Generative Expand improves on Context Aware Fill,
especially in detailed scenes at the cost of speed—it
takes noticeably mare time to process, and you'll be
walching a progress bar with usetul tips on it for longer,
giving time for trips to the coffee machine. Changing an

THE TOOLBAR
1 Generative &lin Phatoshop isaccessedviaa floating toclbar
that always seems to be either missing or in the way. It's
clunky, but while it's possible to imagine many worse ways of
doing it. a more elegant solution seems elusive. We're using
version 25.4 of the app, so it's possible things witl be refined.
You'll need 25.5 or later to use some of the tools in this tutorial.
@ Generative Alis alsotied tothe Properties palette on the right
of the interface, from where you can choose betwean variations

FIREFLY TRAINING DATA

There has been controversy recantly
over Al image generalorstrawling the
wel for thefr tralning data and violating
artists’ copyright [n'the process. Adobe

says Firstly istrained on licensad
cantent. suchas Adobe Slack, and
public domain images that aren’t
covered by copyrighl. As a result,
Firefly is designed to be ‘commercially
safe’—corporate speak for 'OK for
businesses to use lagally’.

However, Adobe Stock contributors
aren’t happy thelr images are belng
usad in this way, telling VantureBeat
that they should have bean asked
for their consent, thaugh this use is
coverad by the terms and conpditions.
Adobe Stock also accepts Al-génerated
Images, something many other stock
photo libraries-do not, and hosts a
POF on s website with tips for how 1o
aptimize yaur Al images for the library.

Last year, according toa report by
PetaPixel, Al images outperformed
thosetaken by human photographers
in tenms of revenue per Image
an Adobe Stack, though this was
hased an early data, and meay not
be fully representative. The (dea
that purchasing well-composed and
prampled Al images may be better than
rotling your.own with a Firefly prampt
is aninteresting one, howaver.

SANDEE PROTOSHOP
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image like thisis useful for those times you're trying to fit & 3:2 [lmage Al shows the difference between Cantent

aspect ratio image into a 16:9 hole, or even when you're supplied Aware and Generative: both images were expanded on
animage in portrait orientation when you need it to be landscape, the Left, but the Content Aware image has repeated the

Theway it werksis simple. [t's builtinto the Crop tool, soyou corner of the door where Generative Expand has left
drag out the familiar box Lo the required dimensions, even if this it smooth, and the Generative plant [despile being out
means going over the edges and intothe blank white nothingness of forus] has a mare realistic look than the green and
beyand. Instead of choosing Content Aware Fill, pick Generative vellow blur the Content &ware tool has created. It's
Expand from the drop-down menu an the Options palette, and still not perfect—the top of the door is wonky in both
click the checkmark to proceed. images—but it would be much guicker to touch that up

than to remove the repeated corners,

DOBJECT REMOVAL

[lmzge Bl 1s another before-and-aftter in which
- ! we've ramoved the sticker from the back of what's
probably an iMac [the older, thicker madel from belore
they became so thin at the edge you could swing one as
4 an anti-zombie weapan| that says 'Quit self sabotaging’,
We don't goin for that sort of banal positivity, soit'sgot to
go. From the left, we can see the original, the Generative
Fill, and the Content Aware Fill, which has got things
badly wreng by including parts of the chair inits fill and
crealing a repeating pattern. We could have made this
better by directing the toel to sample more appropriate
areas of the image, but with Generative Fill, there’s no
need—it has produced a perfectly smooth result

JuN 2024 | e | B1
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Doing this isnt immediately obvious, as Adobe hasnt
included a Gererative Fill button on the floating toolbar. Instead,
once you've made your selection, either head to the Edit menu
and choose Generative Fill from below Content Aware Fill, or hit
Generate on the toolbar without including a prompt. That you can
do this is one of Photoshop's misunderstood features—simply
set the Al going, and it will probably work out what you want. It
doesn't always work—we tried it on the windows in the back of
the picture to see if it would remove the trees and teave the sky,
but instead it replaced the window with a similar one that had
opaque panels, rather speiling the view. However, if you've gol 3
photo that has power linesin il, and wan! to stop them spoiling a
pristine winter sky, making a selection and hitting the Generate
buttan can be the easiest way to remove them, though you'll
probably have to do some tidying up arcund the edges by hand.

SELECTSUBJECT
Open a file, and the first thing the floating toclbar offers

yau is Select Subject, which as you'd expect, places
the familiar Photoshop marching ants border around what it
considers to be the subject of the photo. This tool is one of the
new features thal offers you a choice. Do you wanl lo process
the selection on your PC, erdeo youwanttosend it to the cloud so
Adobe’s servers canwork onit? Open Edit » Preferences » Image
Processing, and you can pick whether to keep it on your device,
which offers guicker results, as well as the knowledge that your
data isn't leaving your PC, or you can opt to use the cloud tor
more detailed selections, If you change this setting, you'll nead
le restart Photoshop for it to take effect. Hair has always been a
problem for automatic selection toals, so we picked a portrait of
a lady with curly hair to see how the two methods coped. [Image
C] shows a side-by-side comparison of the results, with the
background removed to show the effect aof the selection. On the
left is the ariginal, in the center the on-device processing, and on

POISONING THE WELL

Al image genaration modals raquirea
constant stream of real, human-created
images totrain gnin order 1o kezp up
with ghotographic trends and Lo creato

new, better, Image generation models. A
phanomenon known as maodel collapse”
oceurswhen an Al model istrained
using synthetic’ data, which in this

case means images created by ather Al
image generation systems, and leads

to graduat degensration of the output

produced. Having Al models feeding on
each other, stleastal the currefit level of
-sophistication, gets you unsat(sfactor'y
results that only get worse over time.
Thismeans generated images may
‘always have 1o live alongside real
human photagraghy and art.

There's3lso Nightshade, 2
technology froma team led by &
professorat the University of Chicago.
‘that allows photographers toadd

the right is the cloud-processed version. The cloud has
done a better job, but the difference is subtle, with the
on-device processing producing a more angular result
that hasn't respected the edges of the lighter areas as
well, Still, both have done a better job than the Magic
Wand tool would have done, and the cloud processing of
a 2.5MB JPEG file took about the same amaount of time
as on-device work. If youre dealing with files that are
hundreds of megabytes in size, then your experience
may differ, especially if you are at the mercy of a slow
internet connection.

» Out of interest, we tried pressing the toolbar’'s
Generate button with no prompt while the portrait
subject was selected, and to our utter astonishment it
replaced the womanwith what appears to be a dandelion
seed head on a long stem with leaves on it [lmage O]
Sometimes, the modern world can be a baffling place.

LAYERS
5 One of the best things about the way Adobe has

integrated Al is how it works with the Layers
palette. In [Imeoe E], the portrail has had a bit of
Generative Expand applied to the bottom right-hand
corner, and the new data has been added as a layer on
top of the original Background layer, so you can use the
familiar eye icon to toggle it on and off. It also adds a
Layer Mask, soyou can quickly selectthe generated area
and apply effects toit, which s useful if you've added an
objzct into a scene and want to fade iLout.

PROPERTIES
The Properties palette, which by detault appears

on the right-hand side of the Fhotoshaop interface,
houses some of the generative Al tools, and is especially

mvisible datatothe digital imagas thay
put online that humans can't see, but
which will mass with Al models (FHhese
images sro ever soraped up andfed
into the unquenchable black hole of the
artificial mind. The manipulated data
esploits the neural network to fool it
into thinking It's seeing semething that
is ot there, and in the words of the MIT
Technotogy Review: "Dogs become cats,
carshecome cows .

SANDEE PROTOSHOP
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useful after you've created something and have the Generative
layer selected. To beqin with, however, it houses a slightly larger
prompt box than the one in the floating toolbar, and it can be used
if the bar Is lidden or has mysleriously vanished. In this box, you
can type either your wildest dreams, or semething mare presaic
and related to your current project (| Fl. There's a Generate
button ta put your request inta action, and a buttan at the tap that
changes the panel back to the old, familiar Layer Mask options
panel. Note that if you switch between these two modes with a
promptwritten in the bex, but not yet generated, your words will
be gone when you swap back.

"—'-'-'_l VARIATIONS

' That motivational sign at the back of the desk and chair
photo has got to go, and what better to replace it with
than a lovely oil painting of a PC? More people should use the
architectural style and RGB colors of 3 gaming rig as their wall
art, in our opinion, so let's use the prompt, '0il painting of a
computer’ in a selection covering the sign. What we get [In
&lisn't quite right, though it's better than the result of the prompt
Oil painting of a PC’, which produced a Rothko-like smear
Exactly what's gone wrong here, we're nol sure, theugh It might
be that the prompt wasn't specific enough. Changing it to 0il
painting of a gaming PC in the style of an old master” preduces
something recognizably PC-like, with a mouse, keyboard, and
some wires, but no monitor.

Each time you generate an object or use Generative Fill,
three variations are produced that you can flip through wsing
the Properties palette. The other two variations produced for
our PC oil painting pramp! are abstract daubs clearly based on
the panels in the window behind the sign rather than what we
actually asked for. Asan experiment, we created a new document
and input the same prompt against a plain white background,
which preduced something much mere suitable, and which could

i-'

T W

be composited inta a frame to cover up the maotivational
sign. The way in which Photoshop's Al tools take the
context of the surrounding image into account, rather
than just slapping something inside your selection
boundary, is.one of its most powerful features that sets
itapart frem image generators such as Midjourney.

LITTLE FLUFFY CLOUDS

(% Two new tools can be combined for a fast and
Y’ powerful effect. On the Select menu, you'll
find a Sky oplian, which on a suitable photograph will
select the sky. Then, on the Edit menu, an option for Sky
Replacement nestles below Auto-Blend Layers. Click
it, and you'll be given options to replace the sky with a
selection from a folder of actual phatos of the sky that's
provided, There's a '+ button so you can add your own,
too. The Sky Replacement window [Image H] allows you
to alter the lighting and position of the new sky to more
realistically blend it in with the foreground image. AlL of
these Sky Replacement effects are applied as layers,
including lighting groups, with Levels adjustment layers
and layer masks, so it's possible lo tweak whatever the
gystemn creates to your Liking.

We tried a Generative Fill on the same selection,
and not only did it produce a8 much more dramatic and
cotorful result than the supplied photos, but added extra
muountains to the image, too, which we hadn't asked for.
This typifies Adobe's approach to the integration of Al
with its creative tools, treating it as an option that may
surprise you, but which is still under the control of the
artist, rather than as a replacement far the human mind
quiding the pracess. Crucially, it can be switched aff and
ignored at those times when the old way of doing things
remains the best, (0
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Use parental controls
in Windows 11

YOU'LL NEED THIS

AN ACTIVE
MICROSOFT ACCOUNT
for each family organizer/
member

WHILE THE THTEENET can be a great tool to help kids learn and secialize with their friends,
children sometimes struggle to pul down their devices, The more time they spend online, the
greater the risk that they'll be exposed lo unsuilable conlent.

There's no substitute for being there each time young people in your care go online. Still,
given the rise of portable devices and how ubiguitous the internet is, pareénts and guardians
can't always be there. Fortunately, Windows 11 offers some powerful paréntal controls, which
you can use ta manage your child s computeér usage free of charge: In this guids, you'll find sut

how to sat up Microsoft Family Safety and create accounts for you and your kids.

Yau'll learn how to set Limits to how long they can spend online, or Limit legins. You'll also
discover how to configure Edge to screen inappropriate content, as well as set up ‘block” and
‘allow’ lists, You can evenview which appsand games have been used and block them.

We'll also explore some commaon workarounds to Bypass parental contrels and provide
dletails on how to autfox your little angels if they try to do the same. -NATE DRAKE

‘ Yaur family

i T

L L *
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FAMILY FIRST )
1 In the Windows search bar, enter Family to launch 'Family

options’. Select View family settings to begin.’ This will
launch Microsoft's "Family Safety” portal, [Image A]

» To get slarled, choose ‘Add a family member’, AL this slage,
you'll be asked to add your child’s phone number or email. If your
child doesn't already have a Microsaft account, select ‘Create
an account’,

« Microsoft will now prompt you to enter an email address for
your child. Choose ‘Get a new email address". From here, youcan
create a new ‘Moutlook.com’ or Mhetmail.com’ address,

= You'll next be prompted to enter a password to use with
the account. Ask your child to enter one, then click 'Mext” They
will then be asked to enter the first and last name, then choose
‘Mext” again.

» At this stage, you can reassume control of yeur device and
enter your kid's current region, as well as their date of birth. You
may need to complete a CAPTCHA challenge in order to finalize
account creation.

» When you return to the Family Safety portal, you'll see
the newly created account. You should also ses that your own
account has been designated Family Organizer’. Effectively, this
miakes you an administrator, allowing you Lo manage your child’s
limits and permissions when using Windows,

» At this stage you can repeat the steps above to add other
children to your family group. If you wish te add another

organizer, eg. your spouse, simply click ‘Add Family
Member', then enter their email address. Microsaft will
prompt you lo choose their role. Select ‘Organizer’, then
‘Imvite". They can either click the link to accept or you can
choose Accept Now', so log you out and have them sign
in via their own Microsoft account,

SIGN YOUR CHILD IN
If you've just created a new account for your child,

then you'll nead them ta sign in to a device.
«Inorder to dothis from Windows 11, type ‘Users'into
the search bar to open ‘Other Users” inSystem Settings.
« Once here, click ‘Add Account’ at the top right.
Yfou'll be acked once again to enter the email address
associated with your child’s account. Click "Mext’ to
confirm. By default, your child should be added with
a ‘Standard” rather than an ‘Administrator’ account.
Standard accounts cant make system-wide changes
like installing programs, so double-check this is the

case by selecting 'Change account type’. limage B]
= Once the account is set up, open the Start menu and
click on your username. The email address associated
with your child's account should now appear. Select
this, and ask your kid lo elick "Sign In'. They can then
enter the password associated with their Microsoft
account, Windows Security will also prompt them to

Choose privacy sattings for your devica
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create a Windows Hello PIM at this stage for simple sign in. This
feature is optional, so either enter a PIN and choose ‘0K, or just
press Cancel’,

o IF this is your child’s first time signing in via this account
then Windows 11 will take a few moments to load the desktop, If
prompted to back up files with OneDrive, choose ‘Only save files
to this PC* for now.

+ Windows will now prompt you ta choose ‘Privacy Settings'.
¥ou may wish to leave ‘Location” enabled to keep track of your
device or your child's, but we recommend disabling the others.
Click 'Accepl’ Lo finalize sign in.

SETSCREEN TIME LIMITS
3 Sereen Time allows you to decide when and for how lang
your child can sign in to devices.

» Before getting started, first double-check that your child
has been added correctly. Type 'family” into the Windows search
barto open ‘Manage Family Group”. if your child isn't listed under
“Yaur family’, you can click ‘Add someone’ to try again.

+ Next, choose 'Open Family Settings’ to return to the Family
Safety portal, Select your child’'s name, then choose Turn an
Activity Reporting’, [lmege C]

« Be sure to read the notice about insights, specifically that
kids over the age of 13 can choose to switch it off. You can now
seroll down to the bottom of the page and select 'Turn limits on’.

» Once enabled, Screen Time defaults limit your kids to a total
of 15 hours of actvity from 7am to 10pm each day. Click on any
dayte amend. From here, you can choose any day using the drop-
down menu. You can also use the slider bar lo change your kid's
tolal Login time. Note that any lime signed in counts towards this
limit, so your chitd will need to sign out of their account on all
devices ta pause the timer.

« You can also schedule certain times of day during which
logine are allowed. Click ‘Add a Schedule’ to add ancther time
period. When you're finished, click 'Done’ to save any changes.
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CONNECTING
OTHER DEVICES
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Microsoft Family Safety

W L MR Carpawat e 4

@ s
Family Controls should work out of the box onall Windows
11 :devices, |f vou want te moniter and sat imits onother
devicos, though, there's some extra work involved.

Ifyour child’s using a Windows 10 device, signin with
yourMicrosoft account. Searchto find “Settinags’, than
qgo to ‘Accounts’ » ‘Family & other paople’, Find the Your
Family' seciion and select your child's name. Choose
‘Allow’, When they sign invia thair Microsoft account,
monitor them from the Family Safety porial.

I your child has an Xbox One or any subsequent madel,
pressthe main button on the controller to apen up the
guide, Choosa Sign 10’ = ‘Add New', and askyour child to
sign inwith their Microsoft account.,

While Android tablets aren't supported, you can install
the dedicated Microsoft Family Safety app on Android
phanes via Google Flay. Follow the Instructlons onscreen
ta make sure the app has the necassary permiss/ons,

As with Android tablets, the IDS version 6f the Microsoft
Family Salety App lsn't vet available for iPad, but can be
installed on iPhonesvia the Apple Store.

» If your child tries to log in outside the assigned
times/limits, they'll see the Time fer z break
notification. From here, they can choose "Request More
Time'. You'll receive a netification via Microsoft Family
Safely to approve their request.

SETUP CONTENT FILTERING
4 Content filtering can be used to block most
harmful content from loading in Microsoft
Edge, You can also set up a white list of family friendly
websites, blecking all others.

» Ta activate this feature, click on your child’s name
via the Family Safety portal. Next, choose Edge’, from
the list of various devices at the top laft, [image 0]

» Under "Filter Settings’, change Filler inappropriale
websites and searches’ to ‘on’. In theory, this enforces
Bing SafeSearch and will block mature content in Edge,
aswell as blocking other browsers.

» By default, Activity Reporting is turned on for Edge,
so you can see what sites they've visited in the browser,

» The ‘inappropriate websites filler sn't perfecti—
for instance, during our tesls it guite happily loaded
The Pirate Bay's main websile, so you can also
ban specific domains by entering them in the ‘Blocked
Sites’ field.
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CONFIGURE FAMILY SAFETY PROFILE
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1. MICROSOFT ACCOUNT

Kids must have avalid emall address or
Microsoft acoount to be added 1o your
‘FamilyGroup”. [Eyourchilt doesn't have
these, you €an crasiEan account during
the selup process.

2. WINDOWS
Clickanthissectiontoviewyour

child’s recent usage. From here, you
can also list and block recent apps or
games, aswell az sel scresn timelimits
and schedules.

3.EDGE

This section allows you 1o view any
flagged search terms, aswellas satup
block or allow lists for certain sites, You
canalso filter most inappropristesites
and searchesin Edge.

£, ACTIVITY

Enahle ‘Activity Monitoring’ for each
section, ke 'Windows" or 'Edge’, to
view a summary of yourchild's actions
Dnce they reachage 13, they can disable
monitoring from their accounk.

E.SPENDING

Youcanmanage your child's spending
by topping up theiraccount via a preset
amaount, eg. $10. You can also add your
credit card, then have them request
approval for each purchase.

6, SETTINGS

Fromhare, you can setanage rating
tomake sure your child doesn’t accass
unsuitable appsormediz, You can also
request anemail summary ol your
child'sactivity.

» This can get tedious, so foryounger children, you may prefer
simply to specify which websites theyre allowed to access
instead, To do this, simply enable the switch marked Only use
allowed websites'. Use the corresponding ‘Allowed sites’ field to
determine which these will be.

» W your child tries to visit a restricted site, they'll also be
prompted te ‘Ask Now' to request access ta it, which you can then
approve or deny via the Family Safety Center as you see fit.

Sharp-eyed readers will have neticed that the content-
filtering features set up in the previous step can be
accessed by the 'Edge” section.

« This is because such filters only apply to Edge itself, not
third-party browsers, In theery, If your child has a ‘Standard’
user account aon their device, they shouldn't be able to install
extra software. But some browsers like Chrome can be installed
without administrator privileges. You also may have other
browsers already installed on your system.

« If this s the case, you need to test that your child can’t use
these other browsers. First have them sign in te their device,
then try to launch the third-party browser. [T Family Controls are
set up correctly, shortly after launching they'll see a notification
saying "You'll need to ask ta use this app’. Fram here, they can
click ‘Ask to use’ if they have a legitimate reason for daing so.

5 LOCK DOWN YOUR BROWSERS

» Despite Microsoft's claimsthat other browserswon't
runwhen Filter inappropriate websites and searches' is
enabled, during our tests we found that this wasn't the
case. Using the child account, we downloaded andrana
compressed version of the 'Pale Moon® browser, which
happily loaded a wehsite that was blocked by Family
Contrals [The Pirate Bayl. The same thing happened
using the LibreWolf browser,

» The good news is that if your kid tries to work
around Family Controls in this way, they'll need to use
Edge to download the third-party browser, so you'll
see a record of their visit. Sensitive search terms like
‘install Google Chrome’ will also be flagged. It Activity
Monitoring is enabled, you can also see a list of recently
run pregrams by geing to Windows > Apps & Games in
the Family Safety portal. From here, you canalso click to
enable ‘App & Game Limits’, Click tha options |...} buttan
next to any browser and choose "Block App'.

o |f you're running Windows 11 Pro, Education, or
Enterprise, you can also set local policies to block
execution of specific apps.

» First, launch the Group Policy Editor. Type ‘gpedil.
msc’ into the Windows search bar, then press Enter.
Double-click an 'User Configuration’ » ‘Administrative
Templates' » 'System’ in the main pane.

2 MIGROSOFT
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« From here, find the policy named 'Don’t run specified
Windows application’ and double-click to open. Click ‘enabled’
at the top left, then add a helpful 'Comment’ if you wish. Mext,
choose Show' next to ‘List of Disallowed Applications’. You can
now individually list blocked programs, eg. palemeon.exe’.

+ Click "OK” when you're done, then ‘Apply” te save changes.
The new policy will apply next time you restart your device.

Remember, enabling this feature will block these
applications for everyone, not justyourchild. Asit blocks specific
file mames launched via Windows File Explorer, kids can shill get
around it by renaming the executable or by launching blocked
programs via Windows Terminal. For this reason, make sure you
inspect your child's devices regularly for third-party browsers.

GIVE USBS THE BOOT
Even if you lock down all third-party browsers, your

child may still be able to get online at any time of day by
bosting another operating system on your computer, like Linux.
Popular operating systems like Ubuntu can easily be installad to
a USE stick, then booted from a Windows device. If your child
doss this, they won't be restricted by any Windows screen time
limits [lmage El. They alse cant be blocked or recorded by
Aclivity Menitor.

+ Windows 11 does have a 'Secure Boot’ feature to prevent
leading of harmful software but it's not designed to block
legitimate operating systems like Ubuntu Linux.

« For this reason, you need to modify your UEF] settings ta
prevent booting by USB devices: The specitic steps you need to
take to do this will vary depending on your device manufacturer.
Generally, you can access these by holding down a funclion key
when your device is booling, eg. F2.

: Some manufacturerslike HP actually have a specific section
for 'USE Boot Support’, which you can disable. In most cases,
thaugh, yvou'll need to maodify the device's ‘Boot Order’, placing
the hard disk first.

« Make sure you alsoe set a firmware password so that your
child can't reboot and change these sattings.

" Jh——
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INSTALL MICROSOFT
FAMILY SAFETY APP

Walcame ta Micresaft Family, Mate

Althoughyou can manage parnnl:al mrltl‘nls _wnmgi by
peinting your browserio .

there isa dedicated Family Safaty’ iupwallnlﬂi!rumthu
Microsoft Stare.

Thee app has a similar Iook and feel to the website, and
the Junctionsare the same, butif you prefer 3 dedicated
program, type Family Safety’ into the search bar to pull up
theapp lafding page The tirst thing you'll natice lsihat the
app haslow raview scores, butasone parent has poinied
out, thesearemestly from kids and teens frustrated that
they can't use third-party browsers like Chrome or games’
suth s Roblox In other words, the parental controls work.

Click ‘Install’ then ‘Launch’ to open Family Safety
IWindows will refer tothe program as Family’ from now
onl. On first launch, select 'Get Started', to load your Family
Safetysettings. Aswe mentioned, the interfaceis virtually
idant|cal to thewebslte. The only exception Is the "Your
Featum.f. sactlon, as |ﬁfﬂu click any of Iﬂ&"ﬁk! fortasks
Like Hewdo sat up content filters’, the relevant page will
open on Microsolt's support site rather Lhan in the app.

There's also adedicated app-specific bulton at the top
right to 'Leave Feedback’, though we suggest only parenis
use this 1o provide constructive criticisml

SET SPENDING LIMITS
Once you're sure your child is staying within

Microsolt's ecosystemn, you can help them to buy
movies, games, and in-app purchases via their account.
» To manage spending, open the Family Safety
Center, and tap/click on your child's name. Mext, choose
‘Spending’ at the top right. Here, you can select Turnon
Activity Reporting' to keep track of your kid's purchases.
« Thers are two ways to manage your child's spending.
The first is by adding a set balance to their account.
Access thisvia ‘Add Money at the top left, at which pomt
you'll be asked to choose a fixed sum, depending on your
country. Click Next' to make a one-lime top-up by credit
card or eWallet, eg, PayPal. [image Fl
+ Alternatively, add your credit card to their account.
By default. the option to require your approval for each
purchase is enabled. To do this, ask your child to sign in
to their Microsoft Account via https://account. microsoft.
com. Have them click their profile icon at the top right
and choose ‘My Microsoft Account’. Click on "Payment
Options' in the left-hand pane, then ‘Add a Mew Payment
Method'. Once your details are saved the card will
appear n the Family Safety Center, &
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Prevent browser
fingerprinting

YOU'LL NEED THIS

HAVE YoU woTicen that no matier how many times you

up your browser's security level,

decline cookies, and click Do Mot Track’, it feels like websites still know your browsing habits?

Admin privileges
Stable internel connection

Browser fingerprinting is away of identifying you through the informalion your browser sends
when it visits a web page. Some of this information is contained in the "User-Agent' header,

whichgives the site basic information about your browser version, operating system, language,
time zane, and so on. This can be combined with other data Lo form a unigque fingerprint’

This is a very serious risk for your privacy, as unlike your browsing histary, ingerprints sre
stored on remote servers, so can't be deleted. In this guide, you'll learn how to check your
fingerprint, as well learn methods to throw unscrupulous websites off your track. -NATE DRAKE
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There are a number of tools you can use to check whether

your browser fingerprint is unique or not. These include the
EFF's ‘Cover Your Tracks' (htips://caveryourtracks eff.orgl, as
well as ‘Am | Unique? |hitps:famivnigue.org) [Image A.

» These tools don't just show how easy it 15 to profile your
browser activity; they also List the many fingerprinting methods
used by websiles. For instance, during our lests using Microsoft
Edge in a Windows 11 virtual machine, we found that the "User
Agent’ header. which provides websites with information about
your browser ahd 05, was shared by just 0.05 percent of other

web users.

2 Cevelopers of mainstream web browsers do their best
to reduce fingerprinting where possible—far instance,

by providing maere generic language infarmation, like "English’

instead of Australian English'.

» Sl this can cause issues when loading certain web pages,
plus there are many different ways to identify your browser,

» The most secure browsers, like Brave [https://brave.com,
use a randomized fingerprint instead, This technique, known as
‘farbling’, involves generating new wvalues sach user session,
making your browser much harder to track.

w» If you do choose to install a secure browser that does this,
like Brave, thenuse anonline tool like Am | Unigue tochack your
fingerprint—the site may stilltell you that your browser is unigue.
limage E]15till, the browser will generate a new fingerprint next
time you close and respen it, protecting your privacy

1 CHECK YOUR FINGERPRINT

USE A SECURE BROWSER

PR .-...r-....-uﬂ 3

BLOCK TRACKING CODKIES

Although cookies aren’t a form of fingerprinting,
strictly speaking, they can be analyzed for the
UID [Unigue Identification] of your browser when you're
online. For instance, Facebook ‘widgets canbe found in
thousands of third-party websites and can send the web
address back to Meta, along with a crafted cockie, giving
Facebook insight into your browsing habits.

» Technically, you can circumvent this by placing your
browser in Private’ or ‘Incognite’ mode, as cookies are
erased after each session. Still, if you sign into your
account first, then visit a page with a widget, Facebook
would still be able to record your browsing hahits.

+ The web extension, Ghostery [https:/ighostery,
com| [image €] is designed to block both annaying
ads and tracking cockies, Although browsers can be
fingerprinted based oninstalled plugins, iLalso has built-
in code te block identifying information being gathered,
The extension is available for all major browsers.

4 Metwork identification wia your IF address| is an
easy way for websites to identify users. As your

‘public IP" is assigned by your ISP, iU's easy for websites

to profile you and work out your approximate location,

« If you use a reputable VPN service, your device
connects to the web securely via a dedicated VPN server,
As your public 1P matches that of the servar, it's much
harder for sites to perform network identification, given
that other VPN users share the same [P,

VPN BEST PRACTICES
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+ Some VPN services offer a static IP. These have their
advantages, such as stopping you from being banned from
gaming websites due to other VPN users’ bad behavior, Still, a
fixed IP makes you easier to identify, You could alse try to connect
via a different VPN server each time you go anline.

+ When connecting to your VPN, make sure to do so via the
VYPM client software rather than via a browser extension, as
plugins can be used o fingerprint you, [Image 0]

The Canvas APl is designed ta draw graphics. If a web

user visits a page containing an HTMLS canvas element,
the browser will render it in slightly different ways, depending
on your hardware and software configuration. These subtle
variations can be used to fingerprint your activity,

o if you're using a secure browser like Brave then your canvas
fingerprint is already randomized, so while it may appear unigue,
it will be different each time you reapen your browser,

» Toachieve the same thing in regular web browsers, consider
installing & dedicated extension Like CanvasBlocker, which can
also add random ‘noise’ to your Canvas fingerprint each time

you're online. [image El
B WebGL [Web Graphics Library| fingerprinting operates

in a simitar way te Canvas fingerprinting by drawing an
invisible 30 graphic inside your browser.

« As each device renders the image slightly differently, this
can easily be used to identify you.

“You can prevent most types of WebGL fingerprinting thraugh
use of yet another extensions such as ‘WebGL Fingerprint
Defender’ but remember the lype and combination of browser
plugins on your device is another way it can be fingerprintad.
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» Alternatively, you can just disable WebGL. In
Chrome, simply type chrome:{/sellings/system’ in the
address bar and press enter. You can now disable the
‘Use graphics acceleration when available’ option.

“ You can alsa view and disable this same option In
ather Chromium-based browsers like Edge and Brave
simply by changing the browser name in the address
bar, then pressing enter, eg. edge:fsettings/system’,

» If you use Firefox, type about:config’ in the address
barand hitenter. In the search bex lype ‘webgl.disabled’.
You can now change this value from “false’ to ‘true’.

« Users of the Firefox-based Tor Browser have
an advantage, as the program is designed to resist
fingerprinting, including a minimalist version of WebGL.
It also incorporates the MoScript plugin |see Box Qutl,
which prevents almest all forms of fingerprinting, [J)
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NOSCRIPT, NO CRY

Sacure browsers and specialist plugins tan help prevent
some common types of fingerprinting, but your browser
sends out huge amounts of identifiable information.

The good news 15 that most finger printing technigues
rely to same extant an JavaScript. This [s whare the

‘MaScript’ extension [ I comes in.

This browser plugin works by proactively block
JavaScript on pages until you manually enable (L. This
means you can only allow those sgripts to run which you
actually need ta usa'with the site.

Ifyou're using a trusted domaln, 29. a seli-hosted blog,
you can also have NoScript lemporarily or permanently
whitelist the entire site: Similarly, you can block
JavaScript acress an entire damain, thouagh in this case
the page almost certainly wen't load correctly,
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Convert Media Files
with VLC

YOU'LL NEED THIS

stHeE 2001, VLC Media Player (Previously 'VideoLAN Client'] has developed a solid reputation
asalightweight and free media player, [t supports a huge number of media types, DVE playback,

An up-to-date version of VLC
Media PL and even streaming video.
YLC uses the open-source libaveodec library, meaning it supperts virtually all codecs and
fite formats well beyond what Windows and miost other operating systems can play natively.
The program |5 well known for its ican, which takes the fortm of an erange traffic cone
What's less well known is that VLT is much more than just a simple media player—the program
can actually convert fites from one media format to another
In this guide, you'll learn how to get set up with VLC and point it te your source file for
canversion, You'll also discover how toselect a new media container format, as well as specify
both audio and video codecs far your new file, -MATE DRAKE
3 Ko TeTact sipi o VL prli ot n 3 CONFIGURE CONVERSION OPTIONS
i Once you've selected your source file, click the
& DA B ‘Convert/Save’ button at the bottem of the window
B — tolaunch the new Convert” window,
; Tk 4 e » Yau can enable the first check box marked ‘Display
AR the output’ to view the video as it's being converted. As
R s the tool tip warns, this can slow down the process, so
Lt el we only recommend this if you're trying to troubleshoot
St = conversion issues,
e Ay Srmieim © The ‘Deinterlace’ option is for canverting traditional
N ity TV conten! that updates images via alternating scan
; .:_.: -; i rn lines to displaying full images, as is comman for videos

SETUPVLC
1 If you don't already have YLC installed, you can downlead it
from wwwvideolan.org or via the Microsoft Store.

» On first launch, make sure you read the details of VLC's
privacy and network access policy, This is simply a guarantee that
your personal infermation wen't be transmitted, but the player
can download metadala like album cover art for media files you
play. If you prefer to opt out, simply uncheck the box marked
Allow metadata network aceess’, then choose ‘Continue’,

» By default, Windows 11 will assign VLC as the app to open
media file farmats that aren’t supported by the 05's own media
player. [Image A]

If you want to convert video because it won't play locally

on your PC, you might be ahle to save yourself the trouble
just by opening it in VLC instead, Right-click the file and choose
‘Open with' to choose YLE. You can then choose whether to open
VLE ‘Always’ or Just Once’,

» If you need to convert the file for any other reason, launch
VLE, then click the 'Media' menu aption in the top left, MNext,
choose ‘Convert/Save’ In the new Open Media” window, click
Add’ to select the source fite. VLC also supports selecting
multiple files for batch conversion, [lmaoe B]

» I you have a subtitle file, e.g. in .srt format, check ‘Use a
subtitle file" and "Browse' to ils location. Depending on your
output format, these may be burned’ in ta the videa, meaning
they can't be changed or disabled

2 CHOOSE YOUR SOURCE FILE

playing on computer screens. You can read more about
this at htlps:/fwiki.videolan.erg/Deinterlacing, bul bear
in mind this necessarily requires some degradation of
the output video due to ‘temporal interpaolation’.

¢ Yau can enable the "Durmp Raw Input’ sption for
situations where youwant VLC torepackage a media file,
but not actually reprocess it inte different formats. This
is particularly useful when converting OVD audio and
video mediz into a single ‘container” file, eg. MP4,

You can use the drop-daown mehu next to 'Profile’
topick an output format for your media. Naturally,
this will vary depending en your needs, but if you want to
ensure playback on virtually all media devices, select

1 CHOOSE YOUR CONTAINER FORMAT
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‘H.24L + MP3 [MP4]". This format is also suitable for upload to
most videa-sharing plattorms, like YouTube and TikTok.

Even il you're happy with the default options, take a moment
to click on the wrench icen next to the dropdewn menu to 'Edit
selected profile’. From here, you can view the ‘Encapsulation’
tab of the "Prafile Edition” window, which helps you choose the
relevant media container format for your video, such as MPA4.

Different containers have different applications. WLC
helpfully tells you what 'Features are supported inthe dedicated
section in this window. [ e €]

The MP4 container format supports both audio and video, as
well as streaming, subtitles, and menus, but not chapters. The
ASEIWMY container supports chapters, but not menus.

COMFIGURE YOUR CODECS

Having chosen your container format inthe "Profile Edition’

video, click into the 'Video  tab. VLT will automatically
have chaosen a video codec to use with the container, but feel
free to click on the drop-down menu to explore alternatives, By
default, Bitrate’, ‘Quality’, and Framerate’ are blank, but you
can enler values manually,

It you want to make changes in the ‘Resolution’ tab, VLC only
requires you to fill in one of the three parameters. It will then
calculate the other two for you

For instance, if you select the Scale” drop-down menu to
make & video twice its original size, ¥LC can calculate the new
resolution accordingly based on the source file

Take some time also to explore the 'Filters' tab, These can
apply various effects to your video. Hover your mouse aver a
given filter, such as ‘Gaussian blur video filter’, to view a tool tip
explaining what it daes. [ ]

Mext, select the ‘Audio Codec tab from the main "Profile
Edition” window. As with the "Video' tab, you'll see that a codec
has been selected by default in the relevant drop-dewn menu,

eg. 'MPEG Audio'. VLC will also define a "Bitrate' and
the number of audio ‘channels’ and ‘Sample Rate in the
relevant fields, but you can adjust these if you wish,

CONVERT YOUR VIDEO

Click "Save’ ta exit "Profile Editien” and return to

the ‘Convert’ window. In the ‘Destination’ section,
click '‘Browse’. Mavigate to where you want to store the
new video, and set a meaningful file name with the new
container extension, eg. Squirrel.mpéd’.

Click Save’ to register these changes. You can now
select "Start’ to begin the conversion process, The time
this takes will depend on the length of the clip, codecs
involved, and your device's graphics processing power

VLE will display & timer for the duration of the video
clip to mark its progress. Once conversion (s complete,
go to the Media’ menu and cheose Open File' to play
your new media. [ 1Q

JUN zozs | e | 71



in the lab ™

FOR WHAT SEEMED like forever, | waited
for the first high-refresh 32-inch 4K OLED
monitors o arrve. Well, now they have,
and I've spent guality time with a couple of
them, namely the Alienware 32 AW32250F
and Asus ROG Swift OLED PG32UCDM.

They both use Samsung's new 32-inch
(0D0-0LED panel, albeit Alienweare has gone
with the curved option and the Asus s flat,
LG's competing 3Z-inch 4K OLED tech is
also incoming, but monitorsusing it haven't
gane on sale yet. Anyway, after several
weeks with both models, |'ve acquired
some learnings, most notably that life is
pretty sweet with a high-0P| OLED menitor,
but it's also complicated as well,

It's sweet, because OLED with decent
pixel density and good full-secreen
brightness is what I've been waiting for. |
particularly liked the Alienware, It feals a
bit punchier in HOR mode, and for once |

The new monitors are complicated

appreciated the panel curve | normally find
it superfluous on 16:9 ratio, as opposed to
an ultrawide monitor, where it benefits,
Whatever, the combination of OLED
sizzle and speed plus 4K sharpnessis to die
for. However, there are some aspects that
remind you that you're an early adopter
Both monitors come with three years of
OLED burn=in cover, but you den't have to
worry about burn-in with a traditional LCD
monitor, or whether you should have ‘Pixel
Refresh’ or "Panel Refresh” enabled in the
05D menu far the best protection.
Mar do yeu have te cantend with frequent
pop-ups asking if it's okay to run one of
those options in the middle of a game, While
the HDR experience is stunning, it's also a
bit of a palaver. The Alienware has no fewer
than nine HOR presets ta choose from.
Eventually, | found one that was great for
bright outdoor game scenes, and a different

=

Accompanied by the awesome image quality
aresome early adopter niggles.

one for indoor scenes. But switching
between many of the modes resyncs the
menitor with your PC, kicking you back to
the desktop and sometimes crashing the
game you're playing, whichis a bore.

The paint is, | really don't want to have
to switch presets everylime the game
scene changes from bright to dark.
| definitely don't want to do that if it kicks
me back to the desktop and crashes what
ever I'm playing. So, yeah, these new 4K
OLEDs look incredible. But life was so
much simpler with a plain old SDR LCD
panel, that's for sure.

Editer-in-Chief

became a

This. month, |

The Al toolset, which Adobe

GUY COCKER,

Anyway,

comic-book

comic-book artist |of sorts,
go with me on thisl at the
Adobe Max conference. Adobe
was showing off the latest Al
enhancements to its Creative
Cloud ol applications, namely

Photoshop  and  Lightroom
lyou can learn about this for
yourself by turning to our
tutarial, which can be found on
page A0
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terms Firetly', has become
mere accurate, powerful, and
faster than ever before. [n my
honest opinian, its probably
the best implementation I've
seen of Al in any software |
regularly use, although that
could be because I'm so
terrible st photography and
design that [ need all the help
| can get.

artist Amrit Birdi  [Bamrit_
birdi_) took one of his existing
characters and was kind
enough fo let me design
the background with just the
aid of a text prompt., which
| set as ‘pink flowers and
spaceships’. Okay, it's fair to
say that clearly I'm no Frank
Miller; but | think the results
look pretty good.

& Al DENE RATE DBADHERTUME WITHAKRIT IR IMAGE, AL IESWARE
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Editor s Pick:
Corsair

You don't need a Corsair toolkit,
but itis one of the best. Just
make sure you have one.

Or, why we could all learn a lot from coffee shops

1 LEPT Maximum PC
hack in November of
2021, Corsair offered
me a position as a FR
specialist. | took the
leap [this was before |
realized just how much
I'd miss journalisml, thinking, given my
skillset and ability to moan about products
a lot, that maybe | could do some good
there. | learnta lot from my time there, and
worked with some incredibly good people,
There's a lot of talented falk in this industry,
nat just at Corsalr, but Intel, AMD, Mvidia,
Razer, Logitech, and more. It's a tight-knit
community, and one I'mvery fond of.

When | left Corsairin 2023, heading back
inta tech journalism and going freelance,
the head of PR at the time and my manager
gave me some incredible gitts. One was
a bespoke Corsair flat cap [which | can
never wear, for obvious reasons|, a bottle
of German mead [which | still haven’t
drank—emergency use anly, please drink
respansiblyl, and two, an early sample of
the Corsair PC DIY Precision Toolkit, which
was incredibly Limited at the time.

Let me be clear, | am happy lo wail
on Corsair if it produces a bad product
[seriously, why was the Xeneon Flex
2440% 1440 on a 45-inch panel?), but thisis
fantastic, In fact, not only this kit, but any
good-value precision toolkit. If you don't
have ane, get one ASAP.

An example of why it's so impartant?
Well, right now, | freelance in the evenings,
and during the day | work in a coffee shop
as first barista. Each shot | pull has te have
18g of freshly ground cofiee in the handle,
be evenly distributed, tamped with 381bs of
force by a calibrated auto-tamper, and then
run through the espresso machine, with
a three-second pre-infusion [wetting the
coffee puck), and poured into the cup in 30

secands, atnine bars of pressure, with 197.4
F water running through it. That should
resull in roughly 34g of perfectly balanced
espresso, |f the grind is too fine, it'll run
gver, becoming too bitter. If the grind is too
coarse, it'll run tao quick, and the coffes
will be too sharp—30 seconds is perfectly
balanced, certainly for our house roast: Our
coffee grinder 1s a Victoria Arduine Mythos
One. It's a beasl—second-hand, they cost
around $1,800, and | constantly dial ours in
and tweak it throughout the day to hit those
figures. Asthe shop temperature, humidity,
termperature of the grinder, temperature of
the grounds, and age of the beans change,
so do those times we're after,

Recently, our guest grinder started
running really inconsistently. | had a hunch
that it was because it was overheating due
to the fans being clogged. |t's like a PC,
There'samainboard in there, processor, big
set of burrs to crush the coffee [admittedly
not found in your average gaming rigl, 2
heating element to keep the burrs at 55 C,
and intake and exhaust fans lo make sure
it doesn't go above that during peak loads.
There are all manner of screws, tory head
keys, and allan bolts, all of which fell prey
ta my fantastic lttle precision toolkit. It's
the same toolkit | used literally the day
befare, to build last manth's 4080 Super
rig. It's grest, because | can take one toolkit
with me everywhere. It doesn't matter if
I'm repairing coffee machines, building
PCs, or tinkering around the house, this
one kit does it all In this case, it saved us
an engineer call-out, and | now knaow how
to take apart and repair a Mythos One from
top-to-bottom

Corsair's kit here is very good. |t has a
great screwdriver, 45 attachments, and the
lid has a magnetic plate in it that'll hold the
screws a bit foryou. it's cheap, too. =28
$34.99, www. caorsair.com

Reviewed...
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Sapphire RX 7900
GRE Pulse

The Golden Rabbit Edition

goes global

WE ALL ENOW the story of the tortoise and
the hare: the rabhit races along for short
periods of time and then rests, while the
turtle plods along at a steady pace and
ultimately wins the race. AMD's RX 7900
GRE, the 'Golden Rabbit Edition' that
was only available in China for the past
year, flips the story around and claims
a late victory by edging past its Nvidia
competition [0 the form of the RTX 4070,

The 7700 GRE doesn't get a clear win
in every area, however, and the RTX 4070
has been steadily racking up sales over
the past year. [t's the ninth most popular
GPU right mow, according to Valve's
monthly Steam Hardware Survey. AMD
could have launched the 7900 GRE in all
markets last year, but at the time there
were still a lot of previous-generation
Navi 21-based GPUs in the channel, so it
held off on introeducing this third Navi 31
card until inventaries had cleared.

Today, only the vanilla RX 5800 is still
available at competitive prices, and even
those cards are mostly fading away, so
perhaps AMDs strategy worked. The
problem is that in the interim, AMD had
ta fight tor market share against a newer
and more capable Mvidia GPU. For most

BENCHMARKS

RETI00GRE

10 Game Average
hssassin's Creed Mirape
Cyberpunk 2077 (DXR)
Flight Simulator 152
Forza Horizon § | 139 /95
Minecrafi [DXR]

A Plague Tale: Requiem

gamers looking for a new $500+ card, the
RTX 4070 was the only sensible choice.

Now, the Johnny-come-lately GRE
has arrived, with a price adjustment
relative to the original China release.
Mvidia also launched its RTX 4070 Super
and cut the price on the 4070. That gives
us a direct head-lo-head battle at the
$550 price point.

Looking just at raw gaming
performance, the 7900 GRE gets the
win by three percent at 1440p and four
parcent at 4K, If you discount the three
ray tracing games, however, the GRE's
lead over the 4070 grows to 15-16 percent
overall. That's an important change from
the RX 7800 XT, which loses to the 4070
by a few percent overall, with only a 7-9
percent lead in the rasterization games.

Of course, its not just about raw
gaming performance. Nvidia still offers
superior ray tracing and Al hardware,
with the latter powering DLSS. F5R 2 and
FSR 3 offer similar performance gains to
DLSS, but image quality with AMD's FSR
upscaling is clearly inferior. DLSS is also
supported in more games, though the
gap continues to narrow. Mote that we're
not including frame generation as part of

{ mTR&BTD

! RXTEODXT

| 28 117

AR

| 11982

Red Dead Redemption 2 [Vulkan] . w25 1 B&JE3

Spider-Man: Miles Morales IDXR}
The Last of Us, Part 1

‘Waich Dugs Legion

| 59/34 | 707385

this discussion, as the added latency and
other drawbacks affect its usefulness in
the real world.

The £070 also uses about TOW less
power overall, which potentially makes
for a quieter PC. The reality is that
noise levels depend more on specific
card designs, and Sapphire’s Pulse with
its triple fans is exceptionally guiet.
We measured just 36dB from a 10cm
distance while playinodemanding games,
compared to 40dB on the £070 Founders
Edition. In other words, the specific card
design matters more for noise than the
GPU under the hood.

In a similar vein, card design from an
add-in board partner also detarmines
aesthetics. AMD doesn’t offer a reference
medel RX 7900 GRE, but you can find
various models from the usual suspects
including Sapphire, ASRock, Asus,
Gigabyte, PowerColar, and even Acer, The
Sapphire Pulse js a barebones card in
terms of aesthetics, so you won't get any
RGRE lighting. Some will say that's a good
thing, but others like the bling, It doesn’t
have a dual BIOS switch either, if that's
something you care about.

As the cards cross the finish line, the
race between the 7900 GRE and RTX
4070 is about as close as it gels. Both are
greal options, depending on the specific
needs and wants, Al and ray tracing
generally benefit from the Nvidia card,
while AMD's card offers more memary
and faster rasterization performance. |1
would have been nice if AMD had offered
this particular variant of the MNavi 31
GPU last year, but better Late than never.
~JARRED WALTON

VERDICT

Sapphire RX 7800 GRE Pulse

B HARE Great performance;
14GE VRAM: Very guiet.

B TORTOISE Higher power use; No RGB;

Weaker ray tracing.

5549, www.sapphiretech.com
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The black cass feals strang and salid, but
you won't want to pick it up too often,




HP Omen 45L

HP's biggest desktop PC offers
mighty gaming potential

HP'S CURRENT RANGE of Omen deskiop
cases are imposing black monaliths that
genuinely do look like somathing out of a
science fiction movie. We're referring te
the type that's aboul unknowable alien
technology indistinguishabla from magic,
rather than the affable uncle who makes
an airship out of old gears and his wife's
underwear, but sci-fi nonetheless. That
it wears its CPU cooling system, known
as a cryo chamber'—but actually just the
usual radiator and fans—as a hat only
enhances this feeling.

Luckily, the innards of the Omen 4501
aren't fictional; they're functional. And
with a 13th-geni9, an RTX 4090 and £4GB
of RAM, this one’s very functional indeed.
There may be newer chips emerging onto
the market, but the i9-13900K is not to be
argued with, and matched with the RTX
£090, it bacomes a dominant combination
for &K gaming or the creative arts=high=-
res video editing or Lightroom’s Al noise
reduction are no bother with this kind of
processing power on board.

But back to that case. You're gaing Lo
have to look at this thing every day if you
setitupinyourgamingspace, soit'sagood
thing it's rather handsome. While it ticks
all the usual boxes of having a window in
the side so you can see everything within
not maving about, there's also a lot of
lighting. It’s on the CPU cooler pump, the
tops of the RAM slicks, GPU, and the very

ceiling of the case itself. There's also a
diamond-shaped Omen logo on the front
which lights up, along with threa fans
which, you've guessed it, emit bright
rainbow hues. All of this is controlled by
the HP Omen Gaming Hub, meaning you
can have solid colors or turn it off if the
pulsing becomes too much.

Our review model has a stightly untidy
interior, with some cabling that could
have been tucked further out of sight,
and a visibly empty S50 slot. This makes
the inclusion of a 2TB hard drive as the
secondary storage even more infuriating.
At this price, HP shouldnt be cutting
corners Like thal. It's hardly the end of the
workd, and spinning drives do still have
their place as silos to store backups and
archives, but the open M.2 slot, with its
label advising only 55Ds with heat sinks
be used, makes us wonder how many
people will be happy buying a PC like this
that they're geing to want te upgrade,

Still, they're not going to be upset by
its performance. Frame rates are huge,
4K Ultra settings are laughed at, and
the cooling system takes everything
in its stride, There's a hum from the
machine, and you'll know when it's doing
something, because the sound of the fans
increases a little, but that Cryo Chamber
cooler [really an AIO built into the casel
does anexcellent job, aswellas providing
somewhere to get a grip when youre

trying to move it, At almost 50lbs, it's still
possible to carry, but we wouldn't want to
have to heave itup an apartment block.
HP has done well. Not only is It well
specced—and even newer 14th-gen Intel
chips should be along by the time you
read this—it's been built into a case that
has the space, airflow, and cooling to
make it worthwhile. There’s plenty of 1/0,
tao, thaugh Thunderbelt is lacking frem
our review model, and if you're looking
for something that can handie heavy
gaming or creative video and 3D work,
then it won't disappoint. -1AN EVENDEN

VERDICT TRl BT AT

0 THE OMEN [1974) Hugely
pawerful; Well built for gaming
and other pursuits.

& THE OMEN 12006) Expensive; Still packing
a spinning hard drive.
54,400, www.omen.com

SPECIFICATIONS

Dimensions

Welght
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Ayaneo

Kun

Physically
wonderful,
technically
1IMPIressive,
frustratingly
quirky

IS THE AYANEO KUK the king of handheld
gaming PCs? That's what the company is
clearly aiming for with a name like that,
and it gets so damned close. Yet, there
are the little things that get In the way of
the full regal verdict.

Hold that thought—the Ayaneo Kun
is based on the exact same silicon as
maosl other gaming handhelds. Yup, it's
the AMD Ryzen 7 7840U |occasionally
known as the Ryzen Z1 Extreme}, and it's
the SoC de jour, paired here with 32GB of
RAManda 2TB 550, 1t's a huge amount of
hardware for a handhald.

Ayaneo itself has a host of different
devices, from the tiny Air 15 to its Flip in
two different designs, and the Slide, The
Kun is perhaps the most traditional of the
Lat, but it has its own claims ta innovation,

BENCHMARKS
Ayanoo K
Cyberpunk 2077 1080p [1psl®
Herlzan Zere Dawn 1080p (fps)®
Metro Exodus Enhanced 1080p |fps|*
Battery lite Imirs]

Best scores are in beld

M | JUN 2024

the unique 54W mode on its 30W APU
being cne ofthem. It's also very big, witha
large B.4-inch screen, though in a Steam
Deck-y way it still feels good in the hand.

It's also the only handheld so far to
pick up Valve's use of twin trackpads and
run with it. The size of the Kun means it
can gel away with using two pads, one
below the left D-pad and the other under
the right-hand thumbstick. At first they
seem all kinds of upusable, but a recent
update has made the trackpads far more
responsive and much more like the sort
of pad you'd find on a laptop. Just, you
know, really small.

When youre using a Windows-based
handheld they come in very handy just
for ease of navigation in those awkward
launchers that resolutely adhere to the
idea that if you're playing a PC game then
you're going to be using a mouse as your
primary input, no matter what.

Ayanen has jammed a hefty battery
into the Kun, too. That means we're able
to-get within a whisker of two hours in
the PCMark 10 gaming battery life test,
ever running the machine at 30W. As for
gaming performance, howeyer, we were
hoping for a bit more. Ayaneo has made
a lot out of its cooling and its meaga 54W
TOP Umits. It's up there for sure, and
optimizing the game settings will get you
impressive 1080p gaming performance—
and very occasionally passable 1440p
frame rates—but never the outright best
in the handheld category.

Where it is best, however, is in the
config software, even compared with the
integration Valve has between Steam05
and Deck. That allows you to tailer your
experience, depending on what you're

| OneXPlayeraPro | Asus ROGALlY

* &ll games tested using FSR wpscabing 12 1080p

playing, in order to squeeze as much
battery life out of the Kun as possible
while enjoying a healthy frame rate.

If you want to lean on that AMD APU,
then leave it at 30W and push the Radean
TBOM graphics chip to its maximum, but
if you're bounding around the Sword
Coast via GeForce MNow, you can drop
it down to 5W TDP and have the battery
last for an age, though If you want the
absolute full power of the AMD APU,
Ayaneo gives you that b4W modea,
which we cannot in all good conscience
recommend. |t positively hoses through
your battery, and yet barely adds
any performance.

Then there's the D-pad. It's so sticky
that Ayanen has had to issuea fix because
of “a manufacturing defectinthe gasket.”
That necessitates stripping down your
device to get at the back of the D-pad,
Also, while the 2,560 x 1,600 screen is
very bright, there is a certain lack of color
to it. It's also just a 60Hz panel.

It's those little frustrations, and the
disappointing 54Wmode, that makeithard
to give this a strong buy recommendation,
It's still a great device, with absolutely the
best Windows software of any handheld
around. However, for this kind of money,
it needs o be almost perfect—and it's
just not. ~DAVE JAMES

YERDICT

B OYERWEIGHT Very expensive; Sticky
D-pad; 54W mode disappoints.

Ayaneo Kun

EISIZE MATTERS Large, High-res
screen; Great control software.

SPECIFICATIONS

| AMD Ryzen 7 78400

APU
([211] e
Mamary B LPODRS=T500
slorage

Strean

Resolublsn

| Tswh

Batlary



With 8 cores, 16 threads,
and 32GB RAM, this s one
powerful handheld PC.
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2TB Seagate
FireCuda 540
PCle 5.0 M.2 SSD

A brilliant drive, wrongly priced

ARE voU READY for a really bad joke?
There’s not a single Cuda core on this
thing—not one—and it's not on fire,
gither, What the heck, Seagate? You
had ene job: give your PCle 5.0 drive a
sensible name. Well folks, here we have
it: Seagate’s top-tier, flagship PCle 5.0
drive that you can pick up right now. It's
not guite as blisteringly quick as some of
its like-minded competitors, at least not
on the sequentials, but it is nippy In other
areas, Let’s dive in.

The FireCuda 540 |s pretty similar toa
number of 5.0 drives out thera right now.
In fact, it's genuinely quite sad just how
similar all these drives are. At its heart,
the 540 features a 232-layer TLC NAND
developed by Micron, Phison's E26 PCle
5.0 controller, and an LFDDR4 DRAM
cache as wall, all baked into the M.2 2280
form-factor. One key difference, however,
lies in the warranty, and that's the fact
this comes with an endurance rating of
2000 TBW, which is actually 600 TE more
than the next best PCle 5.0 550 we've
tested, the Gigabyte Aorus Genb 12000.
You stillget the five yearwarranty as well,
of course, but having that extra 400 TB is
nothing to sniff at. But yes, otherwise, it's

entirely the same componentry as the
Aorus Gen5, Crucial T700, and TT0S.

DRIVING PERFORMANCE

One majer change, and perhaps a more
painful one, is the price. Actually, that's
something we should talk about across
the board. When we first requested these
drives, prices started at $240 for the
Gigabyte, $270for the FireCuda, and $270
for the Crucial T700. Now, the FireCuda
lands at a spectacularly depressing $310,
$270 for the Gigabyte, and $280 for the
Crucial T700. This slow creep in pricing
15, we're guessing, down to storage chips
being snapped up for Al and accelerated
learning systems, as has been widely
reported in the industry. It's likely that
PCle 5.0 drives are going to become maore
axpensive moving forward. Sadly, that's
the pricing for the heatsink-less versions
tog, not the heatsinked ones, although the
FireCuda 540 lacks a heatsink variant,
anyway.

Pricing conundrums aside, when it
comes to performance, the FireCuda
540 does surprisingly well across the
beard. Sequentials are lower than our
competing drives, clocking in at around

10GE/s for both read and write at D32,
land lower in AS S50, as you'd expect),
but for the randam 4K performance,
we're seeing very similar perfarmance to
the T705 and the Aorus GenbS 12000, with
the 540 clocking in a respectable 85.55
and 272.45 MB/s in AS S5D's random 4K
test. More Impressive, however, was its
4K Q01 performance in CrystalDiskMark,
with it actually beating both the Aorus
Genb 12000 and the T705 to the punch,
with a phenomenal 321 MB/s read speed
at a queue depth of 1.

One of the more impressive things
Seagate includes with its drives is access
to Its own bespoke Rescue Data Recovery
Services, This is certainly a bit more
niche, but if you have critical business
data or personal data on these things,
and it's damaged in any way from floods,
fires, or another form of natural disaster
or water damage, Seagate's team of
dedicated experts will da their best to
extract as much data from it as possibie.
Plus, it's all included as standard, at least
for the first three years.

So then, what do we make of the
FireCuda 5407 Well, bad names land
jokes) aside, and excusing the price hike,
it's a well-rounded, robust PCle 5.0 drive.
It's not got the fastest sequential speeds,
but that doesn't hold it back where it
counts, random 4K performance. Pick
one of these up today, and you'll be happy
for many years to come. ~ZAK STOREY

VERDICT

2TE Seagate FireCuda 540 PCle
B.0M.2 55D

g FIRE ALL THE GUNS Wall-
rounded performance; Phenomenal
endurance; Data recovery inclusion is an
epic plus,

B REALLY 8AD PUNS Pricing is high;
Sequentials slightly Low.

S310, www seagale.com

ZTB Seagale 2TH Cruclal TT0S
FireCuda 550 : PCla 5.0 M. 2550
PClaB.OM.2550 |

ITB Oigabyle Aorus
Bank 12000

PCie 5.0 M.2550 SPECIFICATIONS

| 10,084 [ 9,827 | B970 /9,748

AS 550 Sequential - Read / Write [MB/s]

7324 [ 6,796 Yarlants

A4S 550 Random &K - Read [ Write [MB/s| B5/55 /37245 B4.50 f 27312 BA.5B / 2B9.12

Farm Eactor
AS 55D Access Time (ms) | 0817 f oSt 0,075/ 0,045 | 0.017/ 0037 Interface f

Protocel | 3

Flash Memory |

CrystalliskMark Sequential QD32
Read / Write |MB/s]

CrystalDiskMark Random K07
Resd | Write |MB/s]

Max Ternp Under Loz [C]

10,125/ 10,211 14,027 [ 12,280 I 12353/ 11,598

89/ 321 85 | 303 Sequential Read |

Sequential Write | b M By

Randam Read 1R 10PS

Gigabyte per § [GB)

Random Write EOIH 10PS

Sequential Read MB/s per 5 (MB/'s]
Endurance (TBWI | 2000

B —

Warranty {5 Years Limited Warranty
i
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540 Series
PCle Gen5 SSD

Iy M

Mot a CUDA core in sight....
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32GB Crucial Pro

Overclocking DDR5

No glitz, no glamor; all performance

FOR THE LONMGEST TIME, two of the biggest
names in the memory market have been
Corsair and Crucial for Micron, reallyl,
They're without a doubt some of the
largest manufacturers out there, with
some serlous market share both on the
enterprise level and to us consumers
as well.

Corsair has perhaps made itself
more praminently known an that front,
particularly with its Dominatar and
Vengeance series ({although Crucial
certainly has tried in the past with
its Ballistix line], but all in all, these
two juggernauts have beem at it for
many, many years, battling to and fro
over ever-tightening market-share: Why
is that relevant? Well, let's just say that
when it comes to performance, these two
are the kings, and our memory kit on test
today, Crucial’s Pra Overclocking, really
does represent that better than any ather
kit Crucial has on the market.

At first glance, it's notl that exciting;
just another 32GB 4,000 MT/s kit. There's
no glitz, glamer, or ridiculously over-

BENCHMARKS

wgrelocking ODRS
@ 4000 MT/s

SisoliSandra Overall Memary Score
fingax [ KET]
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SiSoftSandra Memary Latency [ns]

SisoftSandra Momary Bandwidth IGE/5)
PCMark10 - Express [Index]

10GE WinRAR Archive Time |Seconds)

Puget Banch - Adobe Photoshop [Index]

Total War: Werhammer Il [avg / min {ps]

Mazx Ternp Under Load [Celsius)

Real World Latency Ins)

Gigabyte per § |index]

cofes n bold, Ourledl bad oo
i GeForca RT, BL,

the-top RGE lighting; just pure black
sticks of memory, with a slim form factor,
and Little in the way of a heatsink. Heck,
even those top-line stats are relatively
subdued—6,000 MT/s is hardly much
to write home about, and with a CAS36
latency, real-world latency plods around
at a positively sluggish 12ns, certainly
far slower than our Corsair Dominator
Titanium's .44 ns, or even Adata’s Lancer
XPG Blade's 10 ns. So what gives?

Namely, the price and compatibility.
You can pick up this 32GBE kit right now
for $105. Yeah, that low—it's ridiculous,
if we're honest. Not only that, but this
5,000 MT/s kit not only works in our Intel
test bed, complete with two sets of XMP
timings [one at 8000 and one at 5400], but
it also has identical profiles up and ready
togofor AMD's EXPO profiles, too. That's
five total profiles including the standard
JEDEC ane as well

It's seriously law, too, measuring less
than 1.5 inches tall, making it a sound
pick if you've got an unruly air cooler, or
just fancy something a little slicker than

3208 [2x1688]

| XPG Lancer Blade
| RGBDDRS

| Be00 MT/E

! 3208 (2x1508)

| Corsair Deminater
| Titanium DORG

| @yan0Ms

| 249

|16
| m1850 | 7350
| 191.3/148 {1913/ 147

| 0510

[ &a.E

! 1000

{ o.30

Aherbaard,

your average RGB-illuminated ‘gamer’
memory, which tends to stand tall from
your maotherboard.

Perfarmance is pretty much where
we'dexpectwitha 6,000 MT/s kit. Itacored
a comfortable 78ns in SiSoftSandra’s
latency test—slightly faster than the XPG
kit, and slower than the Titanium kit
Memory handwidth topped out at 73 GB/s
varsus the XPG's 6% and the Titanium's
80, and max temperature landed on
51C—identical to the Lancer Blade, too.

As per usual, in-game performance
varied very little between our three
memory kits, with identical Total War
Warhammer [l average frame rates, and
a slight variance on the minimum, but
well within margin of error.

So what's not to like? Well, if we're
henest, there's little to complain about
here. It's super low-profile, performed
incredibly well in our testing suite, and
comes in at a phenomenal price. Couple
thal with some epic compalibility across
both AMD and Intel CPUs, and you're on to
awinner. -ZAK STOREY

VERDICT

32GH Crucial Pro
Overclocking DDRS

O OVERCLOCKED TO THE 95 Quick;
AMD and |ntel-compatible;
Super-low profile; The price

is brilliant.

KICK
RSS!

B JEDEC WOULD LIKE A WORD Real-world
latency could be a Little tighter,

5105, www.crycial.com

SPECIFICATIONS

Capazity 3268 |2x) 4GE]
Channels

DOR Standard

Froquancy

CAS Latency

Operating Voltage

Warraniy

Limited Litatima



Crucial's subdued look
hidaes soma sariously
slick performanca,
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You can pick this up muﬂwm
Including Knitted aviation grade fabric,
Mexican blanket version. No, seriously,




Geometric Future
Model 8 Dharma

Something a little different

THERE'S SOMETHING To ba said for a
chassis design that's a little different. No
matter where you turn these days, pretty
much all cases look sort of the same,
Let's be fair, there's only so much you can
do with a metal box that holds your PC
parts, but still, the homogenization of the
humble chassis is a little disappointing,
particularly if you want something a little
more unique.

The Model 8 from Geometric Fulure
does exactly that, It's made by a small
start-up Chinese company. It's got a few
products aut there: the odd power supply,
liquid-cooler, fan, you know the drill, but
the big product range comes in the form
ot its chassis.

Yep. there are four base versions total,
allofthem labeled as ‘Models’ going from
2to 8, and each comes with an incredibly
unigue array of different styles to choose
from, Its not just, 'you can get this case
in black and/or white', but there are
fabric variants, multi-colored versions,
mirrored solutions, a leather one—you
name it, they probably do it.

The Model 8isthe biggest of the lot. lt's
the chassis we used in lasl issue's cover
build, and is built with SSI-EEB and EATX
boards in mind. Internally, the big change
is the entire motherboard area being
rotated by 90 degrees, giving you a very
unigue interior, with all of your rear 1/0
located in the roof, hidden by a top mesh,
and a good two inches of space up top.

As standard, thera's a ton of support
for liquid cooling. You can fit up to a
420mmradiator in the back and a 360mm
radiator in the floor, with fans supporting,
Ifyou gothe Al0 route, you can fita 360mm
in the rear, and up to four 120mm fans
on the bottom with a touch of modding
[you can read more about that In
our cooling feature, also last issuel.

Overall chassis dimensions are solid,
too, It's 500 % 500mm tall and long, and
around 230mm deep, giving it a relatively
small faotprint. Geametrie has managed
this by how its configured both the cable
management and that PSU shroud to
be incredibly space-saving without
compremising on cable management,

On the whole, for the price, it's
impressive. The only downside is exactly
that, cable management. Thera's a
lack of cable tie-off points, any form of
channeling, or even covers, to stop any
cables you do have, from popping through
the cable holes going to the motherboard.
There's no rubber grommets here either.
It helps if you buy some cable clips from
Amazon and stick them in, That said,
with a bit of ingenuity, you can build an
incredibly crisp-looking system.

The big selling point, however, Is
that rotated internal design. Not only
Is it incredibly unique in contrast to the
vast majority of cases on the market,
but it also encourages betier airflow by
channeling the heat straight up and out of

the case itself. With three or four fans in
the floor, channeling cool air straight up
and directly into the GPU, along with that
rear intake being perfect for an AlQ, you
don’t have to compromise on having a hot
AID and a cool GPU, or a hot GPU and a
cool AlQ.

Soisitagoodcase? Yes. Ithasits flaws,
but for the price and what it represents,
it's a fantastic eption fer anyone looking at
picking up a compact yet potent chassis.
AlL it needs is a little Love ara 2.0 revision,
and this thing will ba the absolute king of
mid-tower cases, ~ZAK STOREY

VERDICT

Goometric Future
Modal 8 Dharma

g O PYTHAGOREAN Unique internal
layout; Multitude of interesting finishes;
Great cooling; Impressive footprint, given
the internals.

S ROUND PEG, SQUARE HOLE Cable
management needs major work;

Can technically support four 120mm in
the Moor.

3130, www.geometricfuture.com

SPECIFICATIONS

Matherboard

Suppart

Z.B-Inch/ 3.8-

inch Support

Max Radiator ar, Jahmm Floor,
Suppart m Rl

Fan Supporl

Dimensians

Graphics Card
Clearance

CPU Tower
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Elgato
Facecam
MK.2

Dontcall ita
sequel—it's
an upgrade in
every way

WE WEREN'T EXRECTING much from the
new Elgato Facecam MHK.Z. it's not a
sequel, but it will go on to replace the
existing Facecam we loved so well
It's also a bit cheaper than the original
camera's launch price: the new one
starts at $150, while the M¥.1 debuted at
$200.

But it's great. Really great. Pretty
much a better webcam than the first
in every aspect, and we are massively
digging the new HDR mode the Facecam
MK.2 employs. In my home affice space,
with a couple of bright windows facing
the side of my screen, it's ace not having
those utterly blewing out the image every
time | jump an a call in the daytime.

It's not messing around trying to be
some 4K monster of a eam, but what the
Facecam has always offered isa fantastic
uncompressed 1080p stream.

Given the target audience for Elgato
gear is the streaming markel, that choice
is @ smarl one. To that end, the MK.2
again offers 10B0p&0 uncompressed,
with 7200120 included in & hast of other
resolutions and frame rates lower down
the scale.

HOW IT's EVOLVED

The new Facecam is using the same Sony
STARVIS CMOS sensor, and still delivers
a great picture, despite the MK.2 having
a noticeably smaller eye’ compared with
the first model, making the camera far
smaller as a whole.

It's more the change in how the
Facecam connects to the stand that
has been improved. The original still
just screwed on, bul in a way that
meant it always had to be a little too
loose to be able to face forward or be
moved around to face you. The new
version is still pretty basic, but the

simple screw mechanism now allows you
to shift the camera around more freely,
and alse stops it standing too proud atop
your manitor, Elgata has alse integrated
the privacy shield into the device now.
[t's another low-tech solution, with just a
sliding screen that you can pull across,
but it works.

Elgato is very up front about the fact
thatthe HOR miode does notadtomatically
make everything lock better, and that it
will depend on your setup,

Elgate’s soflware 1s some of the
bost around, and links in happily with
Mvidia's Broadcast software, too.
There are a host of different controls
available, which enable you to tailer
the image to your personal tastes. There
are other additions to the MK.2 surfaced
by the Camera Hub software, too, with
the zoom, pan, and tilt options allowing
you to bring the image in tighter around
you if the B2-degree FoV is too wide for
your tastes

Something that has stayed thesameis
the lack of auto focus, The focus length
of 30cm to 110em means that you're not
going to get thatannoying experience of a
weebcam constantly battling to figure out
what it should be focusing on

We're running an Intel Arc A770 on our
office PC, and Elgato requires an Mvidia
RTX¥ 2060 ar greater to give you access to
a ot of the advanced features, which also
means that AMD GPU owners will be eft
outin the cold.

But this camera is now our ge-io
camera for home use, because it's
clearly delivering an image beyond what
the original Facecam MKl can, even
in darker environments. Moreover, it's

doing it all in a more effective and less
awkward package, too, So while Elgato
might hold that this is not a true sequel
to the Facecam, it's nevertheless an
improvermant onall fronts.

Elgato's second webcam supposedly
1sn't a sequel to the original Facecam, but
it has effortlessly improved on the few
problems we had with the MK, to deliver
an outstanding webcam that deserves to
be ahil for streamersand everyone else.
We can't wait to see what it has planned
for a proper Facecam 2. -DAVE JAMES

LU Elgato Facecam MK.2

B FACEIT HOR image is

gxcellent; Uncampressad
1080p40 and 720p120; Fixed Tocus;
Software is putstanding; Smart new design,
S TURN ARQUND Privacy shield is fiddly;

Requires Nvidia GPW far =ome bells

and whistles

5150, www elgato.com

SPECIFICATIONS

Supporiod resolutions | 1080pa0, 10B0R30,
TepT20, 720ps0.
7HIp0, Sd0pi 20,
Bilp, &0, Bi0pa0

Optics { Elgats Prime Lens

Focus Fimgal [34 - 120em]

Fiald of view Bas

Sensor Sany STARVIS

Cannection b USB Type-C

Dimensions E Bd 38 x 41Tmm
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ASUS ROG Strix Scope Il RX

Clickety clackety class

MECHANICAL EEVBOARDS for the average
Joe are a bit unigue these days. Because
the market and the enthusiast space
has advanced so rapidly over the last
few years, long gone are the times when
manufacturers could forgoe sound-
dampening, and use any old Cherry
switch or a discounted alternative an
their boards. After all, why buy an off-the-
shelf product when you can build a board
specifically for your needs? Layout size,
switch-type, foam dampening, keycaps,
cable—all of it can be cuslomized to
your Lliking. That puts the traditional
manufacturers in a tricky position when
it comes to designing new product lines,
and it’s very much a case of ‘adapt or die’.

A=sus, while not new to the peripheral
game, s certainly not a brand that
immediately springs to mind when
you think of this category. Logitech,
SteelSeries, Corsair, and Razer have all
had the bulk of the market tied down for
some time now. Yet, that's what's given
Asus a bit of an edge, and the oppoertunity
to take that mantra we mentioned
earlier and truly innovate, building a
line of preducts that genuinely take the
keyboard game [and wider peripherals
for that matter| to the next level. None
less so than the Asus ROG Strix Scope |l
R¥ we have here today,

Firstly, yes, the name is a flittle
ridiculous  and  mildly  confusing.
However, this is a full-sized keyboard
available for just $140, complete with
sound-dampened optical switches, and,
if were honest, some incredible style
chops, too,

It's a simple enough design, with a
brushed metal top-plate, some incredibly

B8 e | JUN 2024

smooth optical linear, pre-lubed key
switches [and a taclile RX Blue variant
available as welll, all of which are paired
with solid RGE lighting, removable USE
C cable, and a wrist-rest as well. Asus
also includes an alternative space bar,
rich with a pixelated ROG loge, allowing
more of that light to shine through. It's
also IP57-rated, to protect against any
minor spells and dust build-up. More
impressively, it features a layer of sound-
dampening foam to mute unwanted pings
and clangs as springs reset.

KEYED IN

Using it in-game, or even just typing
|particularly the linear variant] is an
absolute joy. The keys are super-guick
to actuate and smooth on the downpress
belore bouncing right back up: If you
like bottoming oul each switch with
avery click, you'll be glad to know that
hammering away at the Scope || RX is one
of the most satisfying typing experiences
you can hava. The switches themselves
have a Ims response time thanks to that
aptical interface, and are rated up to 100
million key clicks until failure [at least
according to Asus]

One other nice feature is that much-
needed volume scroll wheel at the top-
right of the board. Although, it does
more than just volume; the big ol’ button
next to |t actually eycles through four
separate modes, allowing you to aiso
control media playback [skipping and
pausing songs|, keyboard brighiness,
and even dedicate macros lo it as well.
This is one well thought-out board.

[t's nat without its flaws—you do have
to install the Asus Armory app to use it,

and that's still a jarring experience ai
times. [t's slow and laggy, often failing Lo
load entirely on cur test systern. But once
you're in there and have configured your
board and its lighting ence, you really
don't need to go back intoit, thankiully.
This is one hell of a keyboard. Its clean
design, paired with a fantastic key-switch
antd a super impressive price point and
feature list makes it one of the best
mechanical boards out there right now
Particularly if you're a fan of the full-
sized umls, -zax

STOREY

ASUS ROG Strix Scope 1| RX

K| CAN SEE FOR MILES

super clean design; Greal
price point; Epic key swilch

solld feature list; Awesome

sound-da

PET M,

B AND MILES AND MILES. Armory Crate

F140, www. asus.cam

SPECIFICATIONS
Layout Fuli-size
Switch Type Optical
Swiiches RX Rod, RY Hlwe
Backlighting Yos
Antl-ghosting Yas
H- Koy Rollover Yes
Discrete Media Keys Sori al
Connectlon Usa-C 1 LISE-A
Welght 8369 1 1 B4 lhs




XGIMI Halo+

Almost flawless
projection—with
a catch

XGTMT HIGHT NOT HOLD the same amount
of clout as some of the other big projector
brands out there, but when ane of our
colleagues offered us a chance to take
a look at jts latest portable projector
far review, a quick glance at the product
page guickly convinced us to take the
plunge. Tat's right—this 15 a portable
1080p projector, with HOR10, coming in
at $850 or so [although you can currently
grab one for around $650 an offer].

At first glance, it's not exactly a super-
exciting product, It's just 10B0p after all.
Aquick look arcund the back reveals very
Little in the way of rear /O too, There's
an leARC supported] HOMI port, one
headphane jack for 3.5mm audio, a DC
power connector, a USB port, and, well,
that's it, It's a far ery from some of the
more premium units out there.

[t's onty when you start to take a look
at the feature list that the Halo+ comes
into its own. Given that it's, you know,
portable, creating a perfect setup each
and every time 1s something that's likely
mare of a pipe dream, certainly for a
traditional projector. The Halo+, however,
circumvents a lot of those problems with
an incredible array of features, designed
to eliminate the fatf involved with getting
everything aligned each time.

As standard, it comes with aulo-
focus, aulo-keystone correction,
intelligent  screen  alignment, and
abstacle avoidance. You can shine thison
a hallway wall, and it will actively adjust
the angle of the projection lens to avoid
any hanging pictures. It will analyze the
angle you've placed it at, and the wall it's
projecting onto, then pivot the image so
it lines up square. It will then auto-focus
that clearly, and adjust the keystone
accordingly, The speed at which it does
all of that is just phenomenal. You can, of
course, slill adjust all of these settings
manually, but the fact that it does this ad-
hoc, as soon as you set up and power it on
ina new room, is awesome.

On top of that, it comes with Android
TV as standard. Setup is glorious, and if
you're running an Android phone, you can
quickly set up and pull all the Wi-Fi data
and Google logins you need aver, making
it a seamless process. There's a ton of

apps on there, too, although they do vary
depending on your region.

THE COMPLETE PACKAGE?
Fun convenience features aside, then, the
big guestion remains. |mage guality—is
it any good? The short answer is, yes, By
default, the Halo+ is capable of driving an
image at around 700 lumens or sa, which
isn't bad at all. We actually tested this out
in @ number of places betore projecting it
onto 2 screen, including a dark gray wall,
and were pleasantly surprised about
just how rich the colors and brightness
were, even an unsuitable surfaces, On
any white area, however, i's much more
vibrant. It alse has HOR10D support as
well, and you can really tell. Compared
to something like Acer’'s GD711, this
thing absolutely dominates on the color
accuracy front.

It's not without its flaws, however
Although it's great when it comes to
general projection lor movies, television,
and streaming land the built-in speakers
are surprisingly potentl, when it comes to
gaming. particularly over HDMI, the lag
15 horrendous. Were talking a good half 2
second before that mouse cursor moves,
or the button press is registered,

You know what, though? We can let
that slide. This isn't @ gaming projector,
and it's not marketed as ane; it's just an
incredibly potent, portable, powerhouse

of a budget projection unit. and kicks
some serious ass. If you want something
with a bit more punch fer gaming, then
bAcer's Predator line or Beng's X500i
might be a better fit, but for everything
alse, the Halo+ is a titan, -zax sToREY

VERDIET

RICK
RSS!

XGIMI Halo+

EIMASTER CHIEF Incredible
picture quality; Super easy to
use: Awesome audio; Breat
price; Portable

EHALD RINGS Significant lag in gaming

HT00, www. xgimi.com

SPECIFICATIONS
Resolutions 10A0p
Brightness 700 |50 Lumens
Light Sauree Lite 25,000
Max Sereen Size 200
Throw Ratlo 121
Battery Lite 2.5 Hours
Dimenslons LT 2449 2571 inches
Connactivity 1% HOMI, 1x UGB,
15 3 5mm dudio,
WiFi 202, 11adbdginfac,
Bluetosth S WELE
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Horizon: Forbidden West

A solid PC port job, but doesn't move the series forward

wow, Look at those swaying aguatic
plants as you dive underwater, ready to
hide from mechanical foes in the “stealth
kelp’. Look at the neen lights that form the
cyber-ghost of Las Yegas above the post-
apocalyptic dunes, and the lush grass as
you stoop down to slowly pick up more
sticks. Mo question, Horizon: Forbidden
Wesgtis a technical tour de force.

But while the graphics have certainly
evolved, arguably little else has. The
gorgeous visuals at least make this feel
at home on PC. With a good enough rig,
this port can meet and exceed what s
still one of P55’s most resource-hungry
titles. That said, on our mid-level test rig,
the garme ran very nicely at 1440p with a
lédhz refrash, Nvidia's DLSS making
the graphics a treat en High

Perforrmance matters aside, this
game's mitiatly intriguing premise
guickly begins to feel repetitive,
Somehaw, a new land, cultures,
and cast of characters still ends up
feeling like & game going through
the motions. It's harder to get
behind the main characier's
guest here, loo. Aloy
seems warld-weary o a
deflating degree. If she's
not invested anymare, why

80 | wesux | JUN 2024

should | be? Then there's the game's
underwhelming tutarial guestline, which
15 essentially about breaking up a union
work stoppage.

Allies from the more engaging first
game do return, but Aloy's abrasiveness
in this instalment means you don’t spend
as much time with them as you'd like.
It's especially frustrating as Varl, one of
the best and most underulilized
characters from the first game, is
constantly pushed aside

Onee unleashed inte the wide-open
world, you'll find that everything is
structuredverysimilarlytothe first game.
There's a legion of checklist activities

to keep you busy, and of course, a
s litany of side-quests, often giving
you reason to explore the map's
nooks and crannies,

While the climbing centrels
enabling Aloy fo scrabble and
leap around the world are now
much more naturalistic than
thevery linear maneuvering
in the first game, it

sometimes conflicts

with the gorgeous
graphics. There's so
ruch visual noise that
it can be hard to parse

points of interaction, Some surfaces
are fully climbable, while others aren't
Frepare, therefore, Lo hit the scan butlon
a lot to have Focus highlight what you
can grab.

Other upgrades are more perfunctary.
Besides being one of the slowest and
most prescriptive grapples in gaming,
the pullcaster also allows you to open
specific vents and pull down walls. The
igniter allows you to blow open different,
marked walls. The vine cutter allows
you to destroy ivy covering, you guessed
it, specific dears and walls. The diving
mask fares better, as some areas have
some rather pretty, if basic, underwater
exploration.

Still, for all the jumping areund and
the open world, Horizon is a third-
person shooter at heart, built around
some wonderfully handeralted
weapanry, There's a real tactility to
combat, especially when you fight the big
mechanical creatures, and even returning
weapon types have been given fresh
torms. Each mode of fire gets its own slot
on the weapon wheel now, meaning that
your five pieces of gear can in praclice
feel like 10.

Its a shame, then, that so much of
Forbrdden West focuses on enemies

O LOMY INTERACTIVE EMTERTRINFENT! GUERRILLA GAM ES



The initial
narrative
" iz about an
industrial |
dispute, -
Yes, really. :

B i
oo

Despite new lands,
5 cultures, and characters,
2 you quickly feel like you're
buinn through the motions,

The sizzling combat has plenty of
tactility, especially when you take on
the big mechanical creatures.

—

Aloy: Better u thing mther than fire: WSS < S : Jlkt}_nﬁﬂi.&'.ﬂ'ﬁ'ﬂm&ﬂr.

besides the series iconic robosaurs. i The fighting Is nnh,,ragrnm
The slicker sci-fi elements introduced in \ y e - part of what isn't, ultimately, s |
the story give rise Lo some smeooth and \ e = r 2 ! terribly engaging game world.
utterly dull plastic robets and legions ) i \
af annoying human guards. The final
boss fights, including those in the OLC,
are likewnise just dudes with mech suits
or futuristic armor, and they lack the
series distinctive flavor, All told, then, the
rollicking machine combat ends up being
anly a small part in a pretly baring world.
Ultimately, Farbidden West struggles to
keep up with ather, better opan worlds,
and as desperately as (U tries, lhis
seguel simply can't recapture the Zero
Dawn magic. -05CAR TAYLOR-KENT

L\ Horizon: Forbidden West

O MACHINE CODE
Stunning visuals; Rollicking

and tactile cambat

that fero Dawn magic

- -
Frustrating narrative; Can’t recapture ' - AR ..'L

PARECAMMENDED SPECS CPU lofed
Core i5-8400 or AMD Ryzen 5 34600
GPU, NVIDIA GeForce RTX 3040 or
AMD Radeon RX 3700, RAM, 16G8

I - “ v : The visuals are utterly lush, but
- : the game tsalf hasn't moved on
$59.99, www.guerrilla-games.com, rated Teen ;
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HWMonitor vs HWINFO

The kings of system monitoring go head-to-head

AH, THESE TWO TITANS. |f you've spent
any amount of time in the world of
benchmarking, stress-testing your PC,
or even if you're just curious about how
toasty that Ryzen 9 7950X 1s getting,
you'll have no doubt heard of HWMonitor
and HWINFO.

On the surface, they serve a wvery
similar purpase. Their job, as much as it
is, is to tie into the mass of sensors that
litter your motherboard and supporting
camponents, reporting on all manner of
temperatures, voltages, and clock speeds
that your 0% and system need to know
about. At this paint, they then relay that
intormation directly back to you in an
easily readable tormat,

Now. it goes without saying that here
at Maximum PC, we are big fans of
both of these pieces of scftware, Over
the years, we've swung back and forth
between the two, as they both serve a
very similar purpose, but both provide
3 unigue array of features that can help
or hinder any avid tech journalist. In fact,
some manufacturers often recommend
one aver the ather due to more accurate
reparting fram time to time.
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Okay, we'll admit that it's not exactly
the most exciting of head-to-heads
aut there, but the guestion still needs
asking: which one do you pick over the
other? Which oneis better trom a purely
ohjective point of view?

HWMONITOR
Arguably the far better known of the two,
HWMonitar's lineage lies with CPUID, the
same folk who brought you CPU-Z. There
are two core variants available: a full
A2/64-bit installer version, and a portable
zipped version, depending on what you
need. On top of that, there's also a Pro
licensed edition, but we'll talk a little bit
moare about that on the opposite page..
HWMonitor 1s incredibly easy to use,
and that's no bad thing. Upen opening
the app, youre bombarded with a long
list of sensors, all reporting different
statsand figures from all the components
m your PC, handily labeled and listed
for your convenience, In our case, we
use it predominantly for monitoring
temperatures, ulilization, and clock
speeds, particularly during benchmarking
runs, to see just haw well products tick.

You can close each sub-heading or
component with a click on the menus, or
expand them respectively. But it's a fairly
basic system, and won't remember what
you've closed or opened for next time;

Options are limited to just being able
Lo adjust your temperature
measurements, and that's aboul il
There's a reset button to flatten out your
current value, and the min/max values as
well, It also has a ‘dark theme’, but it's
mere gray than dark.

As for systemn resource use, you're
looking at around 32MB on Windows using
the installed version, and between 0.2 and
0.4 percent CPU usage under load.

HWINFO
As for HWINFD, it's certainly the lesser
known of the two, but far more advanced
in its configuration. The range of sensors
is huge in comparison to HWMonitor—tar
too many for us to List here, but all the
ones we use on the day-to-day are well
taken care of.

As standard, it's considerably less
dumb than HWManitor, remembering
what threads you've closed, and which

B HWMONITOR
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HWINFO's powerful software package

makes for an awesome system-monitoring

tool, complete with graphs and OSD.

sensors you've paused or don't want to
see, ready for the next time it's opened. It
also comes with active logging and a hast
af graphing tech built in [simply right-
click on a sensor, and you can generate a
live graph for that specl.

You also get 050 support as standard,
altheugh it is limited to just five additions
without a Pro license attached. On top of
that, third-party add-on support 1s rife,
so if youre running a keyboard with a
display, or something like a Stream Deck,
therg's suppert for that here, 1oo. On top
af that, it's a minor detail, but Dark Mode
is tied to your OS theme. You can even add
sensor data as icons to your bottom-right
Windows toolbar

There's a lot to love here, and it's far
more vast a software setup than the base
HWMoniter variant, but that does take up
resources. Inoour testing, it used around
L4MB of memaory in total, and averaged
0.4 percent CPU usage during test runs,
although we did see the cccasional spike
fa two percent.

LICENSES LICE
Both also feature different paid versions.
HWMaonitor, has a Pro variant as well,
which is a slightly juiced-up variant of
the standard HWMeonitor, mere in line
with HWINFO. You can download that
for free, and you'll get a 30-day trial on
first install, after which you'd need a

NSES
L= B

license key, As standard, the basic license
comes in at €20 [$21.40) and grants you
a lifetime Pro license, plus one year of
updates for HWManitor Pro, along with
a maximum of 10 remote connections
lo your device lfor momitoning your rig,
er, remotelyl. Alternatively, you can pay
€35 ($37.50) and get a two-year update
license, with 20 remate connections. [f
you dor't renew, your licensed version will
still worlk, but you won't be able to update
it, so if you equip new hardware, say a
Ryzen ¥ 10950X, it likely won't register in
the program without that update.

On the otherside of the fence, HWINFG
also featlures a number of licenses. A
perpetual license, for 129 that grants
you lifetime updates, at no extra cost,
along with a subscription medel that's
similar to HWMoniter, with a $2% up front
permanent cast, alang with $14.50 yearly
renewal cost for continued updates.

It's worth noting, however, that
HWINFQ's Pro fealures are far more
advanced, including auto reporting via
command line, shared memory suppert,
unlimited 050 items, and expansive
remote monitoring [with @ maximum of
50 connections.

At their core, both programs deliver
some seriously useful sensor-logging
capabilities. If all you need is a guick
glance at a temperature every now and
then, HWMaonitar 15 the way lo go. Iis

super-steek interface and no-frills design
make it an ideal pick for anyane who just
needs to Keep an eye on things every
now and then, HWINFO, even in its base
form, is far mere complicated, but far
more powerful because ol o, I you're
looking to analyze the ins and oufs of
every facet of your machine, it's the one to
go for. Pro licensing for both amps up the
feature sets, butit's arguable that if you're
looking at the Pro license for HWMonitor,
yau might be better off saving cash and
grabbing HWiNFQ instead. -zax sTUREY

IWERDICT

Free / Starting from 529, www, hwinfo.com
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Next-gen number
crunchers
I'm the guy who suggested
building the ‘number
crunching monster’ rig that
appearsd inyour Detober
2020 1ssue. You went with
the AMD Threadripper
3370 for that build. which
was awesome! Now that
several years have passed,
I'was wondering whether
you'd be interested in
building an updated kick-
gss business workstation,
but with Team Blue (Intel)
this time?

In particular, I'd lave
to see a build using
gne of Intel’s Sapphire
Rapids-W5 Xeon W
processors. Although
the Xeon W-3400 product
line is quite iImpressive,
maybe samething from
the Xeon W-2400 product
line would be a more
reasonable choice budget-
wise_ Anyhow, | sure hope
lightning dees strike twice
so0 | can see another non-
gaming butld in your pages!

-V. Thompson

EDITOR-IN-CHIEF,

GUY COCKER, RESPONDS:
Thanks sa much for your
letter, which makes a fair
point that we haven't done
a high-end workstation

WE TACELE TOUGH READER QUESTIONS ON...

> Workstations, please!

> High scores
> OLED fears

build in a while. First of
all, that's a great idea—
these kind of PCs have
evolved massively over
the last few years, as
waorking from home has
hecome a priority for
many, But the main driver
has been &l making its
way into every facet of
work, frem commerce
and education to scientific
research. As such, more
and more organizations are
equipping themselves with
workstations than ever
before, while those whao
have been using them for
decades have seen their
power demands increase.
MNow, | should say that
this isn't an area that I'm
persanally experienced
with—my background is
inconsumer technology,
so home and gaming
use is where | tend to
gravitate. However, | have
been invited to a couple
of Lenovo ThinkStation
hriefings, and have
enjoyed learning about
how they put their P Serigs
workstations together;
and how they're used for
all sarts of professional
uses. They also look the
part as well, with thermal
design co-developed with
Aston Martin,

But ldigress. |'LL talk
to our bujlder, Zak Storey,
about such a build. We're
grateful for your Idea,
to be honest, bacause in
the second half of this
year it looks like thare'll
be a dearth of new GPU
releases, and we'll be
on the lookout for other
themed bullds. We're
Lining up the RX 7900 GRE
for next issue, but keep
aneye oul for a luture
issue when we'll hopefully
have samething mere
workstation-oriented!

You also mentioned
using Intel's Xeon
processors, of which
Intel has Just announced
a new generation. Head
to page B, where you'll
see the new Xeon & chips
leading the news section.

Metric mayhem

I've been a subscriber
since the time of Boat,

and | would like to make a
small editorial suggestion.
I don't know whal the
percentage of your readers
reside in the United States,
but | would imagine that

it a fairly substantial
number. 854 grams or 640
grams means abseolutely
nothing te me, or most
likely to any ather reader

| N submit your questions to; editor@ma

in this country. Meither do
measurements in mm, cm,
melers, or any ather metric
unit, If you want to print a
weightin grams, please
also include the weight in
aunces, pounds, ete. For
example, in your recent
review of the Lenovo Legion
Go, change the sentence
toread "...so the Go's

‘BS54 grams [30.1 oz} with

controllers or 640 grams
[22.5 0z| wilhout..." This
would make for a much
more informative review, at
least for people in the US,
It is strange—sometimes
you use inches for
measuremente of cases;
sometimes you use mm,
Also, | think it would be
beneficial to have a short
article describing your
review scores, In the past,
a '6' meant that the product
did what it was supposed
to do but the writer had
noidea why anyone would
desire ta purchase it. For
the past several years, |
have nol seen a review with
a score lower thana é. In
sevaral issues, | believe
that every review had a
seore of 8. That's fine, but
if the readers dont know
what your scoring system
is, the numbers don't
mean anything.
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Thank you lor your
considaration. -J. Croft

EDITOR-1N-CHIEF, GUY
COCKER, RESPONDS: Thank
you for your suggestions
both on the units of
measurement and the
scoring system we use
here on Maximum PC! |
can feel the frustration in
the lack of Inches and lbs
in these pagaes, and it’'s
something | will talk to our
production editor about to
make sure no ane’s missing
out, no matter whera they
are in the world!

We do have a worldwide
readership, especially as
the magazine is distributed
electronically through
platforms like Readly and
Pocketmags. However, our
heritage is as a magazine
for the US market, hence
our prices being in US
dollars and release dates
referring to US availability.
There ara axceptions, of
course, like one machine
nour &l FC feature this
manth only being available
inthe UK & Ireland,
but for the most part,
we're thinking US first—
something we clearly
need to address when it
comes to measurements!
So apologies again for the
inconsistency there.

Your scoring enguiry
requires a more nuanced
answer, however. You're
right, we don't have a
breakdown of what each
sCOre means—oursister
title, PC Gamer, runs a
detalled explanation on
the opening spread of
its reviews section each
issue. Our scoring system,
tor thosa that don't Know,
runs from 0-9 "Kick Ass’,
with the latter being the
highest score we give any
product, This is a decision
fram before my time, the
idea being that there's no
such thing as a ‘perfect 10°
This is an idea | subscribe
to, having spent 24 years
reviewing consumaéer tech
and video games. | think
most of the other scaores
speak for themselves, but

as editar, | do try lo make
sure the score lines up
with the text when I'm
editing. ITf they don’t match
| go back to the writer
and ask them to adjust the
text, score, or sometimes
both, accordingly.

In terms of seeing
higher-scaring reviews
recently, this is sameathing
that I've tried to be more
conscious of. In my opinion,
part of the magazine's
|abis to tell you about the
products you need to be
looking at or be aware of
in order to improve your
PC-using experience. &s
funp as it can be to read land
Indeed, write] a review of
atruly terrible product, I'd
much rather you be kept
up to date with the best
af the best, That means
sometimes not including a
review of a product that we
think in"t warth your time,
or covering it elsewhere in
the magazine, suchas Lah
Motes. Of course, the big
CPU and GPU releases will
always be reviewed, but

Qur last workstation
build, from
nearly four
yearsago.

iFwe can highlight a great
product that you might not
have known about [like the
Elgato Facecam MK.2, in
this issue on page 87], then
I'd much rather we do that
than one that shouldn't
even be on your shortlist

We have run a lot of
high-scaring reviews
reacently, including a couple
of 9 Kick Ass awards this
jssue alone. We always
compile these "Best of the
Best” products into our
Gaar af the Year feature in
gach Holiday Issue we do
[released at the beginning
of December|—this year's
list looks Like it will
already be an abundance
of riches!

Seeing ghosts

| often read inthese pages
from both you and Jeremy
Laird extoling the virtues of
an OLED panel as a gaming
display. I'm starting to get
mare interested now that
it's not just Dell and LG
making these monitors, as
it means they're coming

indifferent screen sizes,
curves, and ratios, while
the competition drives
prices down

However, | cannot get
over my fear of OLED
burn-in, having been an
garly adopter of an CLED
TV and suffering from this
myself. Basically, my child
would often play games
after schoal [when | wasn't
around] and would be
fond of pausing his games
cansole and going away
ta do samething else,
leaving the image to gat
etched on the screen,

How much of a3 problem
isthison OLED monitors,
and should | be this worried
about it? -T. Mulvern

EDITOR-IN-CHIEF,
GUY COCKER, RESPONDS:
Your guestion is well
timed, as this is the exact
topic of Jeremy's Lab Nate
|page 72) in this issue. As
unbeatable as OLEDs are
for gaming tand I'm typing
this using one right nowl,
they aren’t the best for
general use. The text isn’t
as sharp as on tha hest
|PS panels, although that
could be the fact that my
OLED is 1440p, not 4K. But
by farthe most frustrating
part of owning oneis the
Pixel Refresh message that
appears every few hours,
which does prevent burn-
I, but s impractical to do
during a working day.

Jeremy brings this
up in his column this
maonth, as well as the
lssue of warranty, Maost
new panels come with a
camprehensive three-
year warranty ta help this
fssue, but then, there's a
practical problam if you
lave 1o return an affected
manitor 2nd then wait for
a new one, as well as what
to happens beyond that
three-year time frame

| personally would
never go back from
having an OLED now,
but they do sadly
still come with some
pretty big caveats, O
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THERE AIN'T NU stopping the turning of the worlds, and the same
is true of aur Blueprints. This issue, we ve seen some significant
changes across the board, including a revamp af our mid-range
build to be a little less ambiguous, and a little more, er, mid=
range. Yep, that's right. And what's triggered all this? Escalating

thar pr

THIS MONTH'S STREET PRICES...

prices, that's what, Those pesky manufacturers are al it again,
and supply and dermand has shifted its attention away from the
launch of Nvidia's new Supers and solely on the 550 markat,

Our buedget builds were first on the block, and saw some
significant price bumps, particularly across the motherboard
and GPU segments. Although ne!l guite as drastic as some of
the shifts in the Mid-range and Turbo builds, the value of the %
dramatically changes when you have less of it. That's certainly
true when it comes to budget PC builds, that's for sure.

To counteract—and in some ways pre-empt—the shifting
S50 market, we've been a bit radical with both systems’ storage
solutions, downgrading our primary S50 froma 1TB PCle 4.0 to
a 51268 variant. For our backup storage, we've shifted toa 1T8
PCle 3.0 550 instead. It may be slower than a 4.0 drive, but this
does give us %45 worth of savings, 51268 is plenty for an 05, and
although a little frugal, 1TB of [still super quick] 550 slorage for
your games and files as a backup drive is more than manageable.

We've also changed both motherboards down a chipset or
so. Gigabyte showed us this issue that we shouldn't just write off
that second-tier chipset straight out of the gate, and we ve taken
that to heart, moving cur AMD build to the Gigabyte B450 UD AC,
and the Intel system over to ASRock's B740 Pro RS, both of which
have shifted the pricing on these systems quite dramatically.

Allin all, we've brought the AMD build dawn by anather $59
on last issue, and Intel by $53 [finally bringing it sub-%$1,000) all
without sacrificing a huge amount on performance. Nice.

AMD INGREDIENTS INTEL INGREDIENTS

PART PRICE PART | pRIcE
Case Corsair 40000 Airfiow 595 Case Corsair 40000 &ir flow $95
PSU 400W Thermaltake Toughpower PsU 400W Thermaltake Toughpower

: GXZ B0+ Gold i $68 : GX2 80+ Gold [ $68
Mobia | Gigaby1e BAS0 LID AC ATX NEW | $145 Mobo ASRock B740 Pro RS ATX NEW | §150
CRU AMD Ryzen 57600 5194 CPU intel Core i5- 14400 5210

I ; :
GRU ASRock Challenger D Arc A750 BGB S200 GPU . ASRaock Challenger OC RX 7600 BGR . §240
RAM | 1468 [2x86B] Kingston Fury Beast RAM - 16GB [2x86B) TeamGroup Elite Plus

{ REB 000 b6 3 - DDRS @ 4800 £40 | $53
5501 © 5126BADATALegend 840 PCled.0M.2 NEW | §45 5501 © 51268 ADATA Legend 840 PCle 4.0M.2 NEW | $45
5802 1TB MSI Spatium M371 PCle 3.0 M.2 MEW | 559 €502 1T8 M5 Spatium M371 PCle 3.0 M.2 HEW S5
os | Windows 10 Home 86-bit OEM 05 | Wiritows 10 Horrie 64-bit OEM :

- IWindows 11 Compatible] 532 ¢ [Windows 11 Compatible] | sa2

Approximate Price: 5928
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MID-RANGE
f L

BOY, HAS THIS Issue been a doozie for our mid-range spec.
First, let me read off some stats, For cur AMD build, the mobo
increased in price by $50, the CPU by $25, RAM by $13, and 550
by $12. Far Intel, the CPU went up by $15, the cooler by $20, the
BPU by $20, RAM by 518 and 55D by $12. What a mess.

5 red r
Lot ..h @'m-emm-

TAKEIT FROM A GEEK™

With those colossal shifts in mind, we decided to rip the guts
out of these machines and pitch them at an entry-level 4K/top-
tier 1440p build instead, with a %1,500 price point as the target.
That meant shifting both GPUs around, running the 7800 XT in
our AMD build, and the 4070 Super [in all of its painfully expensive
glorylin ourIntel rig. We've paired that with a doubling of storage
forour secondary drive, too. 2TH, is let's be honest, the abzolute
sweet spot right now for gaming. You can chuck a ton on it, and
nat have lo werry about space al all. M5I's Spatium fits the bill
perfectly for that role.

For build-specific elements, we desperately wanted to change
out the 7700 in our AMD build, as the $25 price hike sucked, but,
without changing to either the far lesser-powered 7600X or the
far more expensive 7B00X30, we were out of luck. To offset that,
we've gone with a slightly different motherboard this issue,
which has saved us a good $39, and shifted cur RAM over Lo the
Corsair Yengeance kit, as it's dropped from $115 1o $79.

For our Intel build, we've changed both the CPU and its cooler.
Opting for an Intel Core i5-14400F will reduce our core count, but
performance should still be fairly patent, and it saves us a good
$B4 in the process. Combine that with a near $50 saving on the
CPU cooler as well, and we're onto a winner, offsetting that extra
$170 additional cest front-loaded by picking the RTX 4070 Super.

Thatleaves us with a 3145 price increase for our AMD system,
and a $223 price increase for the Intel rig, but better 4K gaming
potency, and some seriously tasty secondary storage as well.

AMD INGREDIENTS INTEL INGREDIENTS
PART : pRicE PART | i PRICE
Case NZXT H7 Flow $107 Cass | NZXTH7 Flow 5107
PSU B50W Thermallake Toughpower | PSU B50W Thermaltake Toughpower
GF1 2024 80+ Gold i 595 GF12024 80+ Gold 895
Moba Gigabyte X670 Gaming X AX V2 - AMS NEW : 5210 Mobo | MSIZ790 Gaming Pro WIF| ATX 5189
cpu AMD Ryzen 77700 3285 CRU Intel Core i5-14400F NEW | §210
CooMe - Crrsalr AT Toner 100 Cosler | EnermaxLigmax il 380 ARGE NEW | 383
GPU PowerColor Hellhound OC RX 7800 XT NEW © 5480
GPU Zotac Twin Edge RTK 4070 Super MEW : 5550
RAM 3268 (2%14GB] Carsalr Yengeance
@ &000C36 NEW : 379 RAM 3268 [2x156B] Corsair Vengeance
: - DDRS @ 4000 34 i 579
550 1 1TB Corsair MP600 PROLPX M2 PCle 4.0 | 590 s
: S5D1 1TB Corsair MPA00D PROLPY M.2 PCla 4.0 590
5502 2TB MSI Spatium M4E2 M.2 :
PCle £.0550 NEW © 3109 5502 2TH M5! Spatium M&82 M.2 PCle 4.0 HEW | 5109
0s Windows 10 Home 64-bit OEM 0s Windows 10 Home &4-bil OEM
i [Windows 11 Compatiblel i 32

i [Windows 11 Compatiblel i $3z2

Approximate Price: $1,587 Approximate Price: $1,584
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blueprint

WHAT A WEIRD WORLD we live in, where both our budget and
mid-range systéms have undergone some serious surgery in
ardertelryandmaintain thesame levelol priceand performance.
Yet, the higher up the chain you go in terms of both budget
and performance parts, the less change actually oceurs. It's
Just the way these things wark out.

AMD INGREDIENTS

Okay, let's be honest, The biggest profit margins lie with these
top-tier parts. Sales volume is higherin the entry-level and mid
range, sure, but it's the high-end kit that has the mast insulation
when it comes to taking price hits. Thisis speculative, of course,
but it certainly seems to be the most likely cause here.

First then, the good news. The RTX 40 Super series crisis
seams o be over. Stock is readily available, and our PNY
4080 Super of choice has fallen |yes, fallenl in price by 350,
and is available for purchase today. it only took an entire
guarter for Nwidia's foundries to pump out encugh GPUs
and the scalpers to lose interest. Otherwise, we've sesen
some tasty price drops across the board en both our
systemns, The AMD rig had its CPU price fall by $50 and GPU by
530, Memory had to be swapped out, as it would be bumped up
by animpressive $35, and, similarly to our mid-range builds [and
because we're getting bored of tiny screens on CPU coolers],
we've gone for a slightly lower’ spec 340mm AID, We're using
alr gquolation marks there because really, performance is going
to be identical—you just won't have a fancy screen to display Gifs
on.

Likewise, our Intel build saw price drops across a number
of parts, and we've gone shead and again changed out the
cooler ta @ Phanteks Glacier One, saving us a ton of cash an
MZXT'e 3277 360mm AlQ, Interestingly, 550 pricing across
both these drives has remsained resolutely concrete for
some lime, They are both using 232-layer TLC NAND flash
frarm Micron, so we are wondering whether Al might not like
high-density flash or not. It could be that, or because there's an
excess of PCle 5.0 drives floating around in the ether.

INTEL INGREDIENTS

| PRICE

| PRICE

PART PART
Case  : Phanteks Enthoo ProZ Tempered Glass | $150 Case Phanleks Enthoo Pro 2 Tempered Glass | $150

1 ! H H
PsU Super Flower Leadex Platinum SE . FsU i Super Flower Leadex Platinum SE i

i 1200W - 80+ Platinum [ 5148 . 1200W - BO+ Platinum { 5145
Moba  : Asus Prime XATOE Pra WiFi - AMS L 5300 Mobs  © Bigabyte Z790 Aorus Elite AX-W ATX | 5347
CPU | AMD Ryzen 9 7950X L $549 CPU | Intel Corei§-14900KF | §531
Cooler | Asus ROG Ryuo Il 360 ARGB Eeoler | Phanteks Glacier One 340030 :

| 350mm AID NEW | 5190 i 3&0mm AlD MEW : S180
GRPU | Sapphire Nitro+ RX 7900 XTX 24GE8 L 81,000 GPU ENY Werto Overclocked RTX 4080 Super 16GB $1.000
RAM 4GB [2x32GB| TeamBGroup T-Create RAM 48GB 12x 24GB) G.5kill Ripjaws

{ Expert(@4000C34 NEW | 5185 DDRS i@ 4400 CL3A 150
5501 2TB Corsair MPTO0PCle 5.0 M.2 5249 5501 2TB Corsair MPT00PCle 5.0 M. 2 1 G249
5502 ZTB Crucial TS00 PCle 4.0 M.2 5155 5502 2TB Crucial TSOD PCle 4.0M.2 5155
= | Windows 10 Horne bi-bit OEM : 05 | Windows 10 Home 44-bit OEM

| {Windows 11 Compatible] [ $32 . [Windews 11 Compatible] P $3z

Approximate Price: %2 955 Approximate Price: $2,959
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UNEARTH THE FULL STORY
BEHIND THE LEGEND OF ZELDA

Explore every game in the series and what makes each one so great. If you're a fan, you'll
enjoy the trip through time. If you're a newcomer, we offer you this sage advice: “It's
dangerous to go alone, take this!”

- e Shop easily online at:

FUTURE o .
. - magazinesdirect.com e
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support. Visit our website and build your dream PC today.

LEARN MORE: WWW.LIGITALSTORM.COM
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We build the world's most advanced PCs.

Experience a new level of performance with an award-winning Digital Storm PC.

Built with the latest technology, highest quality components and backed by lifetime




