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A New Feature for a New Year

appy New Year! I hope 2023 will bring you exciting projects,
successful designs, and nary a single bug in your code.
To mark this season of making—and promptly forgetting—
resolutions, we have made a few small changes to Circuit Cellar as
well. Namely, we are excited to introduce a new monthly section of our magazine
entitled “Technology Feature.” Helmed by industry insider Michael Lynes, Tech
Feature will shine a light on the emerging trends and technologies most critical
to developing microcontroller- and embedded processor-based systems and
design topics that are driving today’s embedded electronics industry. Check out
his article this month on smart buildings and smart cities, and what it takes to
transition your business to a smart building today.

Remember to check out David Tweed's section “Test Your EQ" in the back
of each issue. In it, he poses questions that challenge your embedded systems
knowledge, with answers published the following month.

Field-programmable gate arrays (FPGAs) are an essential technology that can
offer more power and flexibility than a typical microcontroller, although they
can be more difficult to work with. Thus, Nishant Mittal provides a primer on
FPGA basics. He covers topics ranging from their architecture to some aspects
of FPGA-based design. Read his piece “An Introduction to FPGAs"” on page 14.

Alex Pozhitkov and Brian Millier both write up their experiences in building
tools for research, this month. Alex wrote a piece focusing on a component
of a gas conditioner used for fuel cell research that his company built. They
needed to repurpose a liquid level probe designed for conductive liquids to work
with non-conductive liquids. Read more in “Level Switch for Non-Conductive
Liquids” on page 23. Brian, meanwhile, discusses the design details of building
a potentiostat for electrochemical experiments, something he was tasked with
in his time as an instrumentation engineer in the Department of Chemistry at
Dalhousie University. His piece, part of his Picking Up Mixed Signals column, can
be found on page 36.

Faiz Rahman and Jleff Bachiochi both revisit the past, albeit in different
ways. Faiz goes in depth in covering the development of flatscreen TV
technology, in “The Evolution of Flat Panel TV Technology” on page 18. As a
follow-up to his last piece, Jeff builds a second radar speed monitor, now using
a different MCU—the popular Raspberry Pi Pico. Check it out in his column
From the Bench, on page 52.

And Colin O'Flynn writes about SRAM read-back attacks in his Embedded
System Essentials column. These can occur because many debug lock or
security features in microcontrollers allow read-back of SRAM. He demonstrates
the attacks themselves, as well as some possible countermeasures. It's an
insightful piece.

I, for one, am excited to see what new technologies the new year will bring,
and what's on the horizon for embedded
systems. Thanks for joining me on the path of
discovery. I hope 2023 brings you success in
all your embedded systems endeavors. &
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Buildia Custom App
. |

ithAWS ToT
mbedded IoT Device

Using the Amazon Web Service (AWS) IoT EduKit
as a starting point, I will show you how to build
a custom system to monitor the air quality of an
electronics workspace. This is the first of a two-
part article series.

.f Afvarez-TurricuL

n a previous article, “Build IoT Secure
Apps with AWS Services” (Circuit Cellar
issue #383, June 2022) [1], I introduced
Amazon Web Service's (AWS) IoT EduKit
learning program, advertised by its creators
as an easy and cost-effective way to learn
how to build secure Internet-of-Things (IoT)
applicationsusingthe AWS IoT Coreservice. The
EduKit learning program uses as a reference
hardware the Core2 ESP32 IoT Development
Kit, developed and manufactured by M5Stack.
It offers a software framework and sample
code in the form of learning tutorials, along
with some community-developed projects for
additional reference.

The EduKit learning program aims to help
developers easily get into building secure IoT
applications. Part of the idea behind it is to
streamline the process of writing, compiling
and testing embedded IoT firmware, to
help developers focus on creating real-
world applications. Secure communications
at the embedded hardware level is not
overlooked within the framework. This could
help facilitate its adoption for commercial,
industrial, medical and other safety-critical
applications.

In my previous article [1], I discussed
the EduKit learning program’s workflow, the
reference hardware specifications, cloud
services, libraries, and development tools.
I also made a walk-through of the first
three examples presented in the program,
explaining key ideas regarding the hardware,
software, and cloud services.

In the present two-part article series, I
take the EduKit learning program’s “Smart

Thermostat” example as a starting point for
building a custom system to monitor the air
quality of an electronics workspace, where
soldering fumes typically pollute the air. The
system will monitor the room air quality and
control an air extractor to automatically clean
the air when needed. The solution I give is
somewhat trivial, because the project is not
intended for real-world use. Its main aim
is to showcase the interfacing of off-board
sensors not supported directly by the Software
Development Kit (SDK) and the implementation
of custom hardware driver code. I will also
discuss the required embedded firmware
project configurations to include the new
hardware and the build of a custom, serverless
application to support the system,

To follow the topics discussed here,
you must be familiar with the AWS EduKit
platform. If that's not the case, please first
read my previous article [1], or check the
first three examples on the EduKit learning
program’s website [2].

In Part 1 of this article series, I discuss the
interfacing of the off-board sensors selected
for this project, the development of custom
hardware drivers for them, the required
project configurations to include the new
hardware for a successful compilation, and a
basic testing with the AWS IoT Core server. In
Part 2, I will discuss the inclusion of actuators,
particularly an air extractor, and the build of a
custom, serverless application to support the
system on the AWS IoT Core Cloud.

The block diagram for the Smart Air Cleaner
system is shown in Figure 1. The Core2 ESP32
IoT Development Kit (from now on, “Core2



device” for short) is the embedded controller
used for the IoT device in this project. It is based
on the Espressif Systems ESP32-DOWDQ6-V3
microcontroller (MCU), featuring dual Xtensa
32-bit LX6 cores that run at 240MHz. The Core2
device comes with a Microchip ATECC608B
Trust&GO pre-provisioned, secure element
(SE) integrated circuit (IC) that facilitates
network authentication and the use of secure
connections.

The proposed system will use a carbon
dioxide (CO,) sensor and a particle-density
sensor to monitor air quality. An air extractor
will clean the air if it becomes too polluted.
Sensor measurements will be sent to the AWS
IoT Core server via the Message Queueing
Telemetry Transport (MQTT) protocol. A
serverless application in the same server will
generate and send back commands to the
Core2 device to control the air extractor.

Amazon's AWS Iol Core platform uses
the MQTT protocol to exchange data with IoT
devices. MQTT is great for interconnecting
remote devices with small code footprints
(such as MCUs) and low network bandwidth.
MQTT is designed around the publish/
subscribe messaging model, where message
types are defined as "topics.” In this model,
some devices publish to topics to send data,
and others subscribe to topics to receive
data. Data exchanged between publishers
and subscribers can be text, numbers, binary
data, JSON strings, and other data. JSON data
format is recommended for interacting with
AWS IoT Core platform.

The EduKit learning program showcases
the use of the “AWS IoT Device SDK for
Embedded C" libraries for writing firmware
for the Core2 device. We will be using the same
SDK here. With this SDK it is possible to write
embedded applications that securely connect
to the AWS IoT Core platform via authenticated
TLS connections [3]. It also greatly simplifies
access to the platform’s MQTT broker to
publish and subscribe to topics. The SDK
was built with resource-constrained devices
in mind—typically MCUs—and facilitates the

interaction with the Core2 device's SE for easy
security authentication.

The AWS IoT Core platform has a feature
called “device shadows” that's used to
exchange and synchronize data between
MQTT clients. A device shadow is just a JSON
document that the platform stores in the
cloud and contains current state information
of the IoT device (for instance, the Core2).
This JSON document is published on a special
MQTT topic, and contains “key:value” pairs
that store the latest state of the mirrored
IoT device. Any system that has access to the
device shadow can obtain real-time status
updates from the mirrored device. Other
systems can even push their own key:value
pairs to the device shadow, so the mirrored
device can receive data from them as well.

For this project we will use a device
shadow to mirror the state of a number of
key:value pairs in the Core2 device. Some
of them will be “reported” state values—for
instance, the readings obtained from the
CO, and particle-density sensors. Some of
them will be “desired” state values, such as
commands coming from “topic rules” and
the “detector model” (serverless application)
running on the AWS IoT cloud platform.

Topic rules are an AWS Iol Core feature
that allows reported state wvariables to be
received from an MQTT client (for example,
the Core2 device), via its shadow device. It
then generates new, desired state values
using SQL queries with conditional logic.
Those generated state values are then
inserted back into the shadow device, so the
MQTT client can automatically receive them
when a synchronization action is performed.
These new, desired state values could be, for
example, commands to control actuators.

A detector model is another AWS IoT
feature that helps easily implement a
serverless application. A detector model
Is just a Finite State Machine (FSM) with
conditional logic capable of receiving input
from topic rules, compute state changes, and
publish them back to the device shadow as

Dust/Smoke
Sensor

Alr extractor

AWS loT Core
server
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FIGURE 1
Block diagram for the Smart Air
Cleaner system
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FIGURE 2

Circuit diagram for the Smart Air Cleaner system

FIGURE 3
Hardware prototype for the Smart Air Cleaner system

desired states. The behavior of the detector
model is defined by using JSON syntax.

HARDWARE

Figure 2 is the circuit diagram for the
Smart Air Cleaner system without the air
extractor. The system is composed of a
CIMCU-811 sensor module carrying an ams
OSRAM CCS811 ultra-low-power, digital
gas sensor. This sensor uses a metal oxide
(MOX) gas detector to sense a wide range
of Volatile Organic Compounds (VOCs), and
it is recommended for indoor air quality
monitoring. The sensor uses an I2C port to
interface with an application MCU,

The CCS811 implements internally
intelligent algorithms that process raw
measurements and output values for the Total

VOCs (TVOCs) and the equivalent CO, (eCO,)
detected in the air. The computed eCO, value
fairly represents the real CO, concentration,
as long as the detected VOCs come from
humans. This sensor also implements multiple
optimized measurement modes for low
power consumption, and an "idle” mode for
extending battery life in portable applications.
The CCS811 is connected to the Core2 device's
Port A, which exposes pins GPIO32 (SDA) and
GPIO33 (SCL) from the ESP32 processor (see
Figure 2).

The SHARP/Socle Technology
GP2Y1010AUOF is a compact optical dust
sensor capable of detecting smoke and other
very fine particles. It is an analog-output
sensor composed of an infrared (IR) LED-
phototransistor pair, diagonally arranged
in the device. The sensor detects reflected
light from dust or smoke particles in the
air, and provides a voltage output level that
corresponds to the particle density in pg/m3.

The GP2Y1010AUOQF sensor interfaces with
an MCU via two pins: a digital LED input pin
and an analog Vo output pin. Through the
LED input pin, the sensor receives a short
pulse that turns on the internal infrared LED.
After 280ps, the Vo output pin provides an
analog voltage proportional to the air particle
density. To read this sensor, the Core2 device
must provide first the short digital pulse, and
then sample the analog output voltage with an
analog-to-digital converter (ADC) input. Next,
by applying a transfer function provided by
the device’s datasheet, the corresponding pg/
m?3 particle density value can be calculated.

I connected this sensor to the Core2
device's Port B, which exposes pins GPIO26
(DAC) and GPIO36 (ADC) from the ESP32 MCU.
GPIO26 is used as a digital output to generate
the required digital pulse, and pin GPIO36
is configured as an ADC input to sample the
output voltage. The hardware prototype for
the system is shown in Figure 3.

In Part 2 of this article series, Port C from
the Core2 device, which exposes pins GPIO13
(RXD2) and GPIO14 (TXD2), will be used to
connect the air extractor.

SOFTWARE

I took the Smart Thermostat project from
the EduKit learning program as a starting
point for this project [4]. Then, I added and
modified source code and configurations
for the custom sensors and actuators.
Because I couldn’t find any suitable CCS811
and GP2Y1010AUOQOF driver libraries readily
available for the platform, I had to port
custom ones myself, using libraries from
other platforms as references. The AWS IoT
EduKit development environment is based on
the FreeRTOS real-time operating system.



Any driver/library must be thread-safe in that
context, to avoid race conditions and other
synchronization issues.

The driver library I ported for the CCS811
is very simple with no-frills. It implements
the minimum requirements to get readings
from the sensor. It is composed of a ‘ccs811.c’
file located inside the project’s “..\Core2-for-
AWS-IoT-EduKit\Smart-Air-Cleaner\main”
folder and a ‘ccsB811.h’ file inside the “..\
Core2-for-AWS-loT-EduKit\Smart-Air-Cleaner)
main\includes” folder.

To compile the drivers without errors,
the project’s ‘CMakelists.txt’” file, also
located inside the “main” folder, must be
edited to include the new library modules.
In that file, the first configuration line
must be edited to include the libraries as
follows: set (COMPONENT_SRCS “main.c”
“h.e¢” “Ttt.e” “wifi.e™ “ces8il.c”

14 void ccs8ll_Initi(void)

“gp2yl010.c™). The last two parameters
are the libraries for the two sensors in the
system.

Source code from the CCS811 driver
library is given in Listing 1. Lines 14-51 define
the ccs811_Init() function that initializes
the sensor. With line 21, a handle to the I2C
communications port is created specifying
the I2C address and baud rate. With line 24,
a "software reset” is performed in the sensor
by writing a reset code to the corresponding
register in the device. Line 33 switches the
sensor to “application mode” by writing to it
a specific code, According to the datasheet,
a destination register is not required for this
transaction; hence, the "17C_NO_REG’ value
as the second argument. Line 43 sets the
sensor’s default measurement mode as “mode
1s” (constant power mode, measurements
every 1 second).

circuitcellar.com

15
16 const static uint32_t sw_reset = 0xBa/Z2ebll; // Software reset code
17 static uint8_t app_start = CCS811_REG_APP_START; // App start register
18 static uintB8_t mode_ls = CCS811_MODE_1S; // Mode 1S code
19 esp_err_t err; // ESP error type
20
21 my_port_A_peripheral = CoreZ2ForAWS_Port_A_I2C_Beqin(CCS811_I2C_ADDRESS_1, PORT_A_I2C_STANDARD_BAUD):
2e
23 // Perform a software reset
24 err = CoreZForAWS_Port_A_I2C_Write(my_port_A_peripheral, CCS811_REG_SW_RESET, &sw_reset, 1):
25 if(lerr)|
26 ESP_LOGI(TAG, “-=-=---=-==-====-- >> sw_reset 0K"):
27 | else |
28 Sl P R S T e e S e >> sw_reset Error”™);
29 }
30 viaskDelay(100); // Wait 100 ms after the reset
31
32 // Switch to sensor’'s application mode
33 err = CoreZForAWS_Port_A_I2C_Write(my_port_A_peripheral, IZC_NO_REG, &app_start, 1);
34 if(lerr)|
35 ESP. LOGI{TAG, “==-==s=22===2=- »>> app_start OK");
36 | else |
37 ESP._LOGI{TAG, *“-=---s=c===2=- >> app_start”);
38 }
39
40 viaskDelay(100); // Wait 100 ms after starting the app
41
47 // Set default measurement mode to “ls”
43 err = Core2ForAWS_Port_A_I2C_Write(my_port_A_peripheral, CCS811_REG_MEAS_MODE, &mode_ls, 1);
44 if(lerr)|
45 ESP_LOGI(TAG, “----=-=-==-=-=-==-- »> CCS811_MODE_1S 0OK™);
16 | else |
47 ESP LOGICTAG, T-=sr=rr=cmmmas »> CC5811_MODE_15 Error™);
48 }
49
50 viaskDelay(100); // Wait 100 ms after setting the meas. mode
5l |
LISTING 1

Here are lines 14 to 51 of the source code for the ams OSRAM CCSB11 ultra-low-power, digital gas sensor’s driver library. (The complete listing is available on the Circuit

Cellar article materials webpage.)
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For the following code line references, please refer to the 68 can be used to troubleshoot the I2C communications with the
complete listing available on the Circuit Cellar article materials sensor, in case the obtained values appear to be incorrect. This

webpage. Lines 54-81 definethe ccs811_ReadData() function code block reads the hardware ID from the sensor and prints
that reads the eCO, and TVOC values from the sensor. Lines 60- it to the terminal window in hexadecimal format. According to

10 void gp2y_Init(void)

11 |
12 f/ Initialize GPIO pins for GPZ2Y1010AUOF particle sensor
13 CoreZ2ForAWS_Port_PinMode(PORT_B_ADC_PIN, ADC); // ADC input
14 CoreZForAWS_Port_PinMode(GPIO_NUM_Z26, OUTPUT); // IR LED output
B
16
17 void gp2y_Read(float* part_con_val)
18 |
19 static double particle_concentration;
20 static int adc_reading_my;
21
22 particle_concentration = 0;
23 adc_reading_mv = 0;
24
2y for (int x = 0: x < NUM_ADC_READS: x++)
26 1
27 [/ GP2Y1010AUOF reading sequence
28 Core2ForAWS_Port_Write(GPIO_NUM_26, false):; // Turn on IR LED
29 ets_delay_us(280);
30
31 // Read ADC input
32 adc_reading_mv = CoreZForAWS_Port_B_ADC_ReadMilliVolts();
33 [/ ESP_LOGI(TAG, “»>>»>>>>>>> adc_reading_mv : %d”, adc_reading_mv); // Just for debugging
34
35 // Sum readings to calculate an average (convert mV to V)
36 particle_concentration = particle_concentration + adc_reading_mv/1000.0;
37
38 ets_delay_us(40); // Wait 40 us
39 CoreZForAWS_Port_Write(GPIO_NUM_26, true); // Turn off IR LED
40 ets_delay_us(9680); // Wait 9680 us (GPZ2Y1010AUOF's reading period is >= 10 ms)
41 }
4?2
43 particle_concentration = particle_concentration/NUM_ADC_READS:; // Compute average
44 // GP2Y1010AUOF runs with 5V. We are using a voltage divider to downscale the reading
45 // to an equivalent voltage between 0V-3.3V
46 float rdiv_ratio = 3.3 / (3.3 + 1.6); // Voltage divider resistor ratio
47
48 particle_concentration = particle_concentration/rdiv_ratio; // Upscale reading to a 0V-5Y range
49 /1 ESP_LOGI(TAG, “>>>>>>>>>>> GP2Y10: Voltage [V]: %.2f", particle_concentration);
// Just for debugging
50
51 // Linear equation: http://www.howmuchsnow.com/arduino/airquality/ to convert read
voltage to ug/m*3
he // Chris Nafis (c) 2012
b3 particle_concentration = 170 * particle_concentration - 0.1;
54
55 // The equation is not adjusted for this particular sensor, so sometimes
56 // negative values of particle concentration are seen when it is near zero:
57 if(particle_concentration < 0) |
58 particle_concentration = 0;
59 }
60
61 *part_con_val = particle_concentration;
67 [/ ESP_LOGI(TAG, “>>>>2>>>>>> particleCon: %.2f", particleCon); // Just for debugging
63 |
LISTING 2

Source code for the SHARP/Socle Technology GP2Y1010AUOF compact optical dust sensor's driver library



the datasheet, the sensor’s ID is ‘0x81." Line 71 reads four bytes
from the sensor. The first two bytes must be combined to get the
eCO, value, and the last two bytes to get the TVOC value (not used
in this project). Lines 79-80 combine the corresponding bytes
into 16-bit numbers by using bit-shift and “OR" logic operations.

Reading the GP2Y1010AUOF sensor is also straightforward.
The basic procedure is to generate a digital pulse, sample
an analog voltage, and apply a transfer function equation.
Listing 2 shows the driver code for this sensor. Lines 10-15
define the gp?y_Init() function that initializes the required
ADC input and digital output. Lines 17-63 define the gpZy_
Read() function that samples the sensor’s analog voltage
output and computes the particle concentration value. The
‘for’ loop in lines 25-41 samples the analog voltage ‘NUM_
ADC_READS' times, and computes an average. This helps to
filter some high-frequency noise in the sensor data.

The suggested reading sequence in the datasheet is as
follows: First, turn on the sensor’s internal IR LED. The IR LED
circuit works with negative logic, hence the writing of a ‘false’
value in line 28. Wait 280pus (line 29), and then sample the

31 void aws_iot_task(void *param) |

circuitcellar.com

sensor’s analog output voltage (lines 32-36). After waiting for
40ups (line 38), turn off the IR LED and wait for at least 9,680ps
before repeating the reading procedure (lines 39-40). The
datasheet recommends a sampling duty cycle of no less than
10ms. That's the obtained period after adding the three delays.

The ESP32 ADC works with voltage inputs between OV to
3.3V, but the sensor’s maximum output voltage is around
4Y. To avoid overloading the ADC input, a voltage divider is
implemented for the ADC input at GPIO36, with two resistors of
3.3kQ and 1.6k (see Figure 2). Line 46 computes the resistor
divider ratio, and line 48 divides the averaged voltage by this
ratio to obtain the voltage value in the sensor’s original output
scale. I hard-coded the ratio calculation here for practicality,
because my goal was to obtain a working driver as soon as
possible. Line 53 applies the transfer function (a linear equation)
to the sampled voltage to obtain the particle density value.

DATA SYNCHRONIZATION

Listing 3 contains the most relevant source code I added
in the project's 'main.c’ file for the custom sensors and

32 static double particle_concentration =
33 static int adc_reading_mv = 0:
34 static uintlé_t ecod = 0;
35 static uintlé_t etvoc = 0;
36 i
37
38 [/ My custom sensor and actuators structs
39 jsonStruct_t ecodHandler:
40 ecoZHandler.cb = NULL;
41 ecoZHandler.pKey = “roomCol";
47 ecoZHandler.pData = &roomCo?;
43 ecoZHandler.type = SHADOW_JSON_UINT16;
44 ecoZHandler.datalength = sizeof(uintle_t);
45
46 //
47
48 jsonStruct_t airkExhaustActuator;
49 airExhaustActuator.cb = airExhaust_Callback;
50 airkExhaustActuator.pKey = “airkExhaust”;
51 airkExhaustActuator.pData = &airExhaust;
57 airkExhaustActuator.type = SHADOW_JSON_BOOL ;
i airExhaustActuator.datalength = sizeof(bool);
54
h5 [/
56
57 // register delta callback for airExhaust
H8 rc = aws_Jiot_shadow_register_delta(&iotCoreClient, &airExhaustActuator);
59 1T(SUCCESS != rc) |
60 ESP_LOGE(TAG, "“Shadow Register Delta Error™);
61 }
b1 }
62
63 [/
64
65 // loop and publish changes
66 while(NETWORK_ATTEMPTING_RECONNECT == rc || NETWORK_RECONNECTED == rc || SUCCESS == rc) |
67/ i I
68 }
LISTING 3

Source code added in the project’s ‘main.c’ file for the custom sensors and actuators




10

CIRCUIT CELLAR = JANUARY 2023 #3590

actuators. For simplicity, I excluded the rest of the code
from the original Smart Thermostat project, but full source
code and schematics are available on the Circuit Cellar article
material webpage. Please download the complete listing to
check all code line references mentioned.

Lines 31-82 in this listing define the aws_iot_task
FreeRTOS task function that handles all sensor readings and
communications with the AWS Iol Core server. To include the
custom sensors and actuators, structs of type ‘jsonStruct_t’
must be defined for each one of them. For instance, lines 39-53
define those structs for the CO, sensor and the air extractor. The
first line in each block defines a handler name for the device. The
second line defines a callback function that will execute when
a value change in the handler’'s data member (‘eco2Handler.
pData’) is detected—for example, after receiving an update
from the shadow device on the AWS IoT Cloud. We don't need a
callback function for the CO, sensor, because that data is being
generated locally (see line 40). For the air extractor we do need a
callback function that will execute commands received from the
device shadow (see line 49). Those commands will arrive in its
handler's data member (‘airExhaustActuator.pData’)

The third line in each code block (lines 41, 50) define key
names for the key:value pairs in the shadow device containing
state data for this device. Lines 42 and 51 set the local
variables used to store values for the key:value pairs. For
these handlers, those variables are defined in lines 26 and
27. 'roomCo2’ is the integer variable that will store the CO,
readings in parts-per-million (PPM) from the CCS811 sensor.
‘airExhaust’ is the Boolean variable that will store “true/false”
commands received from the AWS IoT serverless application,
to activate/deactivate the air extractor. Lines 43, 44, 52 and
53 set the type and size for those variables.

Next, for each actuator, you should register the corresponding
callback function that will execute when a delta (a difference)
in an incoming value is detected. Lines 58-61 register the air
extractor callback function, and lines 7-14 define the callback
function in question. For now, in this callback we are just printing
the received command or state to the terminal window.

For the particle sensor, a similar set of steps is repeated. I
omitted those lines in the listing for simplicity. Open the ‘main.c’
file in the Smart-Air-Cleaner project folder to see the complete
source code (on the Circuit Cellar Article Materials webpage).

1 while(NETWORK_ATTEMPTING_RECONNECT == rc || NETWORK_RECONNECTED == rc || SUCCESS == rc) |
Va rc = aws_iot_shadow_yield(&iotCoreClient, 200);

3 if(NETWORK_ATTEMPTING_RECONNECT == rc || shadowUpdateInProgress) |

4 rc = aws_iot_shadow_yield(&iotCoreClient, 1000);

5 [/ If the client is attempting to reconnect, or already waiting on a shadow update,
6 [/ we will skip the rest of the loop.

/ continue;

8 |

9

10 // START get sensor readings

11 456 T

12

13 // Read the C0Z sensaor

14 ccs8l1l_ReadData(&ecod, &etvoc): // read the data from sensor;

15 roomCoZ = ecoZ;

16

L/ // Read the particle density sensor

18 gpfy_Read(&partcon);

19 particleCon = partcon;

20

21 // END get sensor readings

g% ESP_LDGI .|: T‘g';,IE : Uk A Atk hkdb kbt b bhkd bt d kbbb dhbdhb bkttt hbhkhhdiik™ :| :
24 ESP_LOGI(TAG, "“On Device: roomOccupancy %s”, roomOccupancy 7 “true”™ : “false”);:

25 ESP_LOGI(TAG, “On Device: hvacStatus %s”, hvacStatus):

26 ESP_LOGI(TAG, “On Device: temperature %f”, temperature);

27 ESP_LOGI(TAG, “On Device: sound %d”, reportedSound);

28 ESP_LOGI(TAG, “On Device: roomCoZ2 %d”, roomCo?2):

29 ESP_LOGI(TAG, “On Device: particleCon %f", particleCon);

30 ESP_LOGI(TAG, “On Device: airBlow %s”, airBlow ? “true”™ : “false”);

31 ESP_LOGI(TAG, "“On Device: airExhaust %s”, airExhaust 7 “true”™ : “false”);

32

33 rc = aws_iot_shadow_init_json_document(JsonDocumentBuffer, sizeOfdsonDocumentBuffer):
34 if(SUCCESS == rc) |

2 rc = aws_iot_shadow_add_reported(JsonDocumentBuffer, sizeOfdsonDocumentBuffer, B,

GtemperatureHandler,

36 &soundHandler, &roomOccupancyActuator, &hvacStatusActuator,
37 decoZHandler, &particleConHandler, &airExhaustActuator, &airBlowActuator);
LISTING 4

These are the details of aws_iot_task() infinite while loop from Listing 3. (The complete listing is available on the Circuit Cellar article materials webpage.)



Lines 66-68 show the place where the infinite while loop
for this task is defined. Lines 70-79 show code for printing
meaningful debugging messages, in case the infinite loop
breaks due to any irrecoverable error—such as any persistent
network communications error, or if some data buffer exceeds
Iits capacity.

The contents of the while infinite loop from Listing 3
(available on the Circuit Cellar article materials webpage) is
shown in detail in Listing 4. Lines 1-8 ensure that the main
body will execute as long as the Core2 device is still connected
to the AWS IoT Core server, and there's no shadow device
update currently in progress. If there’s aupdate in progress,
the while loop will be skipped. If the device fails to reconnect
to the server, the loop will be terminated. Line 14 reads the
CO, and TVOC values from the CCS811 sensor. Line 18 reads
the particle concentration value from the GP2Y1010AUQOF
sensor. Lines 23-31 print the current sensors' values and
current actuator states to the terminal window. I'm keeping
the Smart Thermostat’s original sensors and actuators in the
project for a comparative reference with the implementation
of the new ones.

circuitcellar.com

Line 33 initializes the JSON document that will contain
the key:value pairs to be sent to the AWS IoT Core broker.
Those values will then be stored in the corresponding device
shadow. Particularly, in lines 35-37 we choose which values
we want to send to the cloud. The third argument inside the
function contains the number of values we are sending, and
the rest of the arguments, from the fourth onwards, are the
handles of the values themselves.

DEVICE SHADOW TEST

To test the system so far, we follow the same procedure
outlined in the EduKit tutorials for testing the Smart-
Thermostat project.

1. Log into your AWS account.

2. Navigate to the AWS IoT console.

3. Go to the “Test” section in the navigation pane and click the
option “MQTT test client” (see Figure 4).

4. Confirm that the “Subscribe to a topic” tab is active in the
“MQTT test client” window.

5. Enter the following topic filter:

AWS loT

MQTT test client .

MOT T test clissmt

MQTT messages to topics by using the MOQTT test client.

Subscribe to a topic Publish to a topic

You can use the MOQTT test client to monitor the MOQTT messages being passed in your AWS account. Devices pulbdish
MQTT messages that are identified by topics to communicate their state to AWS loT. AWS loT also publishes MOQTT
messages to inform devices and apps of changes and events. You can subscribe to MQTT me<sage topics and publish — |

$aws/things/0123E238C0517EC701

/shadow/update/accepted
Resume H Clear 1 Export |
Edit

v Saws/things/ (i ENEGEGEND

Topic filter e
T i Sher descibes thesoplfs) i which you want b subcribe The tapi iter con inchude MTY wildcans charact /shadow/update/accepted
Saves/thungs /(. - oo v /update faccepted
September 29, 2022, 00:19:03 (UTCZ)
¢ Additional configuration
=3 (
"state": {
FIGURE 4 “reported”: {
MQTT test client—subscribe to topic "temperature”: 64.531212,
“"sound™: 7,
Subscribe to a topic Publish to a topic “roomOccupancy”: false,
“particleCon™: 35.744244,
Topic name "airExhaust"”: false
tenpm marrwe sl 1hee i 3 Pt rrw e haly 1wl b pmaflesFaesd Lo T8 K arti T & [huddiiy olf % {Cha%) ol
}
O Save/things (D ) ot X )
L
Mesage payload "metadata”: {
{ “state” { “desired”: { “hvacStatus®™ "HEATING", "roomOccupancy™ true, “reported”: {
“airExhaust™: true } } ) " .
temperature”™: {
“"timeslamp™: 1664410743
: o b
¢ Additional configuration
“sound”™: {
- Publish "timestamp”: 1664410743
FIGURE 6 FIGURE 5

MQTT test client—publish to topic

MOTT test client—shadow update
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FIGURE 7
VS Code terminal window update
shadow
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“$aws/things/<<CLIENT_ID>>/shadow/
update/accepted”.

Replace <<CLIENT_ID>> with your device
ID and choose “Subscribe.” After a few
seconds you should see in the lower part
of the window new messages arriving in
JSON format (see Figure 5).

6. Go to the "Publish to a topic” tab (see
Figure 6).

/. Enter the following topic filter:

“$aws/things/<<CLIENT_ID>>/shadow/
update”
Replace <<CLIENT_ID>> with your device
ID.

8. Replace the "Message payload” window
with the following JSON string:

| “state™: | “desired : |

“hvacStatus™: “HEATING”,
“roomOccupancy”™: true,
“airExhaust™: true } } |

Raul Alvarez-Torrico has a BEng in electronics and is the founder of
TecBolivia, a company offering services in physical computing and educational
robotics in Bolivia. In his spare time, he likes to experiment with wireless
sensor networks, robotics, and artificial intelligence. He is also committed
to publishing articles and video tutorials about embedded systems and
programming in his native language (Spanish), at their company’s site
www.TecBolivia.com. You may contact him at raul@tecbolivia.com.

Additional materials from the author are available at:
www.circuitcellar.com/farticle-materials

References [1] to [5] as marked in the article can be found there.

RESOURCES
MQTT | www.mgtt.org

Sparkfun | www.sparkfun.com

Visual Studio Code | coge.visualstudio.com

I-
k
L
1
.
14297) MAIN: On Device: alrExhaust truesstom
|

Shadow: {"state”:{"reported”:{"temperature”:59.805389,"sound":18

's o I. ft- i_l' .Ii"ll F ol : bl o [ ||||“'|

15.744244, "airExhaust

Click on “Publish.” The Core2 device's LED
bars should go red for "HEATING," blue for
“COOLING,” and off for “STANDBY" values
in “hvacStatus”. In the VS Code terminal
window, you will also see the JSON string
you just sent as part of a larger device
shadow JSON string (see Figure 7). Please
don’t mind the weird line endings in Figure
/, it's just a configuration issue in my V5
Code installation.

9. Change the JSON string published before
to an “airExhaust” value of “false,” and
publish again. Verify that change appears
in the terminal window after a few
seconds. Change the other values as well,
if you want.

CONCLUSION

One of the first challenges 1 faced with
the implementation of my custom sensors
was the lack of readily available drivers for
them in the AWS IoT EduKit environment.,
Because this platform is relatively new, few
driver libraries are available for sensors and
actuators. Chances are you won't find drivers
available for a particular set of sensors and
actuators. So, you will probably have to
write or port your own. For people with little
experience on embedded systems firmware,
sure enough, that's a downer—especially if
the platform aims at helping people with little
such experience.

There’'s an “EduKit Content Library”
[5] webpage with some projects from the
AWS team, and some others contributed
by community developers. The last time I
checked, there were only around 24 projects
available. Nevertheless, they can provide an
additional reference if you are interested.

In Part 2 of this article series, I will
explain how to set up the cloud solution that
completes the rest of the system. In
particular, I will discuss the configuration of
topic rules and a detector model suitable for
this application. I will also elaborate further
the use of the air extractor and the logic
involved in controlling it. &
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An Introduction to FPGAs -
From: Flip-Flops to Applications

By
Nishant Mittal

FPGAs are popular with designers around the world for their flexibility
and reprogrammability. In this article, I will cover some of the basics of
FPGAs—from their architecture to some aspects of FPGA-based design.

ield-programmable gate arrays
(FPGAs) are semiconductor devices
that contain an array of configurable
logic blocks (CLBs) which are
connected via programmable interconnects.
They were developed in the late ‘80s to
address processing, industrial, automotive,
and even aerospace applications. Since then,
the number of applications centered around
FPGAs has increased exponentially. In this
article we will explore the architecture of
FPGAs, as well as some aspects of creating an
FPGA design.

FPGAs are categorized based on their
different end-user applications, such as those
in automotive, defense and space. Table 1
shows some examples of devices for each of
those industries.

FPGA resources are categorized by the
following parameters:

e Number of Available I/O’s (Differential and
Single-Ended).

» Amount of Internal memory (RAM)

« DSP Slices (Complex Multipliers)

e Connectivity Ports (Serial Interfaces,
Memory Interfaces, etc.)

Pin-compatible  devices with more
resources than are needed should be
considered while choosing an FPGA for a new
design, to allow for enough design margin.

As a basic rule, 60% to 75% utilization
of an FPGA's logic resources—like slices and
LUTs—can be considered a higher limit,
beyond which congestion and timing issues
can arise.

FPGAs are used in a broad range of
applications in technologies like 5G wireless,
embedded vision, industrial Internet-of-
Things (IoT), and cloud computing. This is
made possible by the availability of ARM
processor cores and C-based compilers for a
given FPGA platform.

Another important application of FPGAs
s in the field of platform engineering, an
increasingly in-demand discipline in the
industry. In platform engineering, SoCs
and ASICs can be prototyped on FPGAs and
validated even before the tape-out of the final
device. Let's now try to understand FPGA
architecture and its workflows.

ARCHITECTURE

Modern FPGAscome withtheirprogrammable
logic integrated with the processor system core
In the same chip—converting an FPGA into a
programmable SoC. Figure 1 is the various
logic components inside a Zyng Ultrascale+
FPGA. Typically, these consist of a configurable
logic block (CLB), digital signal processing
(DSP), a transceiver, input/output (I/0) blocks,
memories, and Federal Development and
Certification Environment (FDCE) blocks.

CLBs: A CLB's logic function is defined and
configured by the FPGA user. A typical CLB
contains a set of lookup tables (LUTs) and
D-type flip-flops with clock enable (FDCE).
When the logic is programmed into the
FPGA, each CLB takes a part of the logic and
configures itself to perform that function.
Figure 2 is a typical CLB contained in an FPGA.

DSP Slices: Many algorithms, such as Al,
require a lot of math and signal processing



to handle a specific scenario. DSP broadens
the scope of the overall FPGA structure, so
that complex algorithms such as filtering or
matrix multiplication are performed with
significantly greater efficiency than they
would be using many CLBs.

Transceivers: Several transceivers
available in complex FPGAs can transmit and
receive data at a high data rate via a Serializer/
Deserializer (SERDES), a pair of functional
blocks which can rapidly send thousands of
signals through a single transceiver path.
A set of high-speed transceiver blocks can
be connected using a GT cable to transmit
and receive data at a rate of tens of Gbps.
Figure 3 is a block diagram of a SERDES.

I/0 Blocks: 1/0 blocks are a vital part of
an FPGA—they are where the FPGA's data
connects to external circuitry. I/O ports are
defined in a Xilinx Design Constraints (XDC)
file with the extension .xdc. In an XDC file, one
needs to provide a pin number along with a
logic level voltage (such as LVCMOS or LVTTL)
based on the external device to which it's
connected. It's important to refer to the I/0
bank voltages of the I/O ports to select the
correct port.

Consider the Zyng UltraScale+ device
as an example. Each I/O bank contains 52
SelectI0 interface pins. In some devices,
there are high-range (HR) I/O mini-banks
containing 26 SelectlO pins, each with their

circuitcellar.com 15

Category Device

XA Zynq UltraScale+
XA Zyng-7000

XA Artix-7

Kintex

Xilinx Automotive (XA)

Artix-70Q
Xilinx Defense-Grade Kintex-70
Virtex-7Q
Virtex-5QV
Virtex-4QV

Xilinx Space-Grade

TABLE 1

Some FPGA devices, organized by
three of the major industries in
which they are commonly found

own Iindependent power supply and VREF
pin. The SelectIO pins can be configured to
various I/O standards, either single-ended or
differential. Single-ended I/O standards are,
for example, LVCMOS, LVTTL, and POD. Some
examples of differential I/0O standards are
LVDS, SLVS, and LVPECL.

Certain rules must be obeyed while
combining different input, output, and
bidirectional standards in the same bank:

¢ Qutput standards with the same output
VCCO requirement can be combined in the
same bank.

« Input standards with the same VCCO and
VREF requirements can be combined in the
same bank.

* Input standards and output standards

Configurable
RPU FPD gl=1 c:J
: s Ll =1
[_+ To PL PS.PL %
| II l ~ _|Clocking|| s onfiquration o
— & | e [orovarm ] |*
: GPU Mali-400
10 > CClI «
___GPIO _PCle Gen2 x1/x2/x4 ogasesiog
QsPl - SATAO |[SATA1 || |a
e —TT | [T {_Displayport ]
GEM 0] GEM 1] 1] X [y 2
GEM 2|GEM 3 | Coro SW | r
-H-i-x — i
[USB OJ[USB 1
SD 1/ e _
eMMC | eMMC FDMA} o
- s
SPIO | SPI1 o 100G
CANGICAN % | Interlaken "Ethemet
e 1| ;
12C0 | 12C 1 o GTY GTH
UART OJUART 1/—» Quad Quad |
Y __YY Y Y ¥ ' |
vCU PCle
- DDR Controller H.zﬁq.ﬂ-l.zﬁﬁn Gend
(DDR3, DDR4, LPDDR3, LPDDR4)

FIGURE 1

Here is an FPGA Block Diagram (Xilinx.com). Note: Interlaken is an interconnect protocol to tackle high-speed signaling between chips in network applications.
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FPGA inferred BRAM
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Xilinx.com | www.arrow.com
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Figure 2
CLB representation diagram [1]
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Representation block diagram of SERDES [2]
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Figure 4

with the same VCCO requirement can be
combined in the same bank.

Block Random Access Memory: There are
various types of memory available which can
be interfaced with an ASIC. But in FPGAs with
limited die area, memory is more constrained.
The dedicated memory on the chip itself is
referred to as block RAM (BRAM). There are
other types of RAM, like unified RAM (URAM),
or distributed RAM (DRAM), which is part of
SLICEM. While each individual block is a fixed
size (36Kb for Xilinx 7 series chips), these
blocks can be subdivided or cascaded to make
smaller or larger BRAM blocks as needed.
They can also be configured to support
special functionality such as error-correction.
BRAMs are a major component of FPGAs, and
a high percentage of utilization can result in
congestion and non-routable scenarios. So,
BRAM usage must be planned efficiently to
prevent this.

A typical FPGA BRAM instance is somewhat
different from the hard memories found in an
ASIC. When writing code for a BRAM to be
inferred, the ports mapping and instantiation
must be correctly implemented in the HDL
code to ensure it's synthesized properly.
Figure 4 shows a typical FPGA-inferred BRAM,

BRAM can be either synchronous or
asynchronous. When we say that BRAM is
synchronous, we mean that reads and writes
are synchronous with the clock. Listing 1
is a small snippet of Verilog code defining
synchronous BRAM.

FDCE: FDCEs are the flip-flop blocks present
in an FPGA. These are limited in number, and
they play a major part in the overall FPGA
utilization. FDCE blocks play a critical role in
logic design, as well as in timing constraints
and placement. An efficient FDCE placement
promotes an accurate timing design.

FPGA DESIGN FLOW
FPGA design flow is typically spread across

four major stages: elaboration, synthesis,
routing, and device programming. In the
elaboration stage, the design is compiled,
checked for any syntax errors, and converted
into circuitry. During elaboration, behavioral
simulations can be performed to assess if the
design meets the logic requirements. A test
bench can be added, and the design assessed.

Once the design meets the logic
requirements, it's parsed in the synthesis
stage, where it's converted into a flattened
netlist. This netlist file then translates, maps,
and finally performs placement inside the
FPGA. If the design over-utilizes the FPGA’s
resources in the synthesis stage, it remains
unplaced and throws an error in the design
tool.
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LISTING 1

module singleportram( FPGA BRAM code

oe,

address,

we,

i,

dout

)5

parameter DATA_WIDTH = 8 ;
parameter ADDRESS_WIDTH = 8 ;

input [DATA_WIDTH-1:0] din;
input cs:
input oe:
input we;

input [ADDRESS_WIDTH-1:0] address;

input clk;
output [DATA_WIDTH-1:0] dout;

reg [DATA_WIDTH-1:0] memoryelement[ ADDRESS_WIDTH-1:0];
reg [DATA_WIDTH-1:0] d_out[ADDRESS_WIDTH-1:01;

always @(posedge clk)begin

if (cs && we && loe) begin
memoryelement[address ]<=din;
end

else if(cs && !we && oe) begin

d_out[address]<=memoryelement[address]:

end

end

assign dout =d_out[address];:
endmodule

Inthiscase, one needstocleanupthedesign
and restart all the stages. When the design is
placed properly, it passes through the routing
stage, in which all of the paths are routed.
During the routing stage, the impact of timing
constraints shows up. There may be issues
like SLR crossing, SLL issues, or congested
nets due to high slack. This can result in
heavily negative slack or a design exhibiting
level six (or higher) congestion, which will
never converge. In this stage, timing must be
analyzed appropriately, and necessary actions
need to be taken on individual paths. Figure 5
shows the FPGA design flow diagram.

All the necessary timing constraints are
written in the XDC file, which is attached to
Vivado or any other FPGA tool. Note that the
FPGA has a unique Debug Hub feature which
allows users to debug the signals using an
interface between the FPGA's JTAG Boundary
Scan and the Vivado Debug core. The user can
probe signals listed during the compile. All those
signals will appear in the hardware manager
once the bit file and Itx files are loaded.

CONCLUSION

So, we've discussed various areas of
FPGAs, from architecture to design flow. We

also covered different issues which arise
while creating an FPGA design. Needless to
say, this is only the tip of the iceberg when it
comes to working with FPGAs. But I hope
this article is a satisfactory primer on the
topic. &
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FPGA design flow
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